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1 Introduction
This contribution adds more details to the security solution of small data fast path.
It is proposed to add the pCR below to TR 33.868.

2 PCR

***
BEGIN CHANGES
***
5.7.4.2.2
General description of proposed solution


The figure 5.7.4.2.2-1 below depicts a solution for ‘Alternative A: Small Data Fast Path’ in TR 23.887 by providing a new separate security protection between the UE and the S-GW (this is shown with the thick dotted line). This new security protection could include both encryption and integrity protection or one of them.
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Figure 5.7.4.2.2-1: Security context for small data transfer of the user plane in LTE systems

NOTE: In the figure above, the thick lines show the normal LTE AS security protection of the user plane. The dotted lines show the small data transfer security protection of the user plane.

To enable the security protection of the user plane between the UE and the S-GW, the UE and S-GW have to establish a new security context for small data transfer. 

It should be noted that the two types of security contexts (normal LTE AS security context and small data transfer security context) can be completely independent.

5.7.4.2.3
Basis for small data transfer security context
The small data transfer security context is used whenever the S-GW and UE need to protect (or unprotect) small data. 

When the UE attaches to LTE systems or is handed over from another radio access technology to LTE, the KASME is established between the UE and the MME. A new small data transfer security key KSDT is derived from the KASME at attach and IRAT handover, and this new key KSDT is the basis of small data transfer security context which is used for the protection of the small data  between the UE and S-GW. 


The KSDT could for example be derived from the KASME using the Key Derivation Function (KDF) defined for LTE. The KSDT could be derived as follows:

KSDT = KDF(KASME, other parameter(s))
Other parameters in the key derivation can include e.g. parameters to ensure freshness of KSDT .

The MME provides KSDT to the S-GW using (modified) EPS bearer establishment and modification procedures whenever needed. 
The KSDT is stored in the S-GW and it could be changed as often as the KASME is changed (for example, the MME could send a new KSDT to the S-GW whenever the KASME is changed). In this way, there would always be a KSDT corresponding to a KASME. A good thing with changing the KSDT as often as the KASME, is that the UE and the MME are synchronized on the KASME and hence there would be an implicit synchronization of the KSDT. Additional synchronization can be achieved by comprising the Key Set Identifier (KSI) of the currently active KASME also in the traffic between the UE and the S-GW. This KSI would then also indicate which KSDT should be used for the packet in question. The MME would have to provide the S-GW with the KSI that corresponds to the KSDT. 
The S-GW can further derive encryption (KSDT_enc) and integrity keys (KSDT_int) from KSDT , which can be used for encryption and integrity protection of small data. 
The UE and S-GW also need to share the same encryption and integrity algorithms for small data protection. One possibility is that the same algorithms that are used for NAS security are also used for small data transfer security. The algorithms can be negotiated between the UE and MME at the same time when NAS security algorithms are negotiated and the MME can indicate them to the S-GW. 
Since the UE also has the KASME, the UE can derive the same KSDT and further keys similarly as the S-GW.
5.7.4.2.X
Protocol considerations
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Figure 5.7.4.2.X-1: Possible protocol stack for small data fast path
Figure above shows a possible protocol architecture for small data fast path between the UE, eNB and S-GW.

Today AS security is implemented in the RRC for control plane and in the PDCP for user plane, and NAS security is implemented in the NAS protocol. Small data fast path security is terminated in the S-GW and therefore the existing protocols cannot be used. This means that there is a need for a new security layer or security protocol between the UE and S-GW. This is shown as SDTSec in the figure. 
A security protocol to implement SDTSec needs to provide support for encryption and probably also for integrity and replay protection. Possible protocols for SDTSec are for example IPsec, DTLS record layer, and GPL. Since key management is handled with SM and MM procedures as described in clauses below,  IKE or TLS handshake are not needed. 
Editor’s note: Further considerations on security protocol for small data fast path are for further study.
It will be under the remit of RAN to decide if and how Uu will be developed to support small data, e.g. whether user plane or control plane will be used to carry small data over the Uu. Regardless of which one will be chosen, there will be an impact to the radio protocols as follows: user plane PDCP encryption or RRC encryption or integrity should not be activated when small data fast path is used. 
5.7.4.2.4
Small data transfer security context establishment at Attach procedure

According to ‘Alternative A: Small Data Fast Path’ in TR 23.887 EPS bearers are enabled for small data fast path during MM and SM procedures. The figure below shows how an existing signalling message sequence for Attach Procedure is updated for small data fast path. 
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Figure 5.7.4.2.4-1: Initial Attach procedure for small data fast path
The following steps are performed as described in the signalling flow above:

1. The UE initiates an Attach procedure with an MME and provides its security capability for small data fast path to the MME (indicating the support of the feature ‘small data fast path’).

2. The MME (optionally) authenticates the UE and a KASME is established.

3. The MME derives KSDT from the KASME and creates the small data transfer security context.
4. The MME initiates NAS Security Mode Command procedure with UE in order to establish NAS security. In the same message the MME indicates which cryptographic algorithms are to be used with small data transfer security.
5. The UE responds with a NAS Security Mode Response to the MME.

6. The MME sends a Create Session Request to the selected S-GW together with the small data transfer security context (including e.g. KSDT , identifiers of keys and selected cryptographic algorithms). 
7. When the Create Session Request is received by the S-GW, the S-GW enables the EPS bearer for small data fast path and stores the small data transfer security context for the session. 

8. The new EPS bearer is established towards the PGW.

9. The S-GW sends a Create Session Response and acknowledges that it supports small data fast path and will use it for the established EPS bearer.

10. The MME creates a Bearer Resource ID. The Bearer Resource ID enables the eNB to derive the SGW S1-U F-TEID, i.e. the UL GTP-U TEID and S-GW IP address. The MME sends an Attach Accept together with an indication which requests the UE to create a new small data transfer security context.
11. The UE creates small data transfer security context, e.g. it derives KSDT from the KASME , and stores Bearer Resource ID.
5.7.4.2.5
UE initiated uplink (UL) small data

The following figure shows how mobile originated small data packet is passed uplink (UL) and how a subsequent small data IP packet is passed back to the UE in downlink (DL). 
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Figure 5.7.4.2.5-1: UE initiated uplink small data

The following steps describe the signalling flow above:

1. The UE wants to send an UL IP packet for an idle mode bearer enabled for small data fast path and 
2. The UE sets up the optimized Uu for small data. 

3. The UE performs protection (e.g. integrity and/or encryption) of the small data using the security protocol called SDTsec and the small data transfer security context.

4. The UE sends the protected small data to the eNB over optimized Uu protocol. The Bearer Resource ID is included in a Uu protocol header or IE. This is needed since the eNB needs to be able to interpret the Bearer Resource ID and therefore it cannot be within the security protocol or be encrypted. 
5. The eNB resolves the Bearer Resource ID to S-GW UL TEID and S-GW IP address, and assembles a GTP-U PDU using information received with small data. 
6. The eNB forwards the GTP-U PDU to the S-GW.

7. The S-GW receives the GTP-U PDU including the protected small data and terminates SDTsec (integrity check and/or decryption) using the small data transfer security context.

8. The S-GW forwards the GTP-U PDU to the PGW.

9. The S-GW receives a DL GTP-U PDU on an EPS bearer that has an active fast path.

10. The S-GW performs protection (e.g. integrity and/or encryption) of the small data in the GTP-U PDU using SDTsec and the small data transfer security context.

11. The S-GW forwards the GTP-U PDU with the protected small data to the eNB.

12. The eNB forwards the protected small data to the UE over optimized Uu.

13. The UE terminates SDTsec (e.g. integrity check and/or decryption) of the small data using the small data transfer security context.

5.7.4.2.6
Network initiated downlink (DL) small data 
Small data initiated DL, that is, DL data received in the S-GW on an EPS bearer where fast path is enabled but not active, is handled as described in the figure below. It should be noted that compared to when small data is initiated UL, an additional paging of the UE is required. 
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Figure 5.7.4.2.6-1: UE initiated uplink data

The following steps describe the signalling flow above:

1. The S-GW receives a GTP-U PDU from the P-GW. 

2. If the EPS bearer is idle and fast path enabled but not active, then the S-GW indicates to the MME to start paging the UE.

3. The MME pages the UE indicating ‘DL fast path small data’ as paging cause.

4. The UE sets up the optimized  Uu for small data. 

5. . Protection of the dummy IP packet corresponds to step 3 in clause 5.7.4.2.5.
6. The UE sends the protected dummy IP packet..
7. This corresponds to step 5 in clause 5.7.4.2.5..


8. This corresponds to step 6 in clause 5.7.4.2.
9. This corresponds to step 7 in clause 5.7.4.2.5.

10. The S-GW requests the MME to stop further paging attempts..

11. This corresponds to step 10 in clause 5.7.4.2.

12. This corresponds to step 11 in clause 5.7.4.2.
13. This corresponds to step 12 in clause 5.7.4.2.

14. This corresponds to step 13 in clause 5.7.4.2.
5.7.4.2.7
S-GW relocation

It may be possible that more than one small data transfer security context is derived from the same base key i.e. the KASME, and these small data transfer security contexts are sent to different S-GW’s. An example where this can occur is if the UE is first sharing a small data transfer security context with one S-GW and then later there is a change of S-GW. To ensure that the first S-GW cannot deduce any information about the small data transfer security context used in the second S-GW and vice versa, the key derivation function calculating the small data transfer security context should use some unique input that is unique for each S-GW. Another option is that the same small data transfer security context is used with all S-GWs.

5.7.4.2.8
Switching between small data fast path and regular UP
If the UE or network realizes that it is more beneficial to switch to normal user plane traffic than using the small data transfer path (or vice versa), they may switch.

Since the UE and eNB transmits the two traffic types on two different bearers, there is no ambiguity whether it is a small data transfer or a regular user plane connection. Therefore the UE can use the normal LTE AS security to protect any data sent over the normal user plane data radio bearer and only apply the new small data transfer protection if the small data is transmitted over the (otherwise unprotected) data radio bearer used for small data transfer.

When the switches appear, there needs to be an indication sent to the UE from the network, so that the UE will know to re-configure itself for the new data radio bearer and switch to the other security context. 
When the switches appear, there needs to be an indication sent from the MME to the S-GW, so that the S-GW will know to re-configure itself when to apply small data security to the small data traffic. 
***
END OF CHANGES
***
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