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1. Introduction
It proposes to fill the section 7 in TR 33.805.
2. pCR
-------------------------------------Begin of Change-----------------------------------------------------
7
Comparison of Proposed Methodologies

Editor’s Note: This chapter will contain a comparison of the proposed solutions according to the criteria defined in chapter 6.

Based on the critia in section 6, we compare methodology 1 with methodology 2 as shown in following table. 
	Criteria
	Methodology 1
	Methodology 2

	Reproducibility
	Yes.
Methodology 1 can be used to produce identical security requirement (i.e. PP document).
	Yes 
Methodology 2 can be used to produce identical security requirement also.

	Repeatability
	Yes.
Methodology 1 can export security assurance document (ST) for specific network product. Based on this document, identical test result could be got.
	Yes

	Ability to model different attacker potentials and different operational environments, allowing traceability and verification of security requirements’ sufficiency with respect to attacker/environmental assumptions
	Yes.
Different attacker potentials and operational environments can be considered as attacking assumption when to define security requirement.
	Yes.


	Current as well as anticipated international recognition
	Yes.
CC is accepted by many countries. 
	Unknown
The international recognition is FFS.

	Coordination with other standard bodies
	Yes.
	Unknown

	Expandability
	Unknown 
Methodology 1 is based on CC, which is generic for IT industry.
It is FFS whether it is able to expand for 3GPP network product class.
	Unknown 
Methodology 2 is more focus on telecommunication network. It needs FFS whether it can expand to different industry or not.

	Component isolation and ability to reuse pre-certified components
	Yes
	Unknown

	Duration and complexity (cost) of testing cycle
	Yes
For each EAL, a rough duration and complexity of testing cycle is given.
	 Unknown


	Ability to offer incremental testing, as well as the duration and complexity (cost) of such incremental testing cycle
	Yes
Methodology 1 can be used to generate a new ST for updated or modified network product.
	Unknown 


	Current as well as anticipated adoption rate
	Yes
Methodology 1 is mature for evaluating IT product, and currently gets widely used.
	Yes 
Methodology 2 is designed for evaluating 3GPP nentwork product, and will be used in telecommunication area.

	Third party or self testing options
	No
Methodology 1 only allows third-party-evaluation.
	Yes
Both self-evaluation and the third-party-evaluation may be available.

	Ability of the 3GPP security assurance methodology to provide measurable results
	Yes
Methodology 1 can be used to generate specific ST, which could lead to measurable result. 
	Yes
SAS can be used to provide measurable results.

	Ability of the 3GPP security assurance methodology to allow specifying a set of tests to be performed on the target nodes
	Yes
	Yes

	Ability of the 3GPP security assurance methodology to support different security assurance levels
	Yes
Methodology has 7 different security assurance levels
	Yes
One security assuarance level will be determined for a network product class 

	Ability of the 3GPP security assurance methodology to support different categories corresponding to the hardening levels of the network products
	Yes
Exposed/un-exposed location will be considered in environment assumption section under methodology 1. It will lead to different security categories.
	Yes
Exposed/un-exposed location would be considered in environment assumption section under methodology 2. It will lead to different security categories.

	Ability of the 3GPP security assurance methodology to focus on the part of the network product which is relevant for the evaluation of the network product according to SECAM
	Yes
 Note:The details on how to focus on the part that is relevant to the evaluation of SECAM is FFS.
	Yes
 Note: The details on how to focus on the part that is relevant to the evaluation of SECAM is FFS.

	Ability of the 3GPP security assurance methodology to support metrics for measuring and comparing improvement in product security from release to release
	Unknown
.
	Yes
Methodology 2 can be revised from release to release which is under 3GPP control.

	Agility
	Yes
	Yes

	Effort
	Unknown

	Unknown



From the criteria match analysis; we can see methodology 1 can meet more criteria in the view of methodology template, which is a compelte framework. But we think methodology 2 is very helpful on the specific connection to the 3GPP telecommunication network product evaluation and simpler than the metholodody 1. 
So we can combine the methodology 1 and 2 to come out the needed methodology. Here we propose to adopt methology 1 as template on how to write the documents formally in CC specific syntax, naming convention and structured requirements etc, yet we think we can adopt the evaluation process, roles, and SAS modular approach as in the methology 2. What is more, we can consider the features examples listed in the methology 2 in the next phase.
 So basically we need to come out a combined methology based on CC and the current methodology 2. 
-------------------------------------End of Change-----------------------------------------------------
