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Abstract of the contribution:
This contribution discusses new threats to 2G GBA that are posed by recent developments in the cracking of GSM and GPRS ciphering algorithms. It also discusses the usefulness of channel bindings for 2G GBA.
1. Introduction
The security of 2G GBA depends on the security of GSM, as explained in Annex L of TS 33.220. Due to advances in cracking the GSM encryption algorithms A5/1 (CS domain) and GEA1 (PS domain) since the normative text on 2G GBA in Annex I and the threat analysis in Annex L were written, additional precautions on the UE side seem in order. These precautions consist in additional requirements on the ME that link 2G GBA to changes to TSs 44.006 and 43.020 introduced to counter the advances in cracking the GSM encryption algorithms. This link has so far been missing from the 2G GBA specification.

In particular, Annex L.1 of TS 33.220 describes that an attacker could successfully impersonate a 2G GBA client if the attacker could manage to break the cipher key Kc pertaining to the RAND the attacker received from the BSF during the maximum response time allowed by the BSF for the Ub protocol. Annex L.1, which was introduced to TS 33.220 in 2005, mentions A5/2 as the main problem. Since then, however, a number of publications and demonstrations on how to crack A5/1 have appeared. Furthermore, it has been assumed by GSMA and 3GPP that GEA1 is also easily breakable nowadays (although there is not much publicly available material to support this assumption). 

2. False base station attacks in the CS domain

The attacker could try to obtain Kc by making the mobile camp on his false base station, then send an Authentication Request with the RAND obtained from the BSF to the mobile. The mobile would respond with a response SRES. The false base station would then send a Ciphering Mode Command message (unencrypted), to which the mobile would respond with a Ciphering Mode Complete message (encrypted). If the fillbits in this Ciphering Mode Complete message followed a fixed, publicly kown, pattern this could suffice for the attacker to determine Kc. However, the task of finding Kc is made much more difficult, if not impossible, if the fillbits are random. For support of this view, cf. e.g. slide 9, item 3b, of the presentation by Nohl and Melette that can be found under http://events.ccc.de/congress/2011/Fahrplan/events/4736.en.html.
This is why, from Rel-8 onwards, TS 44.006 contains the requirement in clause 5.2: “If a frame contains a length indicator that has a value less than N201, the frame contains fill bits. Each fill bit shall be set to a random value when sent by the mobile station.”
Slide 9 of the above-mentioned presentation also mentions that using A5/3 instead of A5/1 would make it impossible for the attacker to find Kc. While this is true in general, it would require that A5/1 would be forbidden on the terminal as, otherwise, the false base station could always force the use of A5/1. But forbidding A5/1 is currently not possible because the deployment of A5/3 in base stations, although progressing fast, is not sufficiently wide-spread yet.
3. False base station attacks in the PS domain

Assuming that GEA1 is also easily breakable nowadays the attacker, using a false base station, could try to obtain Kc from impersonating an SGSN and sending an AUTHENTICATION_AND_CIPHERING REQUEST message to the mobile requesting the use of GEA1. Due to the lack of publicly available documentation on attacks on GEA1, a more detailed description of the attack is not possible here. Note, however, that SA3#70 agreed a CR that forbids the implementation of GEA1 in terminals from Rel-12 onwards. 
4. Man-in-the-middle attacks on protocols using TLS with server certificates

Furthermore, there is a discussion for GBA_Web and GBA_Digest, cf. companion contribution in S3-130367on the feasibility of a certain man-in-the-middle attack using a forged certificate with the name of the genuine BSF obtained from a compromised Certification Authority. A similar, but easier, kind of man-in-the-middle attack also applies to 2G GBA in the following way.
The UE establishes a TLS connection with the mitm who, in turn, establishes a TLS connection with the genuine BSF. The mitm decrypts any data it receives from the UE and then re-encrypts and integrity-protects it before forwarding it to the BSF, and vice versa. In contrast to the cases of GBA_Web and GBA_Digest, it is not necessary for the mitm toforce the use of the same TLS master key on two TLS connections, one from the UE to the mitm, and one from the mitm to the BSF, because, in 2G GBA, the TLS master key is not used in the computation of the GBA key Ks. If this mitm attack happens the mitm is able to read the parameter Ks-input sent by the BSF. Ks-input is used as input to the derivation of the key Ks, together with further material derived from GSM authentication, namely RAND, SRES, and Kc. The knowledge of Ks-input would enable to attacker to compute Ks as soon as the attacker knew  RAND, SRES, and Kc, which could be the case any time after the 2G GBA protocol run over the Ub interface. The attacker would not be required to find RAND, SRES, and Kc in real time, which would make his task much easier. 

Measures to protect against this man-in-the-middle attack include channel binding. 
Channel binding according to RFC 5929 would consist in adding e.g. a hash of the server certificate into the derivation of RES and Ks. This addition would allow the UE to detect the mitm, cf. also discussion paper in S3-130367. 
However, for 2G GBA, the risk posed by the relative weakness of GSM security is far greater than the risk posed by a CA compromise. The risk posed by a CA compromise  can be further reduced by letting the 2G GBA client access only a small number of root keys in the UE, not the many root keys in the browser. 

Furthermore, adding channel binding or other modifications of the Ub protocol from Rel-12 onwards would introduce backward compatibility issues when one side, UE or BSF, was pre-Rel-12, and the other side was Rel-12, as then the two sides would derive RES and Ks according to different rules. This backward compatibility issue could be solved by having the UE and the BSF exchange capability information, e.g. in product tokens that would be confirmed in the 200 OK message from the BSF, which is integrity-protected by means of HTTP Digest. 
Due to the relatively low risk of a CA compromise in comparison to the risk of a GSM breach and the additional complication o the backward compatibility issues with older 2G GBA versions, it is questionable whether a change to the Ub interface of 2G GBA could be justified.  We propose to leave it unchanged. . 
4. Proposal
It is proposed to agree the companion CR to 33.220 in S3-13-370. 
















































