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1
Introduction

This pCR provides further contents of the Threats section for MTCe Connectionless Data Transmission feature, Alternative B.
2
PCR

**
*********** START OF CHANGE 1 ***************
5.7.2.3 Connectionless Data Transmission, Alternative B. 

SA2 solution currently considered in SA2 TR 23.887 v0.8.0 Sec.5.1.1.3.6.3 (Connectionless data transmission, Alternative B) is based on the principle that  small occasional data bursts are sent in connectionless mode over the radio interface and over S1-U/S12 tunnels that are predefined at PDN connection set up time, and maintained via Mobility management procedures (i.e. when SGW relocation happens). The S1-U/S12 UL tunnels are unique per UE and PDN connection, for a given SGW.  This eliminates the need to re-establish these tunnels per UE at each idle to active transition and reduces state in nodes. 

The intention with the Connectionless data transmission solution is that small data can be sent in user plane when the UE is in idle mode without requiring the normal transition to connected mode in AS-layer in LTE systems. Conventionally, this data would be sent either without any AS security, or full AS security re-configuration needs to be executed, including NAS signalling, in order to re-establish AS security. Former would result in vulnerability of small data to eavesdropping, injection, and interception, while latter would be prohibitively complex. 

Efficient solution is hence needed to re-establish the AS security protection of the small data traffic with reduced signalling overhead, e.g. without the need for a NAS signaling with the MME/SGSN at every re-connection.
************* END OF CHANGE 1 ***************
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