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1. Discussion 

The D2D architecture is being finalized in other working groups. The following figure depicts a “direct mode” data path architecture as documented in TR22.803.  
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Figure 1 “direct mode” data path (Courtesy of SA1 TR22.803)
In addition, SA2 has been discussion a D2D architecture that is taking shape.  Though by no means final, but it may look something like the following:
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Figure 2 Preliminary Proximity Service Architecture 

And for all intensive purposes, there will be a Proximity Server in the operator’s network that manages the D2D services.

In order to support D2D direct mode data security, there needs to be a set of security context between the two UEs establishing this direct mode communication.  Independent of whether both confidentiality and integrity protection being mandatory for signalling and user data protection, the key(s) used to provide confidentiality or integrity or both should be in place.

There may be several approaches to base the keys used between the UEs for direct mode communication:

1. Keys derived from KeNB

2. Keys derived from Kasme

3. Keys independent of KeNB and Kasme

2. Analysis
Approaches 1 and 2 are quite similar in the sense that the key derived for D2D is based on one of the KeNBs or both or one of the Kasme’s or both since each UE shares one KeNB and one Kasme with eNB and MME respectively. One may arbitrarily decide that the D2D key to be based on one of the UE’s KeNB or Kasme (e.g. the UE that initiated the D2D communication) for simplicity.  
Then there is the question of whether to update the D2D key after one of the UE performed a mobility event (i.e. KeNB or Kasme changed due to mobility).  It would be desirable to update the D2D when UE performed a HO so that the D2D key is alway based on the key shared with the eNB or MME. While it is possible to continue using the existing D2D for a session even if one of the UE is handed off to another eNB or even MME, at some point, even if the session continued, it may be possible that the D2D key is wrapped around and in which case, the D2D key would be refreshed, using either the KeNB shared with the UE’s eNB or the Kasme with the UE’s serving MME.  In considering mobility, it would also seem that basing D2D key on Kasme would have an advantage over KeNB because the frequency of potential MME HO would be much smaller than that of eNB HO.
Independent of cryptographic separation between the keys based on either KeNB/Kasme for use in D2D or other usages, such keys are inherently anchored either at a particular serving eNB(s) or MME(s) respectively.  Given that it is desirable to update the D2D key to be based on serving eNB or MME, it may be potentially beneficial to consider the Approach 3. 
For Approach 3, the key for D2D is generated independent of KeNB or Kasme. This approach would require a network entity to generate the key.  Looking at the potential network architecture under consideration by othe working groups, it is reasonable to assume that there would be a network element called “Proximity Server” that would be a possible candidate for such a key generation function. One advantage of using the Proximity Server as the key generation function for D2D key is that the server is aware of all D2D UEs and their direct links (it needs to be aware to be able to manage the links and generate charging records) and therefore can generate the D2D keys when UEs set up the direct link.  Another advantage of this approach is that UEs using D2D key need not be aware of UE mobility as long as the D2D link can be maintained (e.g. when 2 UE2 moving simultaneously on a train or on a bus) and there is no need to update D2D key even if mobility occurs.
Either one of these approaches for key delivery to the UE can be easily integrated into existing AS or NAS procedures using AS or NAS protection. In the case of the third approach, if the keys are generated at the Proximity Server, the keys can be sent to either eNB or MME and then on to the UEs.  There is no need to have separate UE to Proximity Server security association if a hop-by-hop approach is taken and one would assume that if there needs to be security between Proximity Server and MME or eNB, NDS/IP protection would be applied.
3. Proposals 

It is proposed to capture the above discussion and analysis in a TR.
**************************Begin********************************************
There may be several approaches to base the keys used between the UEs for direct mode communication:

1. Keys derived from KeNB

2. Keys derived from Kasme

3. Keys independent of KeNB and Kasme

Approaches 1 and 2 are quite similar in the sense that the key derived for D2D is based on one of the KeNBs or both or one of the Kasme’s or both since each UE shares one KeNB and one Kasme with eNB and MME respectively. One may arbitrarily decide that the D2D key to be based on one of the UE’s KeNB or Kasme (e.g. the UE that initiated the D2D communication) for simplicity.  

Then there is the question of whether to update the D2D key after one of the UE performed a mobility event (i.e. KeNB or Kasme changed due to mobility).  It would be desirable to update the D2D when UE performed a HO so that the D2D key is alway based on the key shared with the eNB or MME. While it is possible to continue using the existing D2D for a session even if one of the UE is handed off to another eNB or even MME, at some point, even if the session continued, it may be possible that the D2D key is wrapped around and in which case, the D2D key would be refreshed, using either the KeNB shared with the UE’s eNB or the Kasme with the UE’s serving MME.  In considering mobility, it would also seem that basing D2D key on Kasme would have an advantage over KeNB because the frequency of potential MME HO would be much smaller than that of eNB HO.

Independent of cryptographic separation between the keys based on either KeNB/Kasme for use in D2D or other usages, such keys are inherently anchored either at a particular serving eNB(s) or MME(s) respectively.  Given that it is desirable to update the D2D key to be based on serving eNB or MME, it may be potentially beneficial to consider the Approach 3. 

For Approach 3, the key for D2D is generated independent of KeNB or Kasme. This approach would require a network entity to generate the key.  Looking at the potential network architecture under consideration by othe working groups, it is reasonable to assume that there would be a network element called “Proximity Server” that would be a possible candidate for such a key generation function. One advantage of using the Proximity Server as the key generation function for D2D key is that the server is aware of all D2D UEs and their direct links (it needs to be aware to be able to manage the links and generate charging records) and therefore can generate the D2D keys when UEs set up the direct link.  Another advantage of this approach is that UEs using D2D key need not be aware of UE mobility as long as the D2D link can be maintained (e.g. when 2 UE2 moving simultaneously on a train or on a bus) and there is no need to update D2D key even if mobility occurs.

Either one of these approaches for key delivery to the UE can be easily integrated into existing AS or NAS procedures using AS or NAS protection. In the case of the third approach, if the keys are generated at the Proximity Server, the keys can be sent to either eNB or MME and then on to the UEs.  There is no need to have separate UE to Proximity Server security association if a hop-by-hop approach is taken and one would assume that if there needs to be security between Proximity Server and MME or eNB, NDS/IP protection would be applied.
**************************End********************************************
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