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1. Discussion 

The D2D architecture is being finalized in other working groups.  To take advantage of the available D2D features, there will be a mode where two UEs in close proximity of each other can establish direct communication path where user plane traffic is exchanged between the two UEs without going through the network (e.g. eNB).  This direct communication path is sometimes referred to as “direct path”, “direct data path”, “locally-routed” path, or “direct link” in SA1’s TR 22.803. In this mode of communication, it is inevitable that some control signalling will also need to be carried between the two UEs, for example to maintain the air interface, to exchange setup information, to terminate the connection, etc, in addition to the control plane signalling between each individual UE and its serving network components respectively.  This also applies in the public safety scenario of the D2D communication where network coverage is not available.  
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Figure 1 “direct mode” data path (Courtesy of SA1 TR22.803)
SA1 also has identified some potential security requirements:

“[PR.111] The system shall ensure the confidentiality of user data and network signalling over ProSe Communication path and Prose-assisted WLAN Direct Communication to a level comparable with that provided by the existing 3GPP system.

[PR.112] The system shall ensure the integrity of user data and network signalling over ProSe Communication path and Prose-assisted WLAN Direct Communication to a level comparable with that provided by the existing 3GPP system.”

These requirements are nothing new and are comparably expressed in existing requirements in TS 33.401 for the air interface between UE and eNB, specifically:

User Data and Signaling Confidentiality:
“Ciphering may be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining. RRC signalling confidentiality is an operator option.”

“User plane confidentiality protection shall be done at PDCP layer and is an operator option.”
User data and signalling data integrity:

“Integrity protection, and replay protection, shall be provided to NAS and RRC-signalling.”

“User plane packets between the eNB and the UE shall not be integrity protected on the Uu interface.”
Since D2D communication is to be built on top of existing/(slightly)enhanced LTE infrastructure, the security requirements should not deviate from the original LTE security requirements and intended security goals. This would keep enhancements to support D2D to a minimum and help to bring D2D to market timely. D2D services and users may also benefit from any additional security features offered by applications, but it is outside the scope of 3GPP. From the above requirements in LTE, we can also derive the following minimum requirements for D2D air interface:
Req1: Direct link signalling ciphering may be provided. Direct link signalling confidentiality is an operator option.
Req2: Direct link user plane confidentiality protection shall be done at the PDCP layer and is an operator option.

Req3: Direct link signalling integrity protection and replay protection shall be provided.

Req4: Direct link user plane packets between UEs shall not be integrity protected on the Ud interface.

At this time, there is no need to consider additional security requirement when D2D traffic goes through eNB as its already covered in the Uu interface case.
2. Proposals 

It is proposed to accept these as the security requirements for direct link in ProSe communication.
3. Reference

 TR22.803, Feasibility Study for Proximity Services (ProSe), Release 12, V12.1.0 (2013-03)
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