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7.2.2
SIP Digest based GBA (GBA_Digest) bootstrapping procedure and its use
We assume that the UE contacts the NAF and the NAF indicates to the UE that it should use GBA. The NAF demands that bootstrapping is required and gives an indication as described, for the general case, in clause 4.5.1 'Initiation of bootstrapping' of TS 33.220 [2] and, for the special case of an HTTPS-based Ua interface, in clause 5.3 of TS 33.222 [6] and clause 5.2.4 of TS 24.109 [12].  

For the special case of an HTTPS-based Ua interface, the messaging contents over Ua reference point to indicate GBA_Digest are described as follows:

1)
The request for service message from the UE to the NAF—A new "product" token to the "User Agent" header will indicate that the UE requests the use of GBA_Digest by including a static string "3gpp-gba-sip-digest".

2)
The code 401 "Unauthorized" response to the request for service (NAF to UE) contains the WWW-Authenticate header—A new prefix "3GPP-bootstrapping-gba-sip-digest@" in the "realm" attribute in the header will indicate that the UE is allowed to perform non-UICC SIP Digest GBA. If the 401 "Unauthorized" response received by the UE does not include an indication with this new prefix, the UE shall not use GBA_Digest.

This indication shall trigger the UE to run GBA_Digest bootstrapping procedure over the Ub interface (suitably extended for the purposes of GBA_Digest) as is described below:
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Figure 7.2-2 GBA_Digest bootstrapping procedure 

NOTE 1:
The figure above only shows an example flow for visualization and not all details are included. 
Step 0: 

The UE and the BSF establish a TLS tunnel with server authentication using a server certificate. The use of TLS message integrity is mandatory, while the use of TLS encryption is optional. All further messages between the BSF and UE are sent through this tunnel.

NOTE 2:
TLS encryption can be useful for protecting the user identity privacy when the TMPI mechanism defined in TS 33.220 [2] is not used.
Step 1:

In this HTTP request message from the UE to the BSF, the UE shall include Authorization header containing the IMPI and a token indicating the use of GBA_Digest.
NOTE 3:
It should be noted that it would have been possible to select an alternative information flow as follows: the UE would not convey its IMPI to the BSF in step 1 but only in the second GET request (step 5). In this case the AV request / response exchange between BSF and HSS would be deferred, until this second GET request was received by the BSF. But the information flow presented here was preferred because it maximizes commonality with GBA, as defined in TS 33.220 [2]. This would be possible in GBA_Digest, in contrast to GBA, as the nonce serving as a challenge in GBA_Digest is generated by the BSF while the challenge RAND | AUTN in GBA has to be generated by the HSS. The delayed approach would maximize the similarities with HTTP Digest as used on the web. Note that since this flow requires the realm to be pre-configured in the BSF, all users served by the BSF must use identical realm values in the HSS.

NOTE 4:
The token is only required for GBA_Digest, not for AKA-based GBA variants already defined in TS 33.220 [2]. This ensures backward compatibility.

Step 2:

The BSF requests a SIP Digest Authentication Vector (SD_AV) and, optionally, inserts into the request the timestamp of the locally stored GUSS for this user, if such is available.  

NOTE 5:
If there is no timestamp the HSS will send the GUSS for this user if it exists if there is a timestamp, then the HSS will only send the GUSS if it is more recent.

The SD-AV is defined in TS 33.203 [3] Annex N. The username field in the Multimedia Auth Request contains the IMPI. If a token indicating the use of GBA_Digest was received by the BSF in step 1 then the BSF shall indicate in the Multimedia Auth Request that the requested Authentication Vectors are for SIP Digest credentials. 
NOTE 5:
If no token indicating the use of GBA_Digest was received by the BSF in step 1 then the BSF knows that the subscription is AKA-based, but the BSF may not be able to determine at this point whether the subscription type is 2G or 3G, hence the authentication scheme  is not indicated in the Multimedia Auth Request. Note that the subscription type can be either 2G or 3G, but not both.
Step 3: 

The HSS retrieves the SIP Digest authentication vector SD-AV corresponding to the IMPI and sends it to the BSF in a Multimedia Auth Answer. The GUSS is only returned when requested by the BSF, supported by the HSS, and the timestamp in the BSF indicates that the one in the HSS is fresher.  
The qop value shall be set to "auth".

NOTE 6:
The additional protection afforded by qop set to "auth-int" is not needed due to the fact that the messages exchanged between UE and BSF run inside a TLS tunnel. The use of qop set to "auth" is less complex.
Step 4:

In the 401 response from the BSF to the UE, the BSF shall include parameters to WWW-Authenticate header as specified in RFC 2617 [5].

The realm, qop, and algorithm are provided in the SD-AV and the nonce=base64encode(16 byte random value) is generated by the BSF.

The BSF sends the challenge to the UE in an HTTP 401 Unauthorized response.The WWW-Authenticate header is included in the HTTP 401 Unauthorized response. 
Step 5:

When responding to a challenge from the BSF, the UE generates a cnonce randomly, and calculates the response RESP. The RESP is put into the Authorization header and sent back to the BSF in the GET request. 

RESP is computed as a Digest-response according to RFC 2617 [5] (HTTP Digest) from the most recent GBA_Digest challenge and a password 'passwd' that is generated as follows: 

passwd = KDF (H(A1), "GBA_Digest_RESP", TLS_MK_Extr)

where H(A1) is the hash of the following three parameters:  the user name and password used by the user in IMS for SIP Digest according to TS 33.203, Annex N, and the realm, cf. also RFC 2617 [5]. "GBA_Digest_RESP" is a character string. TLS_MK_Extr is extracted from the TLS master key according to RFC5705 [15] with the optional context value being omitted and the label set to "EXPORTER_GBA_Digest", and the length set equal to the length of the TLS master secret (48 bytes). KDF is the key derivation function as specified in Annex B in TS 33.220 [2].
NOTE 7:
A cautionary note on notation: According to RFC 2617 [5], the computation of RESP from the password 'passwd' defined above entails again a parameter called H(A1). This parameter will differ from the value of H(A1) that is input to the above formula because the passwords from which these two H(A1) values are derived differ. But no new notation is deemed necessary here as the notation H(A1), when H(A1) is derived from 'passwd', is not explicitely used in the text of the present document.

Step 6:

Upon receiving a GET request carrying the authentication response RESP, the BSF checks that the expected RESP (calculated by the BSF in the same way as the UE in step 5) matches the received RESP. If the check is successful then the user has been authenticated.
The BSF then derives Ks as follows: 

Ks = KDF (H(A1), "GBA_Digest_Ks", TLS_MK_Extr, RESP) 
where H(A1), RESP, and TLS_MK_Extr are defined as in step 5, and "GBA_Digest_Ks" is a character string.  
The BSF generates the bootstrapping transaction identifier (B-TID) for the IMPI and stores the tuple <B-TID,IMPI,Ks>. The B-TID shall be constructed in the format of a NAI by taking the nonce from step 4, and the BSF server name, i.e. nonce@BSF_server_domain_name.

The BSF sends 200 OK response to the UE to indicate the success of the authentication.
In this message from the BSF to the UE, the BSF shall include bootstrapping transaction identifier (B-TID) and the key lifetime in an XML document in the response payload. The BSF may also include additional server specific data to the XML document. 
An Authentication-Info header according to RFC 2617 [5] shall be included into the 200 OK response. 

The UE aborts the procedure if the server authentication according to [5] fails. Otherwise, the UE derives Ks in the same way as the BSF did above.

NOTE9:
The B-TID construction above is almost identical to the one used in TS 33.220 [2]. The difference is that in TS 33.220 [2] the username part is constructed from the (base64 encoded) RAND value. 
After successful bootstrapping procedure the UE and the BSF contain the key Ks and the B-TID. In addition, the BSF stores an indication of the underlying security quality, i.e. SIP Digest, like it is doing for 2G GBA. The key Ks is then used in the BSF and in the UE to derive NAF specific key(s) Ks_NAF to secure Ua reference points in the following way:

-
      Ks_NAF is computed as Ks_NAF = KDF (Ks, "gba-digest", nonce, IMPI, NAF_Id), where KDF is the key derivation function as specified in Annex B of TS 33.220 [2], and the input parameters consist of the user's IMPI, the NAF_Id and 'nonce'. 'nonce' is the nonce that was used for computing the RESP that was input to the derivation of Ks . The NAF_Id is constructed as in TS 33.220 [2], clause 4.5.2. The "gba-digest" parameter is a static character string.

NOTE10:
The above derivation of Ks_NAF is analagous to the derivation in TS 33.220 [2], clause 4.5.2, step 9 and the same KDF can be utilized.

When the BSF delivers a Ks_NAF to a NAF it shall indicate that this Ks_NAF was derived from SIP Digest credentials. The BSF shall deliver a Ks_NAF to the NAF only after the NAF has indicated its willingness to accept SIP Digest credentials.

The KDF shall be implemented in the BSF and in the terminal.

The UE and the BSF shall store the key Ks with the associated B-TID and the nonce for further use, until the key Ks is updated or deleted.
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