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1
Opening of the Meeting 

The Chairman Bengt Sahlin, welcomed the attendees to Sophia Antipolis, France.

2
Approval of Agenda and Meeting Objectives

S3-130000
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms

(http://www.etsi.org/WebSite/document/Legal/IPRforms.doc)

4
Meeting Reports

4.1
Approval of the Report from SA3 #69

S3-130068
Report from last SA3 meeting





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was approved.



4.2
Report from SA #58

S3-130001
Report from last SA meeting





Source: WG Chairman

Abstract: 

-

Discussion: 

The Chairman gave an update about the last SA Plenary meeting, SA#58.

The MBMS CRs were modified after discussions with CT6.

The SA3 Chairman also commented the Rel-12 Workshop, the priorities and key strategic areas of SA2: public safety, proximity services, Machine Type communications,WiFi integration.

Decision: 

The document was noted.



4.3
Report from SA3-LI 

Alex (BT) did not have any updates from LI since they are meeting two weeks after SA3#70.

5
Items for early consideration

S3-130061
LS on Stage 3 change for broadband access network interworking





Source: R3-122918

Abstract: 

-

Discussion: 

Presented together with S3-130062.

Loic (Orange) wanted to clarify was was meant by “expose the scale of the H(e)NB deployment to the core network“ in the LS.
Karl (Ericsson) replied that the core network would see the IP of the H(e)NodeB and all devices connected to it.

The network topology is not visible to the H(e)NodeB, so it is not critical (ALU).

SA3 didn't find any security concerns with this solution. It will be reported back to SA plenary.

Decision: 

The document was noted.



S3-130062
LS on BBAI Support





Source: R3-122920

Abstract: 

-

Decision: 

The document was noted.



S3-130183
LS Withdrawal of GEA1 from Mobile Devices





Source: GSMA Security Group

Abstract: 

-

Discussion: 

Orange asked whether it was possible to know which operators replied the survey but this was to be investigated.

Decision: 

The document was replied to in S3-130223.



S3-130221
Warning regarding GEA1 support in mobile stations





43.020
  CR-0029  (Rel-11) v..





Source: Ericsson

Decision: 

The document was agreed.



S3-130222
Prohibiting GEA1 in mobile stations





43.020
  CR-0030  (Rel-12) v..





Source: Ericsson

Decision: 

The document was agreed.



S3-130223
Reply to LS Withdrawal of GEA1 from Mobile Devices





Source: Orange

Decision: 

The document was agreed.



S3-130237
LS on GEA1 removal





Source: Orange

Decision: 

The document was approved.



6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

6.2
IETF

6.3
ETSI SAGE

Bengt Sahlin commented that the corrections on the Test Vector for SNOW were approved and the GSMA would publish the modifications any time soon.

6.4
GSMA

Stefan (Deutsche Telekom) presented the updates in GSMA:

GSON = Global Security Operations Network:

Cross-operator coordination of operational security will be addressed by a new subgroup of SG. GSON currently agrees on the group's focus. Purpose is to react quickly on security incidents across operators. GSON is still open to operators who wish to join.

Security test cases:

It was reported that some existing security-related test cases related to terminals could be improved for completeness and better readability. It was discussed how SG can make sure that all security features of the 3GPP architecture are covered by proper test cases. One option which was discussed was if SA3 could provide test cases as SA3 knows best the security-related standards which they specify.

GSM security:

It is expected that tools for GSM attacks will improve and thus more attackers might actively try to attack GSM. Improvements are needed. SG's perception is that in particular false network attacks can only be addressed in the MS itself. Thus SG is going to discuss in future SG meetings possible improvements on the MS side to increase security.

6.5
3GPP2

6.6
OMA

6.7
TCG

Presented by Silke (Nokia):

The Mobile Platform working group is making good progress on their Mobile Reference Architecture, which has gained quite a good level of maturity.

An editor’s meeting is scheduled soon for further refinement

6.8
Other Groups

7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

S3-130051
WebRTC Access to IMS





TS 33.203 v..





Source: Rapporteur

Abstract: 

The objective of this work item is to specify service requirements for the ability for WebRTC clients to access IMS, including for example, reusing IMS client security credentials and/or  public identities/credentials as appropriate

Discussion: 

Mauro (Telecom Italia) asked about the specific use cases. ALU replied that use cases are defined by SA1, then sA3 should define the security threats.

Orange commented that the objective in the second bullet needs rewording since it looks like something to be defined by SA2 and not SA3. SA3 does not specify any service requirements.

ALU detailed the process understood by this second bullet:

The client uses the WEB RTC credentials to access the WEBRTC server. Then the IMS client accesses the IMS server in a secure way providing the binding between these two services.

Ericsson asked about handling the Media Plane security as well.ALU commented that Media Plane security is not a priority.

It was decided to rewrite SA3's objectives and the last sentence.

Decision: 

The document was revised to S3-130193.



S3-130193
WebRTC Access to IMS





TS 33.203 v..





Source: Rapporteur

(Replaces S3-130051)

Decision: 

The document was approved.



S3-130053
LS on network authentication without challenge for home routed XCAP APN





Source: C1-124554

Abstract: 

-

Decision: 

The document was noted.



7.1.1
Media Plane Security

S3-130126
Adding a reference for the BFCP





33.328
  CR-0047  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Revised to correct CR number

Decision: 

The document was revised to S3-130194.



S3-130194
Adding a reference for the BFCP





33.328
  CR-0047  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130126)

Decision: 

The document was agreed.



S3-130129
Removing Editor's Notes on missing e2e security





33.328
  CR-0048  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130195.



S3-130195
Removing Editor's Notes on missing e2e security





33.328
  CR-0048  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130129)

Decision: 

The document was agreed.



7.1.1.1
Study on Extended IMS media plane security features

S3-130124
IMS T.38 fax security





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

NSN wanted to clarify that the procedure is the same as it is done in MSRP.Ericsson rewrote the text to express it better

Decision: 

The document was revised to S3-130196.



S3-130196
IMS T.38 fax security





Source: Ericsson, ST-Ericsson

(Replaces S3-130124)

Decision: 

The document was approved.



S3-130197
Draft TR T.38 fax security





Source: Rapporteur

Decision: 

The document was approved.



7.1.1.2
Extended IMS media plane security features

S3-130120
Insertion of reference to RFC 6714 (MSRP CEMA)





33.328
  CR-0049  (-) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130198.



S3-130198
Insertion of reference to RFC 6714 (MSRP CEMA)





33.328
  CR-0049  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-130120)

Decision: 

The document was agreed.



S3-130122
KMS based solution for secure conferencing





33.328
  CR-0050  (-) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130199.



S3-130199
KMS based solution for secure conferencing





33.328
  CR-0050  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-130122)

Decision: 

The document was agreed.



S3-130123
IANA considerations for MIKEY-TICKET





33.328
  CR-0051  (-) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Nokia:Will these values copied to IANA somehow?

Ericsson: IANA will assign the numbers and they will refer to this specification

Decision: 

The document was revised to S3-130200.



S3-130200
IANA considerations for MIKEY-TICKET





33.328
  CR-0051  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-130123)

Decision: 

The document was agreed.



S3-130131
pCR to TR 33.829: Removal of Editor's Notes





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was approved.



7.1.2
Other Common IMS Issues

7.2
Network Domain Security

7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

S3-130010
Proposal for normative work on Web GBA





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

The Chairman endorsed the proposal but waiting for W3C on the API issue

Decision: 

The document was noted.



S3-130011
Addition of definitions, abbreviations and references for web GBA





33.222
  CR-0039  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130201.



S3-130201
Addition of definitions, abbreviations and references for web GBA





33.222
  CR-0039  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130011)

Discussion: 

Some editorial corrections including the CR number

Decision: 

The document was agreed.



S3-130012
Addition of informative Annex on usage scenarios, threats and control of GBA credentials





33.222
  CR-0040  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130202.



S3-130202
Addition of informative Annex on usage scenarios, threats and control of GBA credentials to guide developers





33.222
  CR-0040  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130012)

Decision: 

The document was agreed.



S3-130013
Addition to the new informative Annex on security considerations





33.222
  CR-0041  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130203.



S3-130203
Addition to the new informative Annex on security considerations





33.222
  CR-0041  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130013)

Decision: 

The document was agreed.



S3-130014
Addition of new normative Annex on channel binding, key derivation and message flow





33.222
  CR-0042  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130175
Addition of new normative Annex on channel binding, key derivation and message flow





33.222
  CR-0042  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Due to an error 114 was uploaded as 14, this is the replacement for 14 with the correct document.

Decision: 

The document was revised to S3-130204.



S3-130204
Addition of new normative Annex on channel binding, key derivation and message flow





33.222
  CR-0042  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130175)

Decision: 

The document was agreed.



S3-130015
Addition of details on API





33.222
  CR-0043  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130205.



S3-130205
Addition of details on API





33.222
  CR-0043  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130015)

Discussion: 

Postponed until the next meeting SA3#71

Decision: 

The document was postponed.



7.5.2 
GBA extensions for re-use of SIP Digest credentials

7.5.3
 Other GAA Issues

S3-130174
Update S3-130020 corrections to TS 33 224





33.224
  CR-0005  (-) v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-130206.



S3-130206
Update S3-130020 corrections to TS 33 224





33.224
  CR-0005  rev 1 (Rel-11) v..





Source: Huawei, HiSilicon

(Replaces S3-130174)

Decision: 

The document was agreed.



S3-130020
Corrections to TS 33 224





33.224
  CR-0004  (-) v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130017
Correction of references for GBA





33.220
  CR-0171  (-) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130208.



S3-130208
Correction of references for GBA





33.220
  CR-0171  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-130017)

Decision: 

The document was agreed.



S3-130207
Update S3-130020 corrections to TS 33 224





33.224
  CR-0006  (Rel-10) v..





Source: Huawei，HiSilicon, Ericsson, ST-Ericsson

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

S3-130058
Reply LS on SA3 eMBMS changes





Source: C6-120559

Abstract: 

-

Decision: 

The document was noted.



7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-130002
Security context selection after idle mode inter-system change





Source: Renesas Mobile Europe Ltd

Abstract: 

Discussion on the UE based solution for the problem where integrity verification of SECURITY MODE COMMAND fails due to overlapping security key identifiers.

Discussion: 

NSN proposed an LS to CT1 explaining the alternatives identified. The group agreed on sending this LS

Decision: 

The document was noted.



S3-130021
SRVCC-correction-REL-8





33.401
  CR-0514  (REL-8) v..





Source: Intel

Abstract: 

For the case where non-voice PS bearers are not handed over during the SRVCC handover operation, the security key derivation for the PS domain is explicitly defined to use KASME to CK', IK' derivation at idle mobility.

Discussion: 

Huawei asked whether it was necessary to revise from 8. Intel asked that this would fail in Rel-8 as well, so they considered it necessary.

NSN and Qualcomm also had some reservations for having this in Rel-8.

It was agreed to make the change Rel-10 onwards although it was agreed that this behaviour is expected to be seen from Rel-8.

Qualcomm commented that there is no key derivation from the PS side during the SR-VCC handover operation.

Decision: 

The document was noted.



S3-130022
SRVCC-correction-REL-9





33.401
  CR-0515  (REL-9) v..





Source: Intel

Abstract: 

Mirror

Decision: 

The document was noted.



S3-130023
SRVCC-correction-REL-10





33.401
  CR-0516  (REL-10) v..





Source: Intel

Abstract: 

Mirror

Decision: 

The document was revised to S3-130211.



S3-130211
SRVCC-correction-REL-10





33.401
  CR-0516  rev 1 (Rel-10) v..





Source: Intel

(Replaces S3-130023)

Decision: 

The document was agreed.



S3-130024
SRVCC-correction-REL-11





33.401
  CR-0517  (REL-11) v..





Source: Intel

Abstract: 

Mirror

Decision: 

The document was revised to S3-130212.



S3-130212
SRVCC-correction-REL-11





33.401
  CR-0517  rev 1 (Rel-11) v..





Source: Intel

(Replaces S3-130024)

Decision: 

The document was agreed.



S3-130025
SRVCC-correction-REL-12





33.401
  CR-0518  (REL-12) v..





Source: Intel

Abstract: 

Mirror

Decision: 

The document was revised to S3-130213.



S3-130213
SRVCC-correction-REL-12





33.401
  CR-0518  rev 1 (Rel-12) v..





Source: Intel

(Replaces S3-130025)

Decision: 

The document was agreed.



S3-130057
Discussion on S6a Security in 3GPP





Source: C4-122629

Abstract: 

-

Decision: 

The document was noted.



S3-130059
LS on Optimization of the IMS Information and Security Parameters for CS to PS SRVCC from GERAN to E-UTRAN/HSPA





Source: GP-121431

Abstract: 

-

Decision: 

The document was replied to in S3-130125.



S3-130125
Draft reply LS of GP-121431 on rSRVCC





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130209.



S3-130209
Reply LS of GP-121431 on rSRVCC





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130125)

Decision: 

The document was approved.



S3-130055
Reply LS on KeNB re-keying without a change of KASME





Source: C1-124914

Abstract: 

-

Decision: 

The document was replied to in S3-130235.



S3-130135
Gap in KeNB re-keying procedures interrupted by handover with MME relocation





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

ZTE considered that this is not a very extreme scenario and standardization is not necessary. They also asked why not Rel-8 and Rel-9.

NSN replied that it's not a frequent scenario but a behaviour not specified in the MME that in a failure case would lead to an error.

NTT-DoCoMo asked whether every target MME would have to run this procedure. NSN clarified that only in the context described.

NTT-DoCoMo commented that this leads to create excessive signalling for MMEs to cover rare cases. Nothing should be done.

NTT-DoCoMo and Ericsson commented that this is about MME internal behaviour that needn't be specified, but NSN replied that the Rel-10 CR is not about mandating MME internal behaviour.

Some offline discussions were needed for this issue.

Decision: 

The document was noted.



S3-130138
KeNB re-keying procedures interrupted by handover with MME relocation Rel-10





33.401
  CR-0511  (Rel-10) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was noted.



S3-130140
KeNB re-keying procedures interrupted by handover with MME relocation Rel-11





33.401
  CR-0512  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was noted.



S3-130142
KeNB re-keying procedures interrupted by handover with MME relocation Rel-12





33.401
  CR-0513  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was noted.



S3-130144
KeNB re-keying without a change of KASME





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was noted.



S3-130145
Editorial clarifications on KeNB re-keying





33.401
  CR-0509  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

After the offline discussion It was needed to check with the chipset vendors what they have implemented. A draft LS would be required as well to ask RAN and CT about this topic.

Some ambiguity in RAN specifications was also discovered, with regards to Rel-8.

Postponed for SA3#71

Decision: 

The document was postponed.



S3-130146
KeNB re-keying from current KASME





33.401
  CR-0510  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Huawei found it too rushed to answer with CRs without waiting reaction from RAN2. NSN to agree these CRs conditionally provided that RAN2 doesn't object. If they do, these CRs will not go to the SA Plenary.

Huawei also asked what is the improvement on the performance; NSN replied that the improvement is not having to run an AKA.

Ericsson didn't find useful to enumerate endless options.

NTT-DoCoMo thought that this CR in 46 is fixing the editorial change in 145.

NSN explained that these two are independent. If 146 is agreed and not 145 there will be a contradiction.

Huawei didn't have clear the relation between these two CRs either.

Postponed for SA3#71

Decision: 

The document was postponed.



S3-130235
Follow-up LS on KeNB re-keying





Source: Nokia Siemens Networks

Decision: 

The document was approved.



S3-130239
LS to CT1 on Security context selection after idle mode inter-system change





Source: Renesas Mobile Europe

Decision: 

The document was approved.



S3-130247
Follow-up LS on KeNB re-keying (including former section 5)





Source: Nokia Siemens Networks

Decision: 

The document was noted.



7.7.2
TS 33.402 Issues

7.7.3
Relay Node Security

7.7.4
EEA3 and EIA3 Issues

7.7.5
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects related to Machine-Type Communication

S3-130007
Consideration on security requirements for device triggering in MTC





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130008
Consideration on threats for device triggering in MTC





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130179
Consideration on threats for device triggering in MTC





Source: China Unicom

Abstract: 

-

Discussion: 

China Unicom could not be present in the meeting so Huawei presented the contribution.

NSN commented that the new paragraph is redundant. BT agreed with this and that was the general feeling.

NTT-DoCoMo commented that it was very difficult to understand what they meant with the new text.

Decision: 

The document was noted.



S3-130178
Consideration on security requirements for device triggering in MTC





Source: China Unicom

Abstract: 

-

Discussion: 

NTT-DoCoMo did not think that it is possible to fulfil this requirement (detecting the source of spiteful triggering). ALU agreed with this and that was the conclusion from the group.

Decision: 

The document was noted.



S3-130054
LS on Device Triggering Identification





Source: C1-124875

Abstract: 

-

Discussion: 

There was no understanding about the sentence referring to the PID not allowing the pass of filtering functions. Some offline querying had to be done with CT1.

Their answer was that the filtering functions do not relate in any way to the MTC filtering functions.

Decision: 

The document was noted.



S3-130056
Reply LS on Device Triggering Identification





Source: C3-122107

Abstract: 

-

Decision: 

The document was noted.



S3-130127
Identifying the type of trigger through the Application Port ID





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Ericsson commented that SA2 is not discussing the device classes. The identification of the trigger is still open, even in the UE side.

Some questioning was needed with CT1 in order to clarify whether the decision is still open in Rel-12.

Decision: 

The document was noted.



S3-130101
Security Association between MTC-IWF and UE





Source: NEC Corporation

Abstract: 

-

Discussion: 

ALU queried whether it was proposed to have a key exchange protocol between IWF and the MTC device. NEC replied that that was the intention.

NSN and ALU found a problem with having the Ksme spread out through different entities.

NTT-DoCoMo asked whether this procedure was applied only to LTE. NEC replied that this proposal is given for LTE,although it could be used for UTRAN.

Decision: 

The document was noted.



S3-130153
pCR to 33.868: Device triggering with GPL_U





TR 33.868 v..





Source: Gemalto, Morpho Cards

Abstract: 

pCR to TR 33.868: Device triggering - usage of GPL_U

Discussion: 

NSN commented that it is for further study whether a higher level of security protection is needed.

ALU found the level of security questionable.

It was proposed to add an editor's note

Decision: 

The document was revised to S3-130215.



S3-130215
pCR to 33.868: Device triggering with GPL_U





TR 33.868 v..





Source: Gemalto, Morpho Cards

(Replaces S3-130153)

Decision: 

The document was approved.



S3-130103
Update on Small Data Transmission Details





Source: Samsung

Abstract: 

-

Discussion: 

It was raised the question of finding solutions for the detached state. Has SA2 left out this possibility?

The Rapporteur was asked to contact SA2 in order answer this question. No answer was given at that time so it was expected for the next SA3 meeting.

Decision: 

The document was revised to S3-130216.



S3-130216
Update on Small Data Transmission Details





Source: Samsung

(Replaces S3-130103)

Decision: 

The document was approved.



S3-130088
Small Data Threats Clarification





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NSN commented that other routes are not going through the SCS. 

Approved with modifications

Decision: 

The document was approved.



S3-130087
UE authorization on MO small data





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-130027
Optimised LTE key hierarchy for small data transmission





Source: China Mobile

Abstract: 

-

Discussion: 

Stefan(Deutsche Telekom): If a UE sends small data and later it wants to send a large amount of data how does it proceed without doing this procedure? 

China Mobile: the MME knows that the normal procedure must be applied.

NTT-DoCoMo commented that  the optimization of the key derivation  implies mandating internal functioning of the MME that must be left for the implementer. 

NSN commented that the proposal presented a major change in the architecture. Leaving too much to the implementer can lead to problems with interoperability. It has to be clear that the small data doesn't need security but AS security doesn't have to left out completely.

NTT-Docomo commented that SA3 should send an LS to SA2 to warn them about where there are security issues. NSN commented that sending out an LS would be a bit premature since we need a full analysis on the table.

The Chairman commented that the intent is not to remove the AS functionality. ALU added that the key management belongs to the NAS based solutions.

Decision: 

The document was revised to S3-130218.



S3-130218
Optimised LTE key hierarchy for small data transmission





Source: China Mobile

(Replaces S3-130027)

Decision: 

The document was approved.



S3-130104
Threat and Requirement for Small Data Transmission





Source: Samsung

Abstract: 

-

Discussion: 

NTT-Docomo agreed with the pCR and stated that the advantages of the SA2 solution are more important than the threats. From the previous discussion sending an LS would be premature.

Approved with modifications

Decision: 

The document was approved.



S3-130149
Threats for small data fast path solution in SA2 TR 23.887





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

BT didn't agree with the two examples given in the contribution. Qualcomm agreed with this.

Stefan (Deutsche Telekom) commented that dropping AS security to add Application Layer security doesn't add any optimization.

NSN pointed out the concern that there are multitude of gateways receiving unprotected data and the MME cannot control that as the main entrance point to the core network.

Approved with modifications

Decision: 

The document was approved.



S3-130189
Comments on Threats for small data fast path solution in SA2 TR 23.887





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130169
Clarification to small data transmission security requirements





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

It was agreed to have an editor's note

Decision: 

The document was revised to S3-130219.



S3-130219
Clarification to small data transmission security requirements





Source: Qualcomm Incorporated

(Replaces S3-130169)

Decision: 

The document was approved.



S3-130150
Termination point of security for small data fast path solution in SA2 TR 23.887





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Decision: 

The document was noted.



S3-130190
Comments on Termination point of security for small data fast path solution in SA2 TR 23.887





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130152
Security solution for small data fast path in SA2 TR 23.887





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Ericsson clarified that the intention is to show the high level concept and detail it.

Approved with modifications

Decision: 

The document was approved.



S3-130047
Discussion paper on TR 33.868: Provisioning of pre-shared secret for IMSI-IMEI binding





TR 33.868 v..





Source: Alcatel-Lucent

Abstract: 

This discussion paper covers provisioning of the symmetric secret for the feature of Restricting UICC to specific UEs based on symmetric shared secrets described in Sec. 5.4.4.2.3 3 of TR33.868.

Decision: 

The document was noted.



S3-130048
pCR to TR 33.868: Provisioning of pre-shared secret for IMSI-IMEI binding





TR 33.868 v..





Source: Alcatel-Lucent

Discussion: 

NSN queried about the Pub Key database:

ALU replied that the IMEI Pub. Key database doesn't need to be allocated in the operator. The interface is out of scope of 3GPP.

NSN pointed out that the HSS is stateful here.

It was agreed to add an editor's note.

Approved with modifications

Decision: 

The document was revised to S3-130220.



S3-130220
pCR to TR 33.868: Provisioning of pre-shared secret for IMSI-IMEI binding





TR 33.868 v..





Source: Alcatel-Lucent

(Replaces S3-130048)

Decision: 

The document was approved.



S3-130049
Discussion paper on TR 33.868: IMSI-IMEI Binding Feature Control





TR 33.868 v..





Source: Alcatel-Lucent

Abstract: 

This Discussion Paper discusses the need and methodology for Control of the Binding Feature retained by the HSS.

Decision: 

The document was noted.



S3-130050
pCR to TR 33.868: Control of IMSI-IMEI Binding feature based on pre-shared secret





TR 33.868 v..





Source: Alcatel-Lucent

Abstract: 

This pCR provides further details on controlling the IMSI-IMEI binding feature based on the shared secret (KME) between ME and HSS

Discussion: 

NSN: This new procedure requires changes in the Authentication centre(which generates the RAND).

Gemalto reminded the long discussions about RAND options.

BT: uses of special RAND was killed off in GSMA in 2004, have you thought of considering any of the different solutions that were defined in 2003?

ALU replied that they hadn't.

It was agreed to add the AUC (Authentication Center).

Approved with modifications

Decision: 

The document was approved.



S3-130060
Service Layer interworking with 3GPP/3GPP2 defined networks





Source: oneM2M TP

Abstract: 

-

Discussion: 

BT pointed out the difference between ETSI TC M2M decisions and 3GPP MTC decisions. Some of them fight with each other.

China Mobile commented that the Security Group in OneM2M is not established yet.

The Chairman commented that it is better to send a polite reply at SA3 level since it is possible that SA hasn't got much time to give a convenient reply. It could be possible to send some of SA3's work.

Decision: 

The document was replied to in S3-130224.



S3-130224
Reply to: Service Layer interworking with 3GPP/3GPP2 defined networks





Source: NTT-DoCoMo

Decision: 

The document was approved.



S3-130100
Group keys for MTC group messaging





Source: NEC Corporation

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130167
solution for group protection using MBMS





Source: Samsung

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130172
Consideration on security requirements for device triggering in MTC





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130173
Consideration on threats for device triggering in MTC





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130214
New Draft TR33.868





33.868 v..





Source: Rapporteur

Decision: 

The document was approved.



7.10 
Security Aspects of Public Warning System

S3-130063
LS on Clarification of PWS Security Requirements





Source: S1-124467

Abstract: 

-

Discussion: 

NTT-DoCoMo: is there any regulator who mandates integrity protection? They prefer availability.

Decision: 

The document was noted.



S3-130065
Reply LS on PWS Requirements for UEs in Limited Service State





Source: S1-124503

Abstract: 

-

Decision: 

The document was replied to in S3-130225.



S3-130225
Reply to: Reply LS on PWS Requirements for UEs in Limited Service State





Source: Ericsson

Decision: 

The document was approved.



S3-130133
PWS Requirements for Rel-12 UEs in Limited Service State





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Ericsson: it is needed between Rel-8 to Rel-11 to deploy PWS in disaster areas.

NTT-DoCoMo: The status right now is that the country will have to decide between having security or supporting limited service state.

Vodafone: In which case a fake base station can take over a few cells and the UE falls into limited state?

NTT-DoCoMo: The UE fall into limited state when there is one network and there is no roaming agreement with that network.

Decision: 

The document was noted.



S3-130066
Reply LS on PWS Security in GERAN CS





Source: S1-124505

Abstract: 

-

Decision: 

The document was noted.



S3-130114
Considerations related to Security for PWS for terminals without PS connection





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Nokia:The assumption of assuming that all UE will have PS capability is wrong.

NTT-DoCoMo considered important to take into account the low-end phones as well.

NSN commented that SA3 shouldn't endorse this LS and wait a little bit more to give a more mature response about possible solutions for low-end UE.

Vodafone: these aspects are not security related and should be discussed in SA1. Vodafone agreed with NSN that solutions should be studied before answering to SA1.

Nokia: poor countries would suffer the impact of this proposal.

The Chairman commented SA3 might answer SA1 later on when there are more studies on this issue. No decision yet on going with the SA1 solution yet.

Decision: 

The document was noted.



S3-130072
Solving editor's note in section 8.3.2 about GERAN CS





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130079
Solving editor's note in section 8.3.2





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

The document cites SA3#70 instead of SA3#69 by mistake.

Approved with modifications

Decision: 

The document was approved.



S3-130128
Default setting of enabling and disabling of Warning Notifications





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Nokia: A false base station attack ,where it fakes a country that doesn't mandate PWS security, hasn't been considered yet in SA1.

Vodafone: this flag is not meant to be changed dynamically.

Nokia: it is changed when the country does not mandate PWS security.

SA3 Chairman: further contributions can elaborate on this issue and we must make sure we understand SA1 requirements.

Decision: 

The document was noted.



S3-130036
Cleanup and clarity need in PWS TR





33.869 v..





Source: TeliaSonera

Abstract: 

-

Discussion: 

NSN agreed with the cleanup, but they found the change of the titles a bit too radical.

Approved with modifications

Decision: 

The document was approved.



S3-130112
Clarification to chapter 5 of TR 33.869





Source: ZTE Corporation

Abstract: 

-

Decision: 

The document was approved.



S3-130163
pCR to TR 33.869: Risk model for PWS security





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Huawei opposed to having this risk model included in the TR and preferred to leave it for implementation.

NSN commented that the risk analysis is not good enough and no solutions can be found for that reason.

Vodafone agreed with Huawei; he  wasn't sure that SA3 is the right place to answer these kind of questions.

NSN: no solution in the TR (apart form the RIM solution) provides satisfactory means for individuals with a single SIM.

Huawei disagreed with NSN.

The Chairman commented that this issue will not go away even if we note this. Telia Sonera that this document is a good start.

Further input on evaluating threats is needed, according to the Chairman. More details on these issues will be given later. This was included in an editor's note.

Decision: 

The document was noted.



S3-130130
pCR PWS Domain parameter sample calculation





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

RIM would be in favour with an LS about these parameters to be sent to ETSI SAGE.

NSN replied that it's not ETSI SAGE's competence but some feedback is needed from regulators.

The SA3 Chairman commented that this is a complex issue since some help is needed from the regulators, but we shouldn't rely too much on SA1 for regulatory input on security. Some internal company work is required for this.

RIM considered that it's a mistake to go to the regulators. In case SA3 asks them for help, clearer options would be needed.

Telia Sonera agreed with NSN's position.

Decision: 

The document was revised to S3-130227.



S3-130227
pCR PWS Domain parameter sample calculation





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130130)

Decision: 

The document was approved.



S3-130154
Considerations on signature aspects





Source: Research In Motion UK Ltd

Abstract: 

-

Decision: 

The document was revised to S3-130217.



S3-130217
Considerations on signature aspects





Source: Research In Motion UK Ltd

(Replaces S3-130154)

Decision: 

The document was approved.



S3-130071
Update figures and solve the editor's notes





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-130113
Clarification of PWS public key initial distribution figure





Source: ZTE Corporation

Abstract: 

-

Decision: 

The document was approved.



S3-130139
pCR PWS Clarification on NSUC





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was approved.



S3-130132
Updated to solution 4 (GBA based approach)





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

NSN: there is SMS present in LTE since Rel-11.

Decision: 

The document was revised to S3-130228.



S3-130228
Updated to solution 4 (GBA based approach)





Source: Ericsson, ST-Ericsson

(Replaces S3-130132)

Decision: 

The document was approved.



S3-130157
pCR to TR 33.869: GBA based protection for 2G subscribers





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Ericsson raised the question: Shall an ISIM user have to support PWS security?NSN replied that this is something that SA1 can answer to SA3.

It was decided to discuss more about this issue and maybe send an LS later in the next SA3 meeting.

Merged with S3-130132 into S3-130228

Decision: 

The document was revised to S3-130228.



S3-130105
Timestamp details for Implicit Certificate approach





Source: Research In Motion UK Ltd

Abstract: 

-

Decision: 

The document was noted.



S3-130106
pCR: Timestamp details for Implicit Certificate approach





Source: Research In Motion UK Ltd

Abstract: 

-

Discussion: 

NSN:UE and network should have synchronized their time zone and this is not always possible.

RIM believed that this synchronization is possible.

Nokia: this is about using the timestamp as a counter.

RIM: the UE will verify the signature and compare its time with the message's time.

ALU: It is not a counter but a time limit until the signature is valid.

NTT-DoCoMo considered the time stamp as a counter, and this argument was finally accepted by the group and incorporated in an editor's note.

Approved with modifications

Decision: 

The document was approved.



S3-130107
Certificate Authorities





Source: Research In Motion UK Ltd

Abstract: 

-

Decision: 

The document was noted.



S3-130108
pCR: Certificate Authorities





Source: Research In Motion UK Ltd

Abstract: 

-

Decision: 

The document was revised to S3-130230.



S3-130230
pCR: Certificate Authorities





Source: Research In Motion UK Ltd

(Replaces S3-130108)

Decision: 

The document was approved.



S3-130074
How to verify CA's public key for solution 6





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130075
How to update CA's public key for solution 6





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-130077
How to obtain CA's public key for solution 6





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Huawei: The NAS solution does not have any roaming problems. Solution 6 can solve the problem when the regulators configure all the CA into the UE.

RIM: the editor's note is out of date after what it has been discussed in this meeting.

NSN: trust issues in roaming cases are for further study.

Approved with modifications

Decision: 

The document was approved.



S3-130160
Generalized certificate-based approach for PWS





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was noted.



S3-130162
Generalized certificate-based approach for PWS, pCR to TR 33.869





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

BT: we said that there are limitations with roaming in all these solutions.

NSN: TLS is possible to be used in a visited network.

Telia Sonera: why isn't the size of the implicit certificate format considered important?

NSN: unless we focus on a particular certificate format it is hard to consider the size.

BT: it would be an advantage to have a PWS solution that may be access network independent.

The Chairman proposed to evaluate the solutions separately.

Approved with modifications

Decision: 

The document was approved.



S3-130136
pCR PWS Consolidation of NAS proposals





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Huawei commented that the current TR already covers this editor's note. It is not necessary.

Ericsson: it is good to limit the number of solutions.

Huawei considered that it is not possible to merge the solutions.

The document was noted although the TR had its cleanup.

Decision: 

The document was noted.



S3-130109
Comparison of Implicit Certificate with other solutions





Source: Research In Motion UK Ltd

Abstract: 

-

Decision: 

The document was noted.



S3-130110
pCR: Comparison of Implicit Certificate with other solutions





Source: Research In Motion UK Ltd

Abstract: 

-

Discussion: 

Telia Sonera: we don’t know if the cost problem will be covered by the government since it could be directed to the operator.

Huawei: we haven't agreed on any criteria for comparison with other solutions.

NSN supported this comparison.

ZTE also believed that it's too early to do a comparison since the solutions are not fixed yet.

RIM clarified that this is not an evaluation but for information purposes.

BT: there should be a criteria about impacts on the UE.

NSN suggested to add that new cryptographic mechanisms, not present in 3GPP specs, introduced in PWS security will be evaluated jointly with ETSI SAGE.

Decision: 

The document was revised to S3-130231.



S3-130231
pCR: Comparison of Implicit Certificate with other solutions





Source: Research In Motion UK Ltd

(Replaces S3-130110)

Decision: 

The document was approved.



S3-130134
pCR PWS General parameters





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

BT was confused about having PKIDs pre-provisioned.

The Chairman clarified that the NAS and GBA based solutions are combined and this leads to confusion.

NSN proposed to take out the confusion by separating both solutions. GBA based solutions part would be added in another contribution.

As requested by RIM, NSN decided to add the fact that pre-installed parameters should be uniquely associated with one algorithm.

Approved with modifications

Decision: 

The document was approved.



S3-130137
pCR PWS Signing Proxy





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

BT commented that distributing the public key in a centralised way (one signing proxy) is increasing the security risks.

NSN replied that in this case the NAS based solution would be thrown away.

Qualcomm commented that if there are hundreds of public keys and one is compromised, it is enough to fake a message.

It was decided to add this into an editor's note.

Huawei commented that the signing proxy doesn't need an interface with the core network, just an interface with the CBC is needed.

NSN replied that in 3G and 2G the interface is needed, that applies well to LTE only.

Approved with modifications

Decision: 

The document was approved.



S3-130161
Way forward for PWS security solution





Source: Huawei, HiSilicon, Vodafone, ZTE Corporation, TeliaSonera, Research in Motion

Abstract: 

-

Decision: 

The document was noted.



S3-130187
Comments on Way forward for PWS security solution





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Qualcomm commented that it's very hard to choose a solution without a decision criteria. It's too early at this stage.

Ericsson agreed with Qualcomm. SA1 requirements are not stable and even contradicting.

Telia Sonera commented maybe SA3 shouldn't rely too much on SA1. From the deployment perspective, the GBA solution is too problematic.

NSN agreed with Qualcomm and Ericsson that SA3 will not make a decision during this meeting.

The Chairman considered important to get feedback from the operators about what requirements are important, what threats we are facing, and what the regulators think. There was no clear consensus.

Decision: 

The document was noted.



S3-130226
Draft TR 33.869





33.869 v..





Source: Rapporteur

Decision: 

The document was Left for email approval and approved.



7.11
Firewall Traversal

S3-130064
Reply LS on iFIRE and SMURF Architecture and Requirements





Source: S1-124501

Abstract: 

-

Decision: 

The document was noted.



S3-130095
Proposed text for sections 10.1.2 and 10.1.3 sections of the Technical Report for iFire SID





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130096
Proposed text for Conclusions and Recommendation, sections of the Technical Report for iFire SID





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130098
Proposed text for Co-existence with Other IMS traversal solution sections of the Technical Report for iFire SID





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was withdrawn.



7.11.1
Study on Firewall Traversal

S3-130073
TSCF and SMURF





Source: Acme Packet, Vodafone

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130143
pCR 33830 Continuity clarification





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Deutsche Telekom: Why is session continuity so important if there are no requirements from SA1?

Acme Packets didn't agree with the change proposed by Ericsson.

It was agreed to remove the paragraph according to SA1's LS.

Approved with modifications

Decision: 

The document was approved.



S3-130141
pCR 33830 Analysis of some issues





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130233.



S3-130233
pCR 33830 Analysis of some issues





Source: Ericsson, ST-Ericsson

(Replaces S3-130141)

Decision: 

The document was approved.



S3-130184
Commenting contribution for S3-130141





Source: Acme Packet

Abstract: 

-

Discussion: 

AKA, IP mobility, IP allocation are three issues that need to be studied whether they impact IETF specifications

Decision: 

The document was revised to S3-130233.



S3-130099
Proposed the  Media Tunnelling  solution for TR33.830





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130185
Commenting contribution for S3-130099





Source: Acme Packet

Abstract: 

-

Decision: 

The document was approved.



S3-130076
Impact on IMS and Packet Core





Source: Acme Packet, Vodafone

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130078
iFire: Co-existence with Other IMS solutions





Source: Acme Packet, Vodafone

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130080
iFire: Conclusions and Recommendations





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-130236.



S3-130236
iFire: Conclusions and Recommendations





Source: Acme Packet, Vodafone

(Replaces S3-130080)

Discussion: 

BT preferred not to distinguish between mobile and fixed, they are both terminals.

This was changed in the contribution.

Decision: 

The document was revised to S3-130240.



S3-130240
iFire: Conclusions and Recommendations





Source: Acme Packet, Vodafone

(Replaces S3-130236)

Discussion: 

NSN: do these conclusions imply any preference for the four solutions of the TR? It’s not clear although the Introduction says it's the TSCF the preferred one.

NSN had concerns on changes in the ePDG functionality.

Ericsson: we are using a subset of functionalities in the ePDG, no need to make changes in the architecture.

Decision: 

The document was approved.



S3-130155
SMURF-iFIRE Discussion





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Acme Packets disagreed with using ePDG:it's used for untrusted non-3GPP accesses.

Deutsche Telekom's opinion is in line with Ericsson's, because SMURF and iFire address firewall problems in particular in those untrusted non-3GPP accesses.

BT: Non-UICC terminals could use ePDG.

Acme: we should go for an iFire solution and extend it in the future to SMURF.

Decision: 

The document was noted.



S3-130232
Draft Technical Report for iFire SID





Source: Rapporteur

Decision: 

The document was approved.



7.11.2
Tunnelling of UE Services over Restrictive Access Networks

S3-130084
Normative Specification work plan





Source: Acme Packet, Vodafone

Abstract: 

-

Discussion: 

Qualcomm didn't feel comfortable with having SA3 dealing with stage 3 specification. CT1 is the expert, and they have more time to work on it than SA3.

Ericsson: is CT1 aware about this? They also agreed that CT1 has more competence on these issues.

The Chairman proposed to query CT1 with a LS whether they are able to do this by the end of June.

Acme Packets had prepared the LS in document S3-130084.

Decision: 

The document was noted.



S3-130090
iFire: WID modifications





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-130086
iFire: LS to SA2 and CT1





Source: Acme Packet, Vodafone

Abstract: 

-

Discussion: 

Ericsson commented that the completion of an IMS solution in June mentioned by SA2 doesn't clarify whether the stage 3 shall be finished in June.

Acme Packets: it's implied.

Qualcomm was concerned about the lacking of skills within SA3 for this work.

The Chairman commented that SA3's terms of references relate to security, and understood the concerns from Qualcomm. It was important to have an approved draft TR from this meeting to send it to them so they can see the nature of the work done.

Decision: 

The document was revised to S3-130243.



S3-130243
iFire: LS to SA2 and CT1





Source: Acme Packet, Vodafone

(Replaces S3-130086)

Decision: 

The document was approved.



S3-130089
iFire: TS Requirements





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was Left for email approval and noted.



S3-130097
Proposed text for 'Requirements' section of the Technical Specification for TR33.830





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was Left for email approval and noted.



S3-130091
iFire: TS Architecture





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was Left for email approval and noted.



S3-130092
iFire: TS Procedures





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was Left for email approval and noted.



S3-130250
Draft TS for iFire traversal





Source: Rapporteur

Decision: 

The document was Left for email approval and approved.



7.12 
Security Aspects of WLAN Network Selection for 3GPP Terminals

S3-130067
Reply LS on Recommendations for Minimal Wi-Fi Capabilities of Terminals v1





Source: SP-120934

Abstract: 

-

Decision: 

The document was noted.



S3-130156
Skeleton of WLAN_NS security TR





Source: Huawei, HiSilicon, China Unicom, TeliaSonera, BT Group

Abstract: 

-

Decision: 

The document was approved.



S3-130158
Scope of WLAN_NS security TR





Source: Huawei, HiSilicon, China Unicom, TeliaSonera, BT Group

Abstract: 

-

Discussion: 

Some disagreement due to different wording from the WID. The Chairman proposed to keep the original objectives from the WID.

Approved with modifications

Decision: 

The document was approved.



S3-130151
direction of security aspects of WLAN Network selection for 3GPP





Source: Samsung

Abstract: 

-

Discussion: 

Samsung is not convinced with the scope of the WID. This paper offers a mere discussion point for the TR.

Decision: 

The document was noted.



S3-130026
Security association establishment for multiple VPLMNs connectivity





Source: China Mobile

Abstract: 

-

Discussion: 

Huawei: It's a bit early for this conclusion.

China Mobile: this particular situation depends on the resolution in SA2 about the use of routing through the VPLMN2 to the HPLMN and it also needs  further study the fact whether there are any other security issues in this scenario. 

ALU: Why is AAA Proxy in VPLMN2?

Ericsson: There is another AAA Proxy in VPLMN1. The tunnel authentication cannot be done since the Proxy is in another network.

The Chairman commented that the conclusion of this paper is that there is no issue in this scenario. Contributions for possible security issues related are welcome in the next meetings.

Decision: 

The document was noted.



S3-130085
Use WLAN Access Network Type and Venue Information for network selection





Source: Huawei, HiSilicon,TeliaSonera

Abstract: 

-

Discussion: 

Huawei clarified that this Key issue description is coming from SA2.

ALU, Nokia:Using an access point to figure out whether that Access point is trustworthy?

NEC: It looks like Huawei would like to have the requirement for the UE being able to verify the authenticity of the access network. This is a complex issue to solve.

China Mobile: no technical solution for this situation is currently available.

NSN: what about AKA Prime? There may be solutions.

ALU: the requirement is on the 3GPP network access, not the UE.

NSN proposed an editor's note to study further security mechanisms for the UE to check the Access Network type and venue information from WLAN AP which is not forged.

Approved with modifications

Decision: 

The document was approved.



S3-130159
Key issue: Support WLAN access through roaming agreements





Source: Huawei, HiSilicon, TeliaSonera, BT Group

Abstract: 

-

Discussion: 

Same editor's note as 130085 was added to the document

Approved with modifications

Decision: 

The document was approved.



S3-130081
Skeleton of WLAN_NS security TR





Source: Huawei, HiSilicon, China Unicom, TeliaSonera

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130082
Scope of WLAN_NS security TR





Source: Huawei, HiSilicon, China Unicom, TeliaSonera

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130083
Support WLAN access through roaming agreements





Source: Huawei, HiSilicon,TeliaSonera

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130147
direction of security aspects of WLAN Network selection for 3GPP





Source: Samsung

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130238
Draft TR WLAN_NS security





Source: Rapporteur

Decision: 

The document was approved.



7.13
Other areas

S3-130168
Updated WID proposal: Proximity-based Services (ProSe)





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Ericsson and ST Ericsson were asked to be added to the list of supporting companies.

Telecom Italia believed that Lawful Interception should be considered in this WID.

The Chairman proposed to add that the Lawful Interception part will be considered in LI12, under SA3 objectives.

Decision: 

The document was revised to S3-130241.



S3-130241
Updated WID proposal: Proximity-based Services (ProSe)





Source: Qualcomm Incorporated

(Replaces S3-130168)

Decision: 

The document was approved.



S3-130192
LS on Applying user consent for SON use cases





Source: S5-130356

Abstract: 

-

Discussion: 

NTT-DoCoMo:direct service delivery is defined by regulators.

Anonimization: location data that is collected in the same token can be considered enough to de-anonimize it.

BT: mobile networks need to know where you are, that is direct service delivery.

Ericsson agreed: we need regulator input for d.s.d. SA1 couldn't make the decision because there was no enough input from regulators. We need to solve this somehow.

NSN commented that direct service delivery is data that needs to fulfil contract between user and operator. This data is collected to allow a service. For this, consent is needed.

Ericsson: we need to find a way of answering questions about privacy without pointing to the regulators.

The Chairman commented that within 3GPP SA3 is the best competency for privacy issues. The regulator issue handling needs more thinking.

NTT-DoCoMo: we can try to define for 3GPP some privacy requirements we have to adhere to. Not pushing all the way        to the *utter limits defined by* regulators.

The Chairman commented that SA3 could create a WID and a TR to collect these guiding principles.

Huawei commented that this would still need lot of input from the regulators, not only European.

The Chairman postponed the LS until the next meeting SA3#71. Contributions are invited for formulating good replies to the LS.

Decision: 

The document was postponed.



8
Studies

8.1 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-130038
PCR to SSO TR  new use case





33.sso v..





Source: Interdigital, AT&T, Gemalto, Morpho

Abstract: 

The proposed two-factor authentication scheme enables MNOs to leverage their ability to authenticate the access subscription in order to provide Identity Provider service to Over-The-Top service providers and enterprises

Decision: 

The document was noted.



S3-130039
PCR to SSO TR  new use case





33.sso v..





Source: Interdigital

Abstract: 

This PCR is proposing adding new use case in support of the two-factor authentication scheme. Such use case enables MNOs to leverage their ability to authenticate the access subscription in order to provide Identity Provider service to Over-The-Top service

Decision: 

The document was revised to S3-130229.



S3-130229
PCR to SSO TR  new use case





33.sso v..





Source: Interdigital

(Replaces S3-130039)

Discussion: 

Nokia wanted to know more about the communication between the MNO and the OTT (step 5),whether it is needed or not. An editor's note was added about this.

Approved with modifications

Decision: 

The document was approved.



S3-130186
Comments on S3-130039: pCR to SSO TR new use case





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-130040
PCR to SSO TR Call Flow example





33.sso v..





Source: Interdigital

Abstract: 

This PCR is proposing adding an example call flow for the new use case in support of the two-factor authentication scheme. Such use case enables MNOs to leverage their ability to authenticate the access subscription in order to provide Identity Provider s

Decision: 

The document was withdrawn.



S3-130188
Comments on S3-130040: pCR to SSO TR 33.sso Call Flow





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-130234
Draft TR SSO





Source: Rapporteur

Decision: 

The document was approved.



8.2 
Security Study on Spoofed Call Detection and Prevention

S3-130052
Proposal on Out of Band Methods for Spoofed Call Detection and Prevention





Security study on spoofed call detection and prevention SID v..





Source: BT Group

Abstract: 

At present when a person's phone begins to ring the only clue that they have as to the identity of the caller is the Caller ID (CID). From this they must determine whether or not they wish to answer the call, and if it is an unknown number whether or no

Discussion: 

China Mobile: everybody needs to trust a third party. All customers all over the World. 

BT: there are companies to which banks sign. This is a standard commercial that doesn't require any especial requirements.

Huawei: can the third party be spoofed?

BT: bank and third party use another channel to sign. The customer doesn't rely on this chain.

NSN: impact on the terminal? Does the user need to learn additional procedures?

BT: this would require putting the call on hold, send a text message. Most of terminals can handle this. Even an app could do this automatically.

NSN: how much can you trust an app in an Android phone, for example?

BT: other software operating systems can handle the security here.

NSN: this seems totally out of scope of 3GPP, application level. No impact on 3GPP specs here.

BT: that was the intention, no impact on the specifications. Companies need to consider mobile phones as end points for users, not only fixed lines.

Orange: someone could call between calls while the bank contacts the 3rd Party.

BT: why would the attacker have information of the 3rd Party?

NSN proposed the editor's note: The practicality of the scheme from the user's side needs further study.

Some discussions about how the user verifies the identity of the bank.

Approved with modifications

Approved with modifications

Decision: 

The document was approved.



S3-130102
Simple solution for detecting call spoofing





Source: NEC Corporation

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130166
Spoofed Call prevention Present only trusted CLIs





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

NSN: the suppression of the CLI would be performed in the MSC.

The Chairman noted that there was no big opposition on looking further at this. Contributions on this issue are welcome in the next meeting.

Decision: 

The document was noted.



S3-130242
Draft TR Spoofed Call





Source: Rapporteur

Decision: 

The document was approved.



8.3 
Study Item on Security Assurance Methodology for 3GPP Network Elements

S3-130182
Security Assurance Methodology for 3GPP Network Elements





Source: GSMA Security Group

Abstract: 

-

Decision: 

The document was replied to in S3-130009.



S3-130046
SECAM - Clarification on scope





Source: Orange

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130044
SECAM - Summary of the conference calls / List of the remaining editor's note





Source: Orange

Abstract: 

-

Decision: 

The document was noted.



S3-130037
Robustness consideration for non-exposed network environment





Source: TeliaSonera

Abstract: 

-

Decision: 

The document was noted.



S3-130031
Discussion on the environment of functions and nodes





Source: China Mobile, Ericsson

Abstract: 

-

Discussion: 

Merged with S3-120148 into S3-130245

Decision: 

The document was revised to S3-130245.



S3-130245
Discussion on the environment of functions and nodes





Source: China Mobile, Ericsson

(Replaces S3-130031)

Discussion: 

Network product and network product class still need to be defined later.

Decision: 

The document was approved.



S3-130148
pCR Consideration of location of functions and nodes





Source: TeliaSonera

Abstract: 

-

Discussion: 

31,48,37 were presented together.

Telecom Italia: the security certification of the 3GPP products will be done regardless of what is explained here. The environment is not known in advance.

Requirements on nodes that are not so exposed might be cheaper.

China Mobile explained with a slide four different types of exposition (combining physical and logical exposures).

Telecom Italia queried whether it is needed four types of certificates here.

China Mobile answered that can be explained later.

Deutsche Telekom and BT agreed with China Mobile's explanation.

Juniper Networks: we need a baseline to which every node subscribes to, like Telia Sonera's proposition, and then build requirements from there.

Deutsche Telekom: we can start with the baseline of one of the first options, e.g. physical exposed/logical exposed, and then add the other three scenarios. Juniper agreed.

NSN found questionable in the China Mobile's proposition that the physical exposed/logical unexposed ever happens.

Interdigital: the exposure models refer to the property of the protection, not to the property of the node. I don't believe in this categorization.

BT agreed with China Mobile's models. There is one category missing referring to the most sensitive nodes like the HSS.The fact that they are in the operator's building doesn't mean that everybody from the staff can be hanging around it.

Ericsson: 3GPP network product and 3GPP function are equivalent from what is being said here. Are we sure we want to go this way?

BT: moving a network element might mean that we have to change the security of other network elements as well. This should be analyzed.

The Chairman proposed to part from these categories and then minimize the number of SAS for each product classes (a baseline for HSS, a baseline for eNodeB,etc…).

Merged with S3-130031 into S3-130245

Decision: 

The document was revised to S3-130245.



S3-130028
Definition of exposed location node





Source: China Mobile, Orange, Juniper, Teliasonera

Abstract: 

-

Discussion: 

Merged with S3-130191 into S3-130245 as well

Decision: 

The document was revised to S3-130245.



S3-130191
Comments to S3-130028 and S3-130031





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Telecom Italia: Will this BTS be certified like the others? The vendor doesn't know where this BTS will be deployed. All of them will be certified the same way.

We should go to the worst case by default. If the others are certified this way, they will be able to be deployed like this example in the Mount Everest.

Orange: we need a definition of what physically exposed is.

China Mobile: if there is no exposure, then there is no security issue. We don’t need this statement.

BT and Juniper agreed with China Mobile.

BT: logically exposed means that there is an IP connection that can be attacked.

The definition of logical exposure was then long discussed in the group.

The Chairman proposed to capture these aspects into 245 a working assumptions.

Decision: 

The document was revised to S3-130245.



S3-130111
Definition of non-exposed location node





Source: TeliaSonera, Orange, Juniper Networks

Abstract: 

-

Discussion: 

Deustche Telekom: no exposure means no security certification is necessary.

Orange: The HSS is an example of that.

BT:I can have rights but still damage it.

NSN proposed to assume the categories we have and base the definitions on them. This was accepted by the group.

Merged into 245

Decision: 

The document was revised to S3-130245.



S3-130119
Clarification of 3GPP function and platform requirements





Source: Ericsson

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130093
pCR for the definition part





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NTT-DoCoMo: it looks like a set of requirements, not a definition. The definition was rewritten with suggestions from Orange and China Mobile as well.

Approved with modifications

Decision: 

The document was approved.



S3-130117
Self declaration, self certification and third party certification





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130248.



S3-130248
Self declaration, self certification and third party certification





Source: Ericsson

(Replaces S3-130117)

Decision: 

The document was approved.



S3-130032
Discussion on self-certification





Source: China Mobile

Abstract: 

-

Decision: 

The document was revised to S3-130246.



S3-130246
Discussion on self-certification





Source: China Mobile

(Replaces S3-130032)

Discussion: 

Huawei:cost and time trade-offs form part of a standardization process already.

Orange: I will change it to time and cost for the certification process.

Decision: 

The document was approved.



S3-130164
SECAM terminology: network products vs. network product classes





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Telecom Italia: What is the difference between Network Product and Network Product Class?

NSN reply: Network Product Class is the MME functionality adding remote management stuff and the remote communication with other entities

Network.Product:  The actual MME from Ericsson,NSN or any vendor.

BT didn't fully agree with this definition of N.P. class. Both BT and Ericsson may provide with contributions to clarify these definitions in the next SA3 meeting.

Network Product class implements a set of 3GPP functionalities.

Decision: 

The document was approved.



S3-130118
Definition of roles and processes for SECAM





Source: Ericsson

Abstract: 

-

Discussion: 

BT: what happens if an operator doesn't want this?

Ericsson: It will be considered in the section.

Orange: having full access to the evaluation reports might not be desirable. Maybe asking the certificate authority if the product was certified.

Huawei: is this a recommendation?

Orange: it’s more like a template.

Juniper: there will be a legal framework between testing labs, certification authorities, etc…but SA3 should not get into those details.

Approved with modifications

Decision: 

The document was approved.



S3-130042
SECAM - Methodology 2 - overview of the process and definitions





Source: Telecom Italia, Orange

Abstract: 

-

Discussion: 

NSN: mandating the presence of the authority at the end is going too far. The whole process should be run between the vendor and operator without the need of having a third party stepping in.

Orange: we could introduce a third solution without having to mandate this.

This was agreed.

Approved with modifications

Decision: 

The document was approved.



S3-130043
SECAM - Methodology 2 - details on the process and outputs





Source: Telecom Italia, Orange, Alcatel-Lucent

Abstract: 

-

Discussion: 

Some concerns on the threat assessment. This section was removed from the specification and an editor's node added.

Approved with modifications

Decision: 

The document was approved.



S3-130019
SECAM - Section 5.2.1: on removing an Editor's Note





TR 33.8xx v..





Source: Telecom Italia

Abstract: 

Details on the difference between Remote Node Management/Local Node Management and Node Access are provided to remove the related Editor's Note.

Decision: 

The document was Left for email approval and revised to S3-130260.

S3-130260
SECAM - Section 5.2.1: on removing an Editor's Note





TR 33.8xx v..





Source: Telecom Italia

(Replaces S3-130019)
Decision: 

The document was approved.


S3-130041
SECAM - Editorial and wording alignment for methodology 2





Source: Telecom Italia, Orange

Abstract: 

-

Decision: 

The document was Left for email approval and approved.



S3-130116
Why doing certifications





Source: Ericsson

Abstract: 

-

Decision: 

The document was Left for email approval and noted.



S3-130115
How to develop Protection Profiles in a Technical Community





Source: Ericsson

Abstract: 

-

Decision: 

The document was Left for email approval and noted.



S3-130045
SECAM - Clarification on section 6 (criteria)





Source: Orange, NTT Docomo

Abstract: 

-

Decision: 

The document was Left for email approval and revised to S3-130252.

S3-130252
SECAM - Clarification on section 6 (criteria)





Source: Orange, NTT Docomo

(Replaces S3-130045)
Decision: 

The document was approved.



S3-130034
SECAM - Section 6: Addition of evaluation criteria





 TR 33.8xx v..





Source: Alcatel-Lucent

Abstract: 

Addition of two additional evaluation criteria to section 6.

Decision: 

The document was Left for email approval and revised to S3-130255.

S3-130255
SECAM - Section 6: Addition of evaluation criteria





 TR 33.8xx v..





Source: Alcatel-Lucent

(Replaces S3-130034)

Decision: 

The document was approved.
S3-130003
Section 6 Clarifications





Source: Juniper Networks, InterDigital, TeliaSonera

Abstract: 

-

Decision: 

The document was Left for email approval and revised to S3-130253.

S3-130253
Section 6 Clarifications





Source: Juniper Networks, InterDigital, TeliaSonera

(Replaces S3-130003 and S3-130094)
Decision: 

The document was approved.



S3-130094
pCR for Criteria for the evaluation of the methodologies





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was Left for email approval and revised to S3-130253.



S3-130004
Section 6 Clarifications of Levels of Testing





Source: Juniper Networks, InterDigital, TeliaSonera

Abstract: 

-

Decision: 

The document was Left for email approval and revised toS3-130254.

S3-130254
Section 6 Clarifications of Levels of Testing





Source: Juniper Networks, InterDigital, TeliaSonera

(Replaces S3-130004)

Decision: 

The document was approved.


S3-130165
SECAM: On the criteria for the evaluation of the methodologies





Source: Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was Left for email approval and revised to S3-130258.



S3-130258
SECAM: On the criteria for the evaluation of the methodologies





Source: Nokia Siemens Networks

(Replaces S3-130165)

Decision: 

The document was approved.



S3-130029
Discussion on ITU-T X.1500 CYBEX





Source: China Mobile

Abstract: 

-

Decision: 

The document was Left for email approval and noted.



S3-130121
Discussion on attacker and environmental models





Source: Ericsson

Abstract: 

-

Decision: 

The document was Left for email approval and revised to S3-130257.



S3-130257
Discussion on attacker and environmental models





Source: Ericsson

(Replaces S3-130121)

Decision: 

The document was approved.



S3-130035
SECAM - Section 4.3.1: Addition of text for Threats





 TR 33.8xx v..





Source: Alcatel-Lucent,China Mobile

Abstract: 

Addition of text which describes threat categories to be considered for 3GPP nodes.

Decision: 

The document was Left for email approval and revised to S3-130259.



S3-130033
Security Threats about SECAM





Source: China Mobile

Abstract: 

-

Decision: 

The document was Left for email approval and revised to S3-130259.



S3-130259
Security Threats about SECAM





Source: China Mobile

(Replaces S3-130033 and S3-130035)

Decision: 

The document was approved.


S3-130018
SECAM - Section A.2.8: editorial changes





TR 33.8xx v..





Source: Telecom Italia

Abstract: 

In order to be consistent with pCR S3-130019 a few editorial changes to section A.2.8 are proposed.

Decision: 

The document was Left for email approval and approved.



S3-130030
Clarifying the methodology2





Source: China Mobile

Abstract: 

-

Decision: 

The document was Left for email approval and merged with S3-130176 to S3-130256.



S3-130176
User Audit in Node Management





Source: China Unicom

Abstract: 

-

Decision: 

The document was Left for email approval and merged with S3-130030 to S3-130256.

S3-130256
Clarifying the methodology2





Source: China Mobile, China Unicom

(Replaces S3-130030 and S3-130176)

Decision: 

The document was approved.

S3-130177
Consideration on Secure Software Execution





Source: China Unicom

Abstract: 

-

Decision: 

The document was Left for email approval and noted.



S3-130009
Draft reply LS to SG re SECAM





Source: DT

Abstract: 

-

Decision: 

The document was revised to S3-130251.



S3-130251
Reply LS to SG re SECAM





Source: DT

(Replaces S3-130009)

Decision: 

The document was approved.



S3-130005
User Audit in Node Management





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130006
Consideration on  Secure Software Execution





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130016
SECAM - Section 5.2.1: on removing an Editor's Note





TR 33.8xx v..





Source: Telecom Italia

Abstract: 

Details on the difference between Remote Node Management/Local Node Management and Node Access are provided to remove the related Editor's Note.

Decision: 

The document was withdrawn.



S3-130170
User Audit in Node Management





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130171
Consideration on Secure Software Execution





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130244
Draft TR SECAM





Source: Rapporteur

Decision: 

The document was Left for email approval and approved.



S3-130249
Draft TR of SECAM (version after email approvals)





Source: Rapporteur

Decision: 

The document was Left for email approval and approved.



8.4 
Other Study Areas

9
Review and Update of Work Plan 

S3-130069
SA3 WorkPlan





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130181
SA3 WorkPlan





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-130070
SA3 Meeting Calendar





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130180
SA3 Meeting Calendar





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



11
Any Other Business

12
Close 

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-130000
	Agenda
	WG Chairman
	approved
	-
	-

	S3-130001
	Report from last SA meeting
	WG Chairman
	noted
	-
	-

	S3-130002
	Security context selection after idle mode inter-system change
	Renesas Mobile Europe Ltd
	noted
	-
	-

	S3-130003
	Section 6 Clarifications
	Juniper Networks, InterDigital, TeliaSonera
	revised
	-
	S3-130253

	S3-130004
	Section 6 Clarifications of Levels of Testing
	Juniper Networks, InterDigital, TeliaSonera
	revised
	-
	S3-130254

	S3-130005
	User Audit in Node Management
	China Unicom
	withdrawn
	-
	-

	S3-130006
	Consideration on  Secure Software Execution
	China Unicom
	withdrawn
	-
	-

	S3-130007
	Consideration on security requirements for device triggering in MTC
	China Unicom
	withdrawn
	-
	-

	S3-130008
	Consideration on threats for device triggering in MTC
	China Unicom
	withdrawn
	-
	-

	S3-130009
	Draft reply LS to SG re SECAM
	DT
	revised
	-
	S3-130251

	S3-130010
	Proposal for normative work on Web GBA
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130011
	Addition of definitions, abbreviations and references for web GBA
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130201

	S3-130012
	Addition of informative Annex on usage scenarios, threats and control of GBA credentials
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130202

	S3-130013
	Addition to the new informative Annex on security considerations
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130203

	S3-130014
	Addition of new normative Annex on channel binding, key derivation and message flow
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	-
	-

	S3-130015
	Addition of details on API
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130205

	S3-130016
	SECAM - Section 5.2.1: on removing an Editor├óÔé¼Ôäós Note
	Telecom Italia
	withdrawn
	-
	-

	S3-130017
	Correction of references for GBA
	Ericsson, ST-Ericsson
	revised
	-
	S3-130208

	S3-130018
	SECAM - Section A.2.8: editorial changes
	Telecom Italia
	approved
	-
	-

	S3-130019
	SECAM - Section 5.2.1: on removing an Editor's Note
	Telecom Italia
	revised
	-
	S3-130260

	S3-130020
	Corrections to TS 33 224
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-130021
	SRVCC-correction-REL-8
	Intel
	noted
	-
	-

	S3-130022
	SRVCC-correction-REL-9
	Intel
	noted
	-
	-

	S3-130023
	SRVCC-correction-REL-10
	Intel
	revised
	-
	S3-130211

	S3-130024
	SRVCC-correction-REL-11
	Intel
	revised
	-
	S3-130212

	S3-130025
	SRVCC-correction-REL-12
	Intel
	revised
	-
	S3-130213

	S3-130026
	Security association establishment for multiple VPLMNs connectivity
	China Mobile
	noted
	-
	-

	S3-130027
	Optimised LTE key hierarchy for small data transmission
	China Mobile
	revised
	-
	S3-130218

	S3-130028
	Definition of exposed location node
	China Mobile, Orange, Juniper, Teliasonera
	revised
	-
	S3-130245

	S3-130029
	Discussion on ITU-T X.1500 CYBEX
	China Mobile
	noted
	-
	-

	S3-130030
	Clarifying the methodology2
	China Mobile
	revised
	-
	S3-130256

	S3-130031
	Discussion on the environment of functions and nodes
	China Mobile, Ericsson
	revised
	-
	S3-130245

	S3-130032
	Discussion on self-certification
	China Mobile
	revised
	-
	S3-130246

	S3-130033
	Security Threats about SECAM
	China Mobile
	revised
	-
	S3-130259

	S3-130034
	SECAM - Section 6: Addition of evaluation criteria
	Alcatel-Lucent
	revised
	-
	S3-130255

	S3-130035
	SECAM - Section 4.3.1: Addition of text for Threats
	Alcatel-Lucent,China Mobile
	revised
	-
	S3-130259

	S3-130036
	Cleanup and clarity need in PWS TR
	TeliaSonera
	approved
	-
	-

	S3-130037
	Robustness consideration for non-exposed network environment
	TeliaSonera
	noted
	-
	-

	S3-130038
	PCR to SSO TR  new use case
	Interdigital, AT&T, Gemalto, Morpho
	noted
	-
	-

	S3-130039
	PCR to SSO TR  new use case
	Interdigital
	revised
	-
	S3-130229

	S3-130040
	PCR to SSO TR Call Flow example
	Interdigital
	withdrawn
	-
	-

	S3-130041
	SECAM - Editorial and wording alignment for methodology 2
	Telecom Italia, Orange
	approved
	-
	-

	S3-130042
	SECAM - Methodology 2 - overview of the process and definitions
	Telecom Italia, Orange
	approved
	-
	-

	S3-130043
	SECAM - Methodology 2 - details on the process and outputs
	Telecom Italia, Orange, Alcatel-Lucent
	approved
	-
	-

	S3-130044
	SECAM - Summary of the conference calls / List of the remaining editor's note
	Orange
	noted
	-
	-

	S3-130045
	SECAM - Clarification on section 6 (criteria)
	Orange, NTT Docomo
	revised
	-
	S3-130252

	S3-130046
	SECAM - Clarification on scope
	Orange
	approved
	-
	-

	S3-130047
	Discussion paper on TR 33.868: Provisioning of pre-shared secret for IMSI-IMEI binding
	Alcatel-Lucent
	noted
	-
	-

	S3-130048
	pCR to TR 33.868: Provisioning of pre-shared secret for IMSI-IMEI binding
	Alcatel-Lucent
	revised
	-
	S3-130220

	S3-130049
	Discussion paper on TR 33.868: IMSI-IMEI Binding Feature Control
	Alcatel-Lucent
	noted
	-
	-

	S3-130050
	pCR to TR 33.868: Control of IMSI-IMEI Binding feature based on pre-shared secret
	Alcatel-Lucent
	approved
	-
	-

	S3-130051
	WebRTC Access to IMS
	Rapporteur
	revised
	-
	S3-130193

	S3-130052
	Proposal on Out of Band Methods for Spoofed Call Detection and Prevention
	BT Group
	approved
	-
	-

	S3-130053
	LS on network authentication without challenge for home routed XCAP APN
	C1-124554
	noted
	-
	-

	S3-130054
	LS on Device Triggering Identification
	C1-124875
	noted
	-
	-

	S3-130055
	Reply LS on KeNB re-keying without a change of KASME
	C1-124914
	replied to
	-
	-

	S3-130056
	Reply LS on Device Triggering Identification
	C3-122107
	noted
	-
	-

	S3-130057
	Discussion on S6a Security in 3GPP
	C4-122629
	noted
	-
	-

	S3-130058
	Reply LS on SA3 eMBMS changes
	C6-120559
	noted
	-
	-

	S3-130059
	LS on Optimization of the IMS Information and Security Parameters for CS to PS SRVCC from GERAN to E-UTRAN/HSPA
	GP-121431
	replied to
	-
	-

	S3-130060
	Service Layer interworking with 3GPP/3GPP2 defined networks
	oneM2M TP
	replied to
	-
	-

	S3-130061
	LS on Stage 3 change for broadband access network interworking
	R3-122918
	noted
	-
	-

	S3-130062
	LS on BBAI Support
	R3-122920
	noted
	-
	-

	S3-130063
	LS on Clarification of PWS Security Requirements
	S1-124467
	noted
	-
	-

	S3-130064
	Reply LS on iFIRE and SMURF Architecture and Requirements
	S1-124501
	noted
	-
	-

	S3-130065
	Reply LS on PWS Requirements for UEs in Limited Service State
	S1-124503
	replied to
	-
	-

	S3-130066
	Reply LS on PWS Security in GERAN CS
	S1-124505
	noted
	-
	-

	S3-130067
	Reply LS on Recommendations for Minimal Wi-Fi Capabilities of Terminals v1
	SP-120934
	noted
	-
	-

	S3-130068
	Report from last SA3 meeting
	ETSI Secretariat
	approved
	-
	-

	S3-130069
	SA3 WorkPlan
	ETSI Secretariat
	withdrawn
	-
	-

	S3-130070
	SA3 Meeting Calendar
	ETSI Secretariat
	withdrawn
	-
	-

	S3-130071
	Update figures and solve the editor's notes
	Huawei, HiSilicon
	approved
	-
	-

	S3-130072
	Solving editor's note in section 8.3.2 about GERAN CS
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-130073
	TSCF and SMURF
	Acme Packet, Vodafone
	approved
	-
	-

	S3-130074
	How to verify CA's public key for solution 6
	Huawei, HiSilicon
	approved
	-
	-

	S3-130075
	How to update CA's public key for solution 6
	Huawei, HiSilicon
	approved
	-
	-

	S3-130076
	Impact on IMS and Packet Core
	Acme Packet, Vodafone
	approved
	-
	-

	S3-130077
	How to obtain CA's public key for solution 6
	Huawei, HiSilicon
	approved
	-
	-

	S3-130078
	iFire: Co-existence with Other IMS solutions
	Acme Packet, Vodafone
	approved
	-
	-

	S3-130079
	Solving editor's note in section 8.3.2
	Huawei, HiSilicon
	approved
	-
	-

	S3-130080
	iFire: Conclusions and Recommendations
	Acme Packet, Vodafone
	revised
	-
	S3-130236

	S3-130081
	Skeleton of WLAN_NS security TR
	Huawei, HiSilicon, China Unicom, TeliaSonera
	withdrawn
	-
	-

	S3-130082
	Scope of WLAN_NS security TR
	Huawei, HiSilicon, China Unicom, TeliaSonera
	withdrawn
	-
	-

	S3-130083
	Support WLAN access through roaming agreements
	Huawei, HiSilicon,TeliaSonera
	withdrawn
	-
	-

	S3-130084
	Normative Specification work plan
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130085
	Use WLAN Access Network Type and Venue Information for network selection
	Huawei, HiSilicon,TeliaSonera
	approved
	-
	-

	S3-130086
	iFire: LS to SA2 and CT1
	Acme Packet, Vodafone
	revised
	-
	S3-130243

	S3-130087
	UE authorization on MO small data
	Huawei, HiSilicon
	approved
	-
	-

	S3-130088
	Small Data Threats Clarification
	Huawei, HiSilicon
	approved
	-
	-

	S3-130089
	iFire: TS Requirements
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130090
	iFire: WID modifications
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130091
	iFire: TS Architecture
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130092
	iFire: TS Procedures
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130093
	pCR for the definition part
	Huawei, HiSilicon
	approved
	-
	-

	S3-130094
	pCR for Criteria for the evaluation of the methodologies
	Huawei, HiSilicon
	revised
	-
	S3-130253

	S3-130095
	Proposed text for sections 10.1.2 and 10.1.3 sections of the Technical Report for iFire SID
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-130096
	Proposed text for ÔÇ£Conclusions and RecommendationÔÇØ sections of the Technical Report for iFire SID
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-130097
	Proposed text for 'Requirements' section of the Technical Specification for TR33.830
	Huawei, HiSilicon
	noted
	-
	-

	S3-130098
	Proposed text for ÔÇ£Co-existence with Other IMS traversal solutionÔÇØ sections of the Technical Report for iFire SID
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-130099
	Proposed the  Media Tunneling  solution for TR33.830
	Huawei, HiSilicon
	approved
	-
	-

	S3-130100
	Group keys for MTC group messaging
	NEC Corporation
	withdrawn
	-
	-

	S3-130101
	Security Association between MTC-IWF and UE
	NEC Corporation
	noted
	-
	-

	S3-130102
	Simple solution for detecting call spoofing
	NEC Corporation
	approved
	-
	-

	S3-130103
	Update on Small Data Transmission Details
	Samsung
	revised
	-
	S3-130216

	S3-130104
	Threat and Requirement for Small Data Transmission
	Samsung
	approved
	-
	-

	S3-130105
	Timestamp details for Implicit Certificate approach
	Research In Motion UK Ltd
	noted
	-
	-

	S3-130106
	pCR: Timestamp details for Implicit Certificate approach
	Research In Motion UK Ltd
	approved
	-
	-

	S3-130107
	Certificate Authorities
	Research In Motion UK Ltd
	noted
	-
	-

	S3-130108
	pCR: Certificate Authorities
	Research In Motion UK Ltd
	revised
	-
	S3-130230

	S3-130109
	Comparison of Implicit Certificate with other solutions
	Research In Motion UK Ltd
	noted
	-
	-

	S3-130110
	pCR: Comparison of Implicit Certificate with other solutions
	Research In Motion UK Ltd
	revised
	-
	S3-130231

	S3-130111
	Definition of non-exposed location node
	TeliaSonera, Orange, Juniper Networks
	revised
	-
	S3-130245

	S3-130112
	Clarification to chapter 5 of TR 33.869
	ZTE Corporation
	approved
	-
	-

	S3-130113
	Clarification of PWS public key initial distribution figure
	ZTE Corporation
	approved
	-
	-

	S3-130114
	Considerations related to Security for PWS for terminals without PS connection
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130115
	How to develop Protection Profiles in a Technical Community
	Ericsson
	noted
	-
	-

	S3-130116
	Why doing certifications
	Ericsson
	noted
	-
	-

	S3-130117
	Self declaration, self certification and third party certification
	Ericsson
	revised
	-
	S3-130248

	S3-130118
	Definition of roles and processes for SECAM
	Ericsson
	approved
	-
	-

	S3-130119
	Clarification of 3GPP function and platform requirements
	Ericsson
	approved
	-
	-

	S3-130120
	Insertion of reference to RFC 6714 (MSRP CEMA)
	Ericsson, ST-Ericsson
	revised
	-
	S3-130198

	S3-130121
	Discussion on attacker and environmental models
	Ericsson
	revised
	-
	S3-130257

	S3-130122
	KMS based solution for secure conferencing
	Ericsson, ST-Ericsson
	revised
	-
	S3-130199

	S3-130123
	IANA considerations for MIKEY-TICKET
	Ericsson, ST-Ericsson
	revised
	-
	S3-130200

	S3-130124
	IMS T.38 fax security
	Ericsson, ST-Ericsson
	revised
	-
	S3-130196

	S3-130125
	Draft reply LS of GP-121431 on rSRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130209

	S3-130126
	Adding a reference for the BFCP
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130194

	S3-130127
	Identifying the type of trigger through the Application Port ID
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130128
	Default setting of enabling and disabling of Warning Notifications
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130129
	Removing Editor's Notes on missing e2e security
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130195

	S3-130130
	pCR PWS Domain parameter sample calculation
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130227

	S3-130131
	pCR to TR 33.829: Removal of Editor's Notes
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130132
	Updated to solution 4 (GBA based approach)
	Ericsson, ST-Ericsson
	revised
	-
	S3-130228

	S3-130133
	PWS Requirements for Rel-12 UEs in Limited Service State
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-130134
	pCR PWS General parameters
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130135
	Gap in KeNB re-keying procedures interrupted by handover with MME relocation
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130136
	pCR PWS Consolidation of NAS proposals
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130137
	pCR PWS Signing Proxy
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130138
	KeNB re-keying procedures interrupted by handover with MME relocation Rel-10
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130139
	pCR PWS Clarification on NSUC
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130140
	KeNB re-keying procedures interrupted by handover with MME relocation Rel-11
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130141
	pCR 33830 Analysis of some issues
	Ericsson, ST-Ericsson
	revised
	-
	S3-130233

	S3-130142
	KeNB re-keying procedures interrupted by handover with MME relocation Rel-12
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130143
	pCR 33830 Continuity clarification
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-130144
	KeNB re-keying without a change of KASME
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130145
	Editorial clarifications on KeNB re-keying
	Nokia Corporation, Nokia Siemens Networks
	postponed
	-
	-

	S3-130146
	KeNB re-keying from current KASME
	Nokia Corporation, Nokia Siemens Networks
	postponed
	-
	-

	S3-130147
	direction of security aspects of WLAN Network selection for 3GPP
	Samsung
	withdrawn
	-
	-

	S3-130148
	pCR Consideration of location of functions and nodes
	TeliaSonera
	revised
	-
	S3-130245

	S3-130149
	Threats for small data fast path solution in SA2 TR 23.887
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-130150
	Termination point of security for small data fast path solution in SA2 TR 23.887
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-130151
	direction of security aspects of WLAN Network selection for 3GPP
	Samsung
	noted
	-
	-

	S3-130152
	Security solution for small data fast path in SA2 TR 23.887
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-130153
	pCR to 33.868: Device triggering with GPL_U
	Gemalto, Morpho Cards
	revised
	-
	S3-130215

	S3-130154
	Considerations on signature aspects
	Research In Motion UK Ltd
	revised
	-
	S3-130217

	S3-130155
	SMURF-iFIRE Discussion
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-130156
	Skeleton of WLAN_NS security TR
	Huawei, HiSilicon, China Unicom, TeliaSonera, BT Group
	approved
	-
	-

	S3-130157
	pCR to TR 33.869: GBA based protection for 2G subscribers
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130228

	S3-130158
	Scope of WLAN_NS security TR
	Huawei, HiSilicon, China Unicom, TeliaSonera, BT Group
	approved
	-
	-

	S3-130159
	Key issue: Support WLAN access through roaming agreements
	Huawei, HiSilicon, TeliaSonera, BT Group
	approved
	-
	-

	S3-130160
	Generalized certificate-based approach for PWS
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130161
	Way forward for PWS security solution
	Huawei, HiSilicon, Vodafone, ZTE Corporation, TeliaSonera, Research in Motion
	noted
	-
	-

	S3-130162
	Generalized certificate-based approach for PWS, pCR to TR 33.869
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130163
	pCR to TR 33.869: Risk model for PWS security
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130164
	SECAM terminology: network products vs. network product classes
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130165
	SECAM: On the criteria for the evaluation of the methodologies
	Nokia Siemens Networks
	revised
	-
	S3-130258

	S3-130166
	Spoofed Call prevention ÔÇô Present only trusted CLIs
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130167
	solution for group protection using MBMS
	Samsung
	withdrawn
	-
	-

	S3-130168
	Updated WID proposal: Proximity-based Services (ProSe)
	Qualcomm Incorporated
	revised
	-
	S3-130241

	S3-130169
	Clarification to small data transmission security requirements
	Qualcomm Incorporated
	revised
	-
	S3-130219

	S3-130170
	User Audit in Node Management
	China Unicom
	withdrawn
	-
	-

	S3-130171
	Consideration on Secure Software Execution
	China Unicom
	withdrawn
	-
	-

	S3-130172
	Consideration on security requirements for device triggering in MTC
	China Unicom
	withdrawn
	-
	-

	S3-130173
	Consideration on threats for device triggering in MTC
	China Unicom
	withdrawn
	-
	-

	S3-130174
	Update S3-130020 corrections to TS 33 224
	Huawei, HiSilicon
	revised
	-
	S3-130206

	S3-130175
	Addition of new normative Annex on channel binding, key derivation and message flow
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130204

	S3-130176
	User Audit in Node Management
	China Unicom
	revised
	-
	S3-130256-

	S3-130177
	Consideration on Secure Software Execution
	China Unicom
	noted
	-
	-

	S3-130178
	Consideration on security requirements for device triggering in MTC
	China Unicom
	noted
	-
	-

	S3-130179
	Consideration on threats for device triggering in MTC
	China Unicom
	noted
	-
	-

	S3-130180
	SA3 Meeting Calendar
	ETSI Secretariat
	noted
	-
	-

	S3-130181
	SA3 WorkPlan
	ETSI Secretariat
	noted
	-
	-

	S3-130182
	Security Assurance Methodology for 3GPP Network Elements
	GSMA Security Group
	replied to
	-
	-

	S3-130183
	LS Withdrawal of GEA1 from Mobile Devices
	GSMA Security Group
	replied to
	-
	-

	S3-130184
	Commenting contribution for S3-130141
	Acme Packet
	revised
	-
	S3-130233

	S3-130185
	Commenting contribution for S3-130099
	Acme Packet
	approved
	-
	-

	S3-130186
	Comments on S3-130039: pCR to SSO TR new use case
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-130187
	Comments on Way forward for PWS security solution
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130188
	Comments on S3-130040: pCR to SSO TR 33.sso Call Flow
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-130189
	Comments on Threats for small data fast path solution in SA2 TR 23.887
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130190
	Comments on Termination point of security for small data fast path solution in SA2 TR 23.887
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130191
	Comments to S3-130028 and S3-130031
	Huawei, HiSilicon
	revised
	-
	S3-130245

	S3-130192
	LS on Applying user consent for SON use cases
	S5-130356
	postponed
	-
	-

	S3-130193
	WebRTC Access to IMS
	Rapporteur
	approved
	S3-130051
	-

	S3-130194
	Adding a reference for the BFCP
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130126
	-

	S3-130195
	Removing Editor's Notes on missing e2e security
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130129
	-

	S3-130196
	IMS T.38 fax security
	Ericsson, ST-Ericsson
	approved
	S3-130124
	-

	S3-130197
	Draft TR T.38 fax security
	Rapporteur
	approved
	-
	-

	S3-130198
	Insertion of reference to RFC 6714 (MSRP CEMA)
	Ericsson, ST-Ericsson
	agreed
	S3-130120
	-

	S3-130199
	KMS based solution for secure conferencing
	Ericsson, ST-Ericsson
	agreed
	S3-130122
	-

	S3-130200
	IANA considerations for MIKEY-TICKET
	Ericsson, ST-Ericsson
	agreed
	S3-130123
	-

	S3-130201
	Addition of definitions, abbreviations and references for web GBA
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130011
	-

	S3-130202
	Addition of informative Annex on usage scenarios, threats and control of GBA credentials to guide developers
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130012
	-

	S3-130203
	Addition to the new informative Annex on security considerations
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130013
	-

	S3-130204
	Addition of new normative Annex on channel binding, key derivation and message flow
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130175
	-

	S3-130205
	Addition of details on API
	Nokia Corporation, Nokia Siemens Networks
	postponed
	S3-130015
	-

	S3-130206
	Update S3-130020 corrections to TS 33 224
	Huawei, HiSilicon
	agreed
	S3-130174
	-

	S3-130207
	Update S3-130020 corrections to TS 33 224
	Huawei，HiSilicon, Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-130208
	Correction of references for GBA
	Ericsson, ST-Ericsson
	agreed
	S3-130017
	-

	S3-130209
	Reply LS of GP-121431 on rSRVCC
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-130125
	-

	S3-130211
	SRVCC-correction-REL-10
	Intel
	agreed
	S3-130023
	-

	S3-130212
	SRVCC-correction-REL-11
	Intel
	agreed
	S3-130024
	-

	S3-130213
	SRVCC-correction-REL-12
	Intel
	agreed
	S3-130025
	-

	S3-130214
	New Draft TR33.868
	Rapporteur
	approved
	-
	-

	S3-130215
	pCR to 33.868: Device triggering with GPL_U
	Gemalto, Morpho Cards
	approved
	S3-130153
	-

	S3-130216
	Update on Small Data Transmission Details
	Samsung
	approved
	S3-130103
	-

	S3-130217
	Considerations on signature aspects
	Research In Motion UK Ltd
	approved
	S3-130154
	-

	S3-130218
	Optimised LTE key hierarchy for small data transmission
	China Mobile
	approved
	S3-130027
	-

	S3-130219
	Clarification to small data transmission security requirements
	Qualcomm Incorporated
	approved
	S3-130169
	-

	S3-130220
	pCR to TR 33.868: Provisioning of pre-shared secret for IMSI-IMEI binding
	Alcatel-Lucent
	approved
	S3-130048
	-

	S3-130221
	Warning regarding GEA1 support in mobile stations
	Ericsson
	agreed
	-
	-

	S3-130222
	Prohibiting GEA1 in mobile stations
	Ericsson
	agreed
	-
	-

	S3-130223
	Reply to LS Withdrawal of GEA1 from Mobile Devices
	Orange
	agreed
	-
	-

	S3-130224
	Reply to: Service Layer interworking with 3GPP/3GPP2 defined networks
	NTT-DoCoMo
	approved
	-
	-

	S3-130225
	Reply to: Reply LS on PWS Requirements for UEs in Limited Service State
	Ericsson
	approved
	-
	-

	S3-130226
	Draft TR 33.869
	Rapporteur
	approved
	-
	-

	S3-130227
	pCR PWS Domain parameter sample calculation
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-130130
	-

	S3-130228
	Updated to solution 4 (GBA based approach)
	Ericsson, ST-Ericsson
	approved
	S3-130132
	-

	S3-130229
	PCR to SSO TR  new use case
	Interdigital
	approved
	S3-130039
	-

	S3-130230
	pCR: Certificate Authorities
	Research In Motion UK Ltd
	approved
	S3-130108
	-

	S3-130231
	pCR: Comparison of Implicit Certificate with other solutions
	Research In Motion UK Ltd
	approved
	S3-130110
	-

	S3-130232
	Draft Technical Report for iFire SID
	Rapporteur
	approved
	-
	-

	S3-130233
	pCR 33830 Analysis of some issues
	Ericsson, ST-Ericsson
	approved
	S3-130141
	-

	S3-130234
	Draft TR SSO
	Rapporteur
	approved
	-
	-

	S3-130235
	Follow-up LS on KeNB re-keying
	Nokia Siemens Networks
	approved
	-
	-

	S3-130236
	iFire: Conclusions and Recommendations
	Acme Packet, Vodafone
	revised
	S3-130080
	S3-130240

	S3-130237
	LS on GEA1 removal
	Orange
	approved
	-
	-

	S3-130238
	Draft TR WLAN_NS security
	Rapporteur
	approved
	-
	-

	S3-130239
	LS to CT1 on Security context selection after idle mode inter-system change
	Renesas Mobile Europe
	approved
	-
	-

	S3-130240
	iFire: Conclusions and Recommendations
	Acme Packet, Vodafone
	approved
	S3-130236
	-

	S3-130241
	Updated WID proposal: Proximity-based Services (ProSe)
	Qualcomm Incorporated
	approved
	S3-130168
	-

	S3-130242
	Draft TR Spoofed Call
	Rapporteur
	approved
	-
	-

	S3-130243
	iFire: LS to SA2 and CT1
	Acme Packet, Vodafone
	approved
	S3-130086
	-

	S3-130244
	Draft TR SECAM
	Rapporteur
	approved
	-
	-

	S3-130245
	Discussion on the environment of functions and nodes
	China Mobile, Ericsson
	approved
	S3-130031
	-

	S3-130246
	Discussion on self-certification
	China Mobile
	approved
	S3-130032
	-

	S3-130247
	Follow-up LS on KeNB re-keying (including former section 5)
	Nokia Siemens Networks
	noted
	-
	-

	S3-130248
	Self declaration, self certification and third party certification
	Ericsson
	approved
	S3-130117
	-

	S3-130249
	Draft TR of SECAM (version after email approvals)
	Rapporteur
	approved
	-
	-

	S3-130250
	Draft TS for iFire traversal
	Rapporteur
	approved
	-
	-

	S3-130251
	Reply LS to SG re SECAM
	DT
	approved
	S3-130009
	-

	S3-130252
	SECAM - Clarification on section 6 (criteria)
	Orange, NTT Docomo
	approved
	S3-130045
	-

	S3-130253
	Section 6 Clarifications
	Juniper Networks, InterDigital, TeliaSonera
	approved
	S3-130003
	-

	S3-130254
	Section 6 Clarifications of Levels of Testing
	Juniper Networks, InterDigital, TeliaSonera
	approved
	S3-130004
	-

	S3-130255
	SECAM - Section 6: Addition of evaluation criteria
	Alcatel-Lucent
	approved
	S3-130034
	

	S3-130256
	Clarifying the methodology2
	China Mobile, China Unicom
	approved
	S3-130030
	

	S3-130257
	Discussion on attacker and environmental models
	Ericsson
	approved
	S3-130121
	

	S3-130258
	SECAM: On the criteria for the evaluation of the methodologies
	Nokia Siemens Networks
	approved
	S3-130165
	-

	S3-130259
	Security Threats about SECAM
	China Mobile
	approved
	S3-130035
	

	S3-130260
	SECAM - Section 5.2.1: on removing an Editor's Note
	Telecom Italia
	approved
	S3-130019
	


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-130017
	Correction of references for GBA
	Ericsson, ST-Ericsson
	33.220
	0171
	-
	-
	-
	-
	revised

	S3-130208
	Correction of references for GBA
	Ericsson, ST-Ericsson
	33.220
	0171
	1
	Rel-12
	F
	SEC12, GBA-ext
	agreed

	S3-130011
	Addition of definitions, abbreviations and references for web GBA
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0039
	-
	Rel-12
	-
	-
	revised

	S3-130201
	Addition of definitions, abbreviations and references for web GBA
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0039
	1
	Rel-12
	B
	Web_GBA
	agreed

	S3-130012
	Addition of informative Annex on usage scenarios, threats and control of GBA credentials
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0040
	-
	Rel-12
	-
	-
	revised

	S3-130202
	Addition of informative Annex on usage scenarios, threats and control of GBA credentials to guide developers
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0040
	1
	Rel-12
	B
	Web_GBA
	agreed

	S3-130013
	Addition to the new informative Annex on security considerations
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0041
	-
	Rel-12
	-
	-
	revised

	S3-130203
	Addition to the new informative Annex on security considerations
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0041
	1
	Rel-12
	B
	Web_GBA
	agreed

	S3-130014
	Addition of new normative Annex on channel binding, key derivation and message flow
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0042
	-
	Rel-12
	-
	-
	withdrawn

	S3-130175
	Addition of new normative Annex on channel binding, key derivation and message flow
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0042
	-
	Rel-12
	-
	-
	revised

	S3-130204
	Addition of new normative Annex on channel binding, key derivation and message flow
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0042
	1
	Rel-12
	B
	Web_GBA
	agreed

	S3-130015
	Addition of details on API
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0043
	-
	Rel-12
	-
	-
	revised

	S3-130205
	Addition of details on API
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0043
	1
	-
	-
	-
	postponed

	S3-130020
	Corrections to TS 33 224
	Huawei, HiSilicon
	33.224
	0004
	-
	-
	-
	-
	withdrawn

	S3-130174
	Update S3-130020 corrections to TS 33 224
	Huawei, HiSilicon
	33.224
	0005
	-
	-
	-
	-
	revised

	S3-130206
	Update S3-130020 corrections to TS 33 224
	Huawei, HiSilicon
	33.224
	0005
	1
	Rel-11
	F
	eGBAPush
	agreed

	S3-130207
	Update S3-130020 corrections to TS 33 224
	Huawei，HiSilicon, Ericsson, ST-Ericsson
	33.224
	0006
	-
	Rel-10
	F
	eGBAPush
	agreed

	S3-130126
	Adding a reference for the BFCP
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0047
	-
	Rel-12
	-
	-
	revised

	S3-130194
	Adding a reference for the BFCP
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0047
	1
	Rel-12
	D
	eMEDIASEC
	agreed

	S3-130129
	Removing Editor's Notes on missing e2e security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0048
	-
	Rel-12
	-
	-
	revised

	S3-130195
	Removing Editor's Notes on missing e2e security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0048
	1
	Rel-12
	D
	eMEDIASEC
	agreed

	S3-130120
	Insertion of reference to RFC 6714 (MSRP CEMA)
	Ericsson, ST-Ericsson
	33.328
	0049
	-
	-
	-
	-
	revised

	S3-130198
	Insertion of reference to RFC 6714 (MSRP CEMA)
	Ericsson, ST-Ericsson
	33.328
	0049
	1
	Rel-12
	F
	eMEDIASEC
	agreed

	S3-130122
	KMS based solution for secure conferencing
	Ericsson, ST-Ericsson
	33.328
	0050
	-
	-
	-
	-
	revised

	S3-130199
	KMS based solution for secure conferencing
	Ericsson, ST-Ericsson
	33.328
	0050
	1
	Rel-12
	C
	eMEDIASEC
	agreed

	S3-130123
	IANA considerations for MIKEY-TICKET
	Ericsson, ST-Ericsson
	33.328
	0051
	-
	-
	-
	-
	revised

	S3-130200
	IANA considerations for MIKEY-TICKET
	Ericsson, ST-Ericsson
	33.328
	0051
	1
	Rel-12
	C
	eMEDIASEC
	agreed

	S3-130145
	Editorial clarifications on KeNB re-keying
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0509
	-
	Rel-12
	-
	-
	postponed

	S3-130146
	KeNB re-keying from current KASME
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0510
	-
	Rel-12
	-
	-
	postponed

	S3-130138
	KeNB re-keying procedures interrupted by handover with MME relocation Rel-10
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0511
	-
	Rel-10
	-
	-
	noted

	S3-130140
	KeNB re-keying procedures interrupted by handover with MME relocation Rel-11
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0512
	-
	Rel-11
	-
	-
	noted

	S3-130142
	KeNB re-keying procedures interrupted by handover with MME relocation Rel-12
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0513
	-
	Rel-12
	-
	-
	noted

	S3-130021
	SRVCC-correction-REL-8
	Intel
	33.401
	0514
	-
	REL-8
	F
	SAES-SRVCC
	noted

	S3-130022
	SRVCC-correction-REL-9
	Intel
	33.401
	0515
	-
	REL-9
	A
	SAE-SRVCC
	noted

	S3-130023
	SRVCC-correction-REL-10
	Intel
	33.401
	0516
	-
	REL-10
	A
	SAE-SRVCC
	revised

	S3-130211
	SRVCC-correction-REL-10
	Intel
	33.401
	0516
	1
	Rel-10
	A
	SAE-SRVCC
	agreed

	S3-130024
	SRVCC-correction-REL-11
	Intel
	33.401
	0517
	-
	REL-11
	A
	SAE-SRVCC
	revised

	S3-130212
	SRVCC-correction-REL-11
	Intel
	33.401
	0517
	1
	Rel-11
	A
	SAE-SRVCC
	agreed

	S3-130025
	SRVCC-correction-REL-12
	Intel
	33.401
	0518
	-
	REL-12
	A
	SAE-SRVCC
	revised

	S3-130213
	SRVCC-correction-REL-12
	Intel
	33.401
	0518
	1
	Rel-12
	A
	SAE-SRVCC
	agreed

	S3-130221
	Warning regarding GEA1 support in mobile stations
	Ericsson
	43.020
	0029
	-
	Rel-11
	F
	SEC11
	agreed

	S3-130222
	Prohibiting GEA1 in mobile stations
	Ericsson
	43.020
	0030
	-
	Rel-12
	C
	SEC12
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-130053
	
	LS on network authentication without challenge for home routed XCAP APN
	C1-124554
	noted
	

	S3-130054
	
	LS on Device Triggering Identification
	C1-124875
	noted
	

	S3-130055
	
	Reply LS on KeNB re-keying without a change of KASME
	C1-124914
	replied to
	S3-130235

	S3-130056
	
	Reply LS on Device Triggering Identification
	C3-122107
	noted
	

	S3-130057
	
	Discussion on S6a Security in 3GPP
	C4-122629
	noted
	

	S3-130058
	
	Reply LS on SA3 eMBMS changes
	C6-120559
	noted
	

	S3-130059
	
	LS on Optimization of the IMS Information and Security Parameters for CS to PS SRVCC from GERAN to E-UTRAN/HSPA
	GP-121431
	replied to
	S3-130209

	S3-130059
	
	LS on Optimization of the IMS Information and Security Parameters for CS to PS SRVCC from GERAN to E-UTRAN/HSPA
	GP-121431
	replied to
	S3-130125

	S3-130060
	
	Service Layer interworking with 3GPP/3GPP2 defined networks
	oneM2M TP
	replied to
	S3-130224

	S3-130061
	
	LS on Stage 3 change for broadband access network interworking
	R3-122918
	noted
	

	S3-130062
	
	LS on BBAI Support
	R3-122920
	noted
	

	S3-130063
	
	LS on Clarification of PWS Security Requirements
	S1-124467
	noted
	

	S3-130064
	
	Reply LS on iFIRE and SMURF Architecture and Requirements
	S1-124501
	noted
	

	S3-130065
	
	Reply LS on PWS Requirements for UEs in Limited Service State
	S1-124503
	replied to
	S3-130225

	S3-130066
	
	Reply LS on PWS Security in GERAN CS
	S1-124505
	noted
	

	S3-130067
	
	Reply LS on Recommendations for Minimal Wi-Fi Capabilities of Terminals v1
	SP-120934
	noted
	

	S3-130182
	
	Security Assurance Methodology for 3GPP Network Elements
	GSMA Security Group
	replied to
	S3-130009

	S3-130182
	
	Security Assurance Methodology for 3GPP Network Elements
	GSMA Security Group
	replied to
	S3-130251

	S3-130183
	
	LS Withdrawal of GEA1 from Mobile Devices
	GSMA Security Group
	replied to
	

	S3-130192
	
	LS on Applying user consent for SON use cases
	S5-130356
	postponed
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-130209
	Reply LS of GP-121431 on rSRVCC
	GERAN2
	RAN2,RAN3,CT1,SA2
	S3-130059

	S3-130223
	Reply to LS Withdrawal of GEA1 from Mobile Devices
	GSMA SG
	-
	

	S3-130224
	Reply to: Service Layer interworking with 3GPP/3GPP2 defined networks
	oneM2M TP
	-
	S3-130060

	S3-130225
	Reply to: Reply LS on PWS Requirements for UEs in Limited Service State
	SA1
	CT1
	S3-130065

	S3-130235
	Follow-up LS on KeNB re-keying
	RAN2,CT1
	-
	S3-130055

	S3-130237
	LS on GEA1 removal
	GERAN3,RAN5
	-
	

	S3-130239
	LS to CT1 on Security context selection after idle mode inter-system change
	CT1
	-
	

	S3-130243
	iFire: LS to SA2 and CT1
	SA2,CT1
	-
	-

	S3-130251
	Reply LS to SG re SECAM
	GSMA SG
	-
	S3-130182


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-130193
	WebRTC Access to IMS
	Rapporteur
	revised WID

	S3-130241
	Updated WID proposal: Proximity-based Services (ProSe)
	Qualcomm Incorporated
	revised WID
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	Dublin
	IE
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