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1
Introduction

The architectural requirement of small data transmission is defined in TR23.887, clause 5.1.1.2:
· The system shall support transmission of small amounts of data efficiently with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).

The solution which was pointed out in TR 23.887 clause 5.1.1.3.1 can decrease the radio resources by using pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security context.
So in order to align with SA2 solution, this document discusses how the MME adjust the operations and also this contribution analyses how to optimise the LTE key hierarchy to meet this NAS security context solution to have efficient use of resources in the 3GPP system. 
2
Analysis
2.1 Scenario
Usually many M2M applications just need to send or receive small amounts of data infrequently, and the MTC devices don’t need to move. For example, remote water metering application in our home, the water meter just needs to send the data to the service server once a month and it almost does not need to be moved.

From above description, we can find the characteristics of the scenario are: small data transmission, infrequent transmission, low mobility of MTC device.
2.2 Optimised the LTE key hierarchy
The following figure is pointed out in TR 23.887 clause 5.1.1.3.1, it describes the optimised LTE message sequence for the transfer of one IP packet pair. 
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If we still refer to the 33.401, clause 7.2.6, the following figure describes the normal SA3 procedures based on the original MME operations. The red rectangles in the following figure describe the security procedures. SA3 defines the key handling in ECM-IDLE to ECM-CONNECTED, when MME receives Initial UE message, the MME shall be triggered to derive KeNB, initialize NCC and derive NH, and set NCC value, store the fresh {NH, NCC=1}. Then the MME shall communicate the KeNB to the eNB in the S1-AP procedure INITIAL CONTEXT SETUP and the eNB shall derive AS keys.
The UE also shall derive KeNB and keys of RRC and UP (i.e. KRRCint, KRRCenc, KUPint and KUPenc ). 
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But in order to align with SA2 solution on the small data transmission, KeNB will not be used because of the RRC security context and whole radio bearers shall be not established in the above optimised LTE message sequence for the transfer of one IP packet pair. 
In this case, the procedures in the red rectangles can be omitted, i.e. MME shall not derive KeNB and initiate NCC, derive NH etc. when the MME knows the UE is subscribed the small data and transmitted one IP packet pair; The UE shall also not derive KeNB and keys of RRC and UP when the UE is subscribed the small data service; The eNB also shall not derive any AS keys.
Please check the detail figure as below. And also from the situation of SA2, the LTE key hierarchy can be optimised as follows; the grey area can be omitted as shown below:
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2.3 benefits of optimised LTE key hierarchy

The optimised LTE key hierarchy does not impact the small data transmission. It has the following benefits:
· It is aligned with SA2 solution for Optimised LTE message sequence for the transfer of one IP packet pair.
· It can save on the computing and storage resources of the UE, eNB and MME.
3 Proposal
Based on the above analysis, we kindly ask SA3 to consider the following PCR to the current SIMTC TR33.868.
PCR

*************************************Begin of Change*********************************************

5.8.4. x
Solution 2: NAS signalling security 

Note：This chapter describes the NAS signalling key management in LTE. 
For the small data transmission in LTE, according to definition in TR 23.887 clause 5.1.1.3.1, KeNB will not be used because of the RRC security context shall be not established in the optimised LTE message sequence for the transfer of one IP packet pair. In this case, the procedures which pointed out in clause 7.2.6 of TS33.401 can be omitted, i.e. MME remove the derivation of the KeNB and not initiate NCC, not derive NH etc. when the MME knows the UE is subscribed on the small data and transmitted one IP packet pair, and also eNB does not need to compute any AS keys; The UE skips the derivation of KeNB and keys of RRC and UP when the UE is subscribed on the small data service.
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5.8.4. x.1
Optimised LTE key hierarchy for small data
For optimised LTE message sequence for the transfer of one IP packet pair, LTE key hierarchy can be optimised as follows by aligning with SA2. 
Editor note: This optimization only means that the AS security contexts will not be used in this solution but the equipments will still support AS security contexts usage capability. 

[image: image5.emf] 

 

 

USIM / AuC  

UE /   M ME  

K ASME  

K  

K NASint  

UE /   HSS  

K NASenc  

CK, IK  


5.8.4. x.2
Evaluation of the optimised LTE key hierarchy
The optimised LTE key hierarchy does not impact the small data transmission. It has the following benefits:
· It is aligned with SA2 solution for Optimised LTE message sequence for the transfer of one IP packet pair;
· It can optimise the computing and storage resources of the UE, eNB and MME when the AS security contexts are not used
*************************************End of Change*********************************************

_1420576784.vsd
eNB


MME


UE


S-GW/P-GW


Random Access Preamble


Random Access Response


RRC Connection Request (S-TMSI, small data indicator)


RRC Connection Setup


RRC Connection Setup Complete (KSI, EPS Bearer ID, UDP/IP packet)


Initial UE message (S-TMSI, KSI, EPS Bearer ID, UDP/IP packet)


small data indicator inhibits eNB sending Measurment Configuration to the UE


GTP-U (TEID, UDP/IP packet)


UE subscribed to small data operation


Downlink Data Notification (Bearer ID, UDP/IP response packet)


RRC Connection Release (UDP/IP response packet)


Downlink NAS Transport (Release Command, UDP/IP response packet)


MME shall derive KeNB, initiate NCC, derive NH and store fresh {NH, NCC=1}


UE shall derive KeNB and keys of RRC and UP



_1420576786.vsd
eNB


MME


UE


S-GW/P-GW


Random Access Preamble


Random Access Response


RRC Connection Request (S-TMSI, small data indicator)


RRC Connection Setup


RRC Connection Setup Complete (KSI, EPS Bearer ID, UDP/IP packet)


Initial UE message (S-TMSI, KSI, EPS Bearer ID, UDP/IP packet)


small data indicator inhibits eNB sending Measurment Configuration to the UE


GTP-U (TEID, UDP/IP packet)


UE subscribed to small data operation


Downlink Data Notification (Bearer ID, UDP/IP response packet)


RRC Connection Release (UDP/IP response packet)


Downlink NAS Transport (Release Command, UDP/IP response packet)



_1420576787.doc

[image: image1]


[image: image2]

















USIM / AuC







UE / MME







KASME







K







KNASint







UE / HSS







KNASenc







CK, IK























USIM / AuC







UE / MME







UE / ASME







KASME







K







KUPenc







KeNB







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc












_1420576785.doc

[image: image1]


[image: image2]

















USIM / AuC







UE / MME







KASME







K







KUPenc







KeNB / NH







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc







KUPint























USIM / AuC







UE / MME







UE / ASME







KASME







K







KUPenc







KeNB







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc












_1420576783.vsd
eNB


MME


UE


S-GW/P-GW


Random Access Preamble


Random Access Response


RRC Connection Request (S-TMSI, small data indicator)


RRC Connection Setup


RRC Connection Setup Complete (KSI, EPS Bearer ID, UDP/IP packet)


Initial UE message (S-TMSI, KSI, EPS Bearer ID, UDP/IP packet)


small data indicator inhibits eNB sending Measurment Configuration to the UE


GTP-U (TEID, UDP/IP packet)


UE subscribed to small data operation


Downlink Data Notification (Bearer ID, UDP/IP response packet)


RRC Connection Release (UDP/IP response packet)


Downlink NAS Transport (Release Command, UDP/IP response packet)



