3GPP TSG SA WG3 (Security) Meeting #70
S3-130191
21-25 January 2013; Sophia Antipolis


Source:
Huawei, HiSilicon 
Title:
Comments to S3-130028 and 130031: Definition of exposed location node
Document for:
Discussion and Approval
Agenda Item:
8.3 Study Item on Security Assurance Methodology for 3GPP Network Products
Work Item / Release:
FS_SECAM / R12
Abstract of the contribution: This document presents the definition of exposed location node. This document is proposed as input to the TR Section 3.
Huawei comments:


Huawei generally agrees with the discussion and intention of the contribution to clarify the terms of “exposed location node” .  However, there may be cases where a node that is located in a physically exposed location may not be subject to the same physical threats as a traditional “exposed location node”. The above figure shows China Mobile base station that is deployed at the top of Mount Everest.  Though it is totally exposed in the classical sense, but the node is probably one of the most inaccessible node to attackers due to the location where it is deployed.  Similar deployed location may also include that of rooftop of many high-rise buildings. Therefore, Huawei would like to propose that the term “logically exposed location node” be expanded to include exposed location that is not easily accessible.  Huawei comments also include minor editorial to the proposed terms.
1. Introduction
There are many security requirements in SAS, some security requirements just apply to exposed location nodes. So we need to clarify what is exposed location node. In this document we propose to add the definition of exposed location node into section 3 of TR. 
********************** 1st CHANGE ***************************
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

Security Assurance Specification: For convenience and neutrality of method, the document describing the security assurance requirements produced by the method in this study item will be referred to as a Security Assurance Specification (SAS).

Certification - The comprehensive technical evaluation of the 3GPP network products and their compliance with the SAS as an input to accreditation. 
Physically exposed location node: A node that can be physically accessible to an attacker to tamper with due to low/lack of physical security measures in the environment.
Logically exposed location node: A node that can be logically accessible to an attacker to tamper with due to low/lack of logical security measures in the environment or due to inaccessibility of the environment itself.
Editor’s Note: Providing a clear definition of “3GPP security assurance methodology” is FFS.
**********************END OF CHANGE***************************

