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Abstract of the contribution: This PCR is proposing adding new use case in support of the two-factor authentication scheme. Such use case enables MNOs to leverage their ability to authenticate the access subscription in order to provide Identity Provider service to Over-The-Top service providers and enterprises. The proposed use case is discussed in length in the companion Discussion Paper (S3-130038.)
1. Background

This contribution comments on the rationale of needing the proposed two-factor authentication mechanism. Another comment contribution S3-130188 comments the proposed solution in S3-130040.
Enterprises and “Over-The-Top” application services providers (OTT) need a means of asserting users’ identities for their subsequent authorization. Current use of user ID/password credentials is considered as inadequate security for value added applications such as mobile payments and access to enterprise applications. 
The most widespread two-factor authentication is based on the user’s ID/password as a first authentication factor (for user’s presence authentication) as well as a hardware/software-based token as a second authentication factor (confirming a user’s possession of a physical entity such as a token or device on which such token functionality resides). 

When a smartphone containing UICC mutually authenticates with its MNO, reuse of the user’s UICC as a second authentication factor allows MNOs to become ID Providers (IDP) and inherently provide more security than the sole use of user ID/password credentials.
2. Benefits of the proposed solution
MNOs, enterprises, and over-the-top application services can benefit from implementing the proposed two-factor authentication scheme. Among other benefits, the proposed two-factor authentication scheme allows MNOs to leverage their ability to authenticate the access subscription as the second authentication factor, as well as to provide IDP services to Over-The-Top service providers and enterprises based on their trustworthy authentication infrastructure.
3. Proposal

The new use case/solution described in this PCR enables MNOs to become IDPs. It is proposed to add this use case to the FS_SSO_int TR 33.SSO.
*********** BEGIN CHANGE 1 **************

8.3
Third Party IDM binding for two-factor authentication
8.3.1
Rationale for solution 

Enterprises and “Over-The-Top” application services providers (OTT) need a means of asserting users’ identities for their subsequent authorization. Current use of user ID/password credentials is considered as inadequate security for value added applications such as mobile payments and access to enterprise applications. 
The most widespread two-factor authentication is based on the user’s ID/password as a first authentication factor (for user’s presence authentication) as well as a hardware-based token as a second authentication factor (confirming a user’s possession of a physical entity such as a token or device on which such token functionality resides). 

When a smartphone containing UICC mutually authenticates with its MNO, reuse of the user’s UICC as a second authentication factor allows MNOs to become ID Providers (IDP) and inherently provide more security than the sole use of user ID/password credentials.
Ericsson comments: The argumentation for needing username/password as a part of two-factor authentication for meeting the SA1 requirements seems contradictory. It is stated above that “use of user ID/password credentials is considered as inadequate security for value added applications” and “use of the user’s UICC as a second authentication factor…. provide more security than the sole use of user ID/password credentials”. However, the meaning of the SA1 requirements (also referred below) is to increase (not decrease) the security of 3GPP SSO service by requiring “to ensure the presence of the registered user of the data application”. Adding username/password authentication does not help to meet that requirement since 1) username/password is considered to have inadequate security (also admitted above), e.g. due to likelihood of an attacker to guess the password, and 2) the username/password could be cached in the UE.
  Existing 3GPP SSO candidate solutions do not provide a means to confirm the presence of a registered user of a data application. E.g. static user credentials in the GBA Digest solution are expected to be stored on the UE, without provisions to authenticate a particular user.
Ericsson comments: What is meant with “3GPP SSO candidate solutions”? 3GPP has defined SSO solutions in TR 33.924. As stated above, adding username/password does not help to meet the SA1 requirement any more than the existing 3GPP SSO solutions do.
SA1 Service Requirements to be taken into SA3 consideration

As part of the technical specification work for Rel-12, 3GPP SA1 defined requirements (see TS 22.101 section 26.1) on providing Single Sign-On service for the UE and the SSO Provider. One of the requirements states that the UE and the SSO Service Provider have mechanisms in place in order to confirm the presence of a registered user of a data application. 
In addition, the 3GPP SSO Service is required to support flexibility regarding user configuration of third party SSO identities in the process of gaining access to a service. It is required to interwork with such SSO technologies as OpenID, Liberty Alliance or SAML (see TS 22.101 section 26.1). 
MNO Benefits:
 Customer records are the biggest MNO asset, together with the MNO’s ability to authenticate subscriptions based on AKA credentials residing in the MNO network and UICC. When presence of the user’s UICC in the smartphone is verified to serve as a second authentication factor, the MNO becomes an IDP. MNO-provisioned IDP services, anchored on the trust in the MNOs, can be revenue-producing and more importantly, allow MNOs to leverage their ability to provide value-adding authentication services to either over-the-top application services or to enterprises. 
Ericsson comments:The above can be achieved with existing mechanisms specified in TR 33.924. See comment contribution S3-130188.
Application Services/Enterprise Benefits:
 Over-the-top application services and enterprises need a secure way of authenticating their users. Two-factor authentication, with user ID/password as the first factor and possession of a token as the second factor, is considered to be a strong form of user authentication. 
Ericsson comments:The above can be achieved with existing mechanisms specified in TR 33.924. See comment contribution S3-130188.
8.3.2
Solution description

A User attempts to login to an over-the-top application service (or to an enterprise network) requiring two-factor authentication.

Upon verification of the first authentication factor by the over-the-top application service, the over-the-top application provider initiates a second factor authentication (token-based) with the user’s MNO.

When the second factor authentication is completed, the results of the two authentications (from the over-the-top application service based on the first factor and from the user’s MNO based on the UICC-based second factor) are bound together. Such authentication binding may be achieved either cryptographically or on the protocol level.
1) UID/Password Authentication: OTT performs first factor authentication using UID/Password, and decides, based on its policy, whether to proceed with a second authentication factor;

2) Second Factor Authentication: OTT forwards a request to the Browser for second factor authentication;

3) UE Authentication Request: Browser forwards authentication request to the UE;

4) UICC based Authentication: GBA based authentication occurs based on AKA  credentials;

5) Send Result to OTT: Upon successful completion of Step 4, MNO forwards the result to the OTT;

6) Conclude Second Factor Authentication: OTT receives confirmation of second authentication factor. 
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Steps 2 through 5 create a “proof of possession”, thus providing two-factor authentication for the OTT.

8.3.3
Evaluation against findings in SA1 study
This solution satisfies Service Requirement from SA1 to have mechanisms in place in order to confirm the presence of a registered user of a data application. 
Ericsson comments: As stated above. We do not believe the solution meets the SA1 requirement and consequently should not be included in the TR.
************** END CHANGE 1 ****************
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