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In light of the attacks against the GEA1 GPRS encryption algorithm it is clear that the algorithm no longer offers the same level of protection as GEA2, (which in turn is not as strong as GEA3). ETSI SAGE and GSMA Security Group submitted a joint proposal to 3GPP SA3 in January 2012 recommending that GEA1 be removed from GPRS devices. The recommendation was made in the belief that all SGSNs support both GEA1 and GEA2 so removal of the former would not leave traffic unencrypted and exposed where GEA1 encryption was otherwise supported.

3GPP SA3 discussed the proposal to withdraw GEA1 from new devices and recognised that the algorithms supported by the different SGSN providers could vary. Although it was believed that all network equipment supports both GEA1 and GEA2, (and most also support GEA3), SA3 wanted more assurance that algorithms other than GEA1 are actually deployed in networks before committing to withdraw the algorithm. GSMA SG was specifically asked to survey its operator members to assess the impact the withdrawal of GEA1 could have and in particular to ascertain if any unintended consequences could arise that would leave networks and users less protected. 

SG conducted a survey of its members of which the following two questions were asked:

1. Does your SGSN network equipment support GEA2 as well as GEA1, regardless of which is currently enabled?
2. Are you are aware of any other SGSN equipment that may not be in use in your network that supports GEA1 but not GEA2?
 
Feedback was received from and on behalf of 74 operators round the world and in every case the respondents confirmed the previously made assumptions that there are no SGSNs that only support GEA1. Allied with the fact that all devices are mandated to GEA2 and GEA3, it is clear that better protection than GEA1 is available.

SG hopes that these findings provide SA3 with the assurances it sought and that it can now support the ETSI SAGE and GSMA SG proposal that 3GPP TS 43.020 be amended, to mandate that GEA1 is not supported in new mobile devices. We hope that SA3 can agree to this change and to create and approve the necessary change requests.

SG thanks the survey respondents, ETSI SAGE and SA3 for its assistance with this matter and it looks forward to the necessary changes being implemented in the standards and being reflected in mobile devices. If further clarification is required on any aspect of this LS please contact James Moran (jmoran@gsm.org).
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