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GSMA Security Group (SG) thanks SA3 for its liaison statement (SP-1208203) regarding product and information security assurance of 3GPP network elements and the accompanying study item (S3-120822) to investigate appropriate methods for hardening requirements.

These, and related documents from 3GPP TSG SA, have been discussed by SG and it fully agrees with the underlying observation that such an initiative is both welcome and timely in light of the growing array and sophistication of threats to which mobile operators, and their customers, are increasingly exposed. SG acknowledges that defining security requirements is complex and difficult but that is not a reason not to do so. The arguments put forward by SA3 in favour of the proposed standardisation work are fully supported by SG.

SG is grateful to the original proposers of this initiative and it encourages all stakeholders to engage constructively to bring this proposal to fruition. SG notes the named supporters in the Study Item and would also like to confirm its unequivocal support for this work. Moreover, SG is willing to contribute in any manner SA3 deems appropriate as it recognises that the creation of protection profiles, should that be the chosen approach, will be challenging. However, SG is willing to contribute to that effort as it can harness its experience of establishing and running the Security Accreditation Scheme that pertains to smart card production. That scheme, which has been a significant global success, is looslely based on the Common Criteria approach and SG understands the need to bring operators and equipment suppliers together to identify and classify assets, actors, threats, etc. with a view to defining and agreeing security requirements in a logical fashion. It is not SG’s desire to interfere with the work already underway within SA3 but if there is a way in which SG can help it will be happy to do so.

In addition to endorsing the work on 3GPP network element security assurance, the following oberservations were made by SG that it would ask SA3 to consider:

· The scope is currently unclear in terms of what elements should be covered and that is understandable at this early stage. SG would like to see small cell equipment included as these elements pose an emerging threat as they have been the subject of much security reasarcher and hacker attention in recent times.

· SG notes that devices have been specifically excluded in the proposed scope contained in the study item. SG would like to obtain SA3’s view if work on this critical element should perhaps be undertaken elsewhere and if GCF could help in that regard.

· SG notes that a list of network elements that will fall within the scope of any developed scheme will be compiled at a later stage. That is likely to be a long list with the result that prioritisation will be required. SG suggests that LTE equipment should be the first priority and a plan to work backwards from there through the generational technologies would be optimal.   

· SG hopes this initiative will be supported by the key equipment manufacurers and suppliers. It is inevitable that some companies may be less supportive and welcoming than others and SG wonders how SA3 can ensure a critical level of industry support can be secured or if it plans to mandate participation in some way.  

· SG is aware that security accreditation, if that is ultimately what is proposed, is expensive and it welcomes SA3’s thoughts on how it believes a certification scheme could be adequately funded to ensure its sustainability and ongoing success.

· The administration of a scheme such as that proposed will require operational capabilities and resouces to maintain documentation, organise and schedule certification activities etc. SG welcomes SA3’s thoughts on which independent organisation may be able to perform that critical role and if 3GPP/ETSI plans to do so. If not, is this something with which GSMA can help?

SG thanks SA3 for brining this matter to its attention and it looks forward to the work progressing in the coming months. In that regard, SG would be grateful if it could be kept informed of signifiacnt developments and if any assistance is required. If further clarification is required on any aspect of this LS please contact James Moran (jmoran@gsm.org).
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