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Abstract of the contribution: This contribution adds the requirement of secure software execution into the application of methodology 2.
1 Introduction and proposal
This contribution adds the requirement of secure software execution into the application of methodology 2. As secure software execution is the foundation of soft security assurance, we kindly propose SA3 to agree this additional security requirement.

*************************************Begin of Change*********************************************

A.2.4
Software

Requirement 5: Secure System Software Revocation 
Reference: Secure system software revocation – S-SSSR
Description: Once the software image is legally updated, rolling-back to a previous potentially exploitable software image should be granted only to administrator.
Test case:

· Obtain and verify documentation on the security environment of the node

· Verify the software rollback procedure

Target node(s): Exposed
Requirement 6: Secure Software Execution
Reference: Secure software execution – S-SSE
Description: Software execution should assure that the code is executed correctly without tampering, what’s more, the consistency of the code should be verified.

Test case:
· Obtain from the node Manufactures details of the software code about this feature

· Verify that tampered code execution is rejected

Target node(s): All
*************************************End of Change*********************************************
