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Abstract of the contribution: This contribution adds the requirement of user audit into both remote node management and local node management.
1 Introduction and proposal
This contribution adds the requirement of user audit  into both remote node management and local node management for application of methodology 2. As user audit is an important assurance for network products security, we kindly propose SA3 to agree this additional security requirement.

*************************************Begin of Change*********************************************

A.2
Application of Methodology 2: 

A.2.1
Remote Node Management
Requirement 5: User Authentication

Reference: Remote Node Management Access User Authentication – RNM-USAUTH
Description: Remote access to the target node shall be granted only to authenticated (remote management) users.

Test case:
· Obtain from the node Manufactures details about this feature
· Verify that unauthenticated access attempts to the target node are rejected.

Target node(s): All

Requirement 6: User Audit 
Reference: Remote Node Management Access User Audit – RNM-USAUDI
Description: Remote access attempts/events, access-granted administrator’s permission/privileges, and their relevant manipulations to the target node should be accounted by the system to keep track of how security breaches occur.
Test case:
· Obtain from the node Manufactures details about this feature
· Verify that the access user audit is correctly supported and enforced on the target node.

Target node(s): All
A.2.2
Local Node Management

Requirement 3: User Restriction

Reference: Local Node Management Access User Restriction – LNM-USRE
Description: The node administrator shall be able to define on each target node which users are allowed to perform local administration and their permissions/privileges.

Test case:
· Obtain from the node Manufactures details about this feature
· Verify that the User Restriction policy is correctly supported and enforced on the target node.
Target node(s): All
Requirement 4: User Audit
Reference: Local Node Management Access User Audit –LNM-USAUDI
Description: Local access attempts/events, access-granted administrator’s permission/privileges, and their relevant manipulations to the target node should be accounted by the system to keep track of how security breaches occur.
Test case:
· Obtain from the node Manufactures details about this feature
· Verify that the access user audit is correctly supported and enforced on the target node.

Target node(s): All
*************************************End of Change*********************************************
