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1
Introduction
A solution for ‘small data fast path’ has been incorporated into the SA2 TR 23.887, in section 5.1.1.3.6.2 ‘Alternative A: Small Data Fast Path’. This solution is intended to optimize small data for UEs in idle mode. It describes how small data can be passed in a fast path of the user plane without the disproportinate amount of signalling caused by idle-connected mode transitions in AS-layer. 
This pCR proposes security solution for the feature ‘small data fast path’ in section 5.1.1.3.6.2 ‘Alternative A: Small Data Fast Path in the SA2 TR 23.887.
2
Proposal
It is proposed to incorporate the security solution for ‘small data fast path’ in the pCR below into TR 33.868.

3
PCR

***
BEGIN CHANGES
***
5.8.4.X.2
General description of proposed solution
The figure 5.8.4.2.s-1 below depicts a solution for ‘Alternative A: Small Data Fast Path’ in TR 23.887 by providing a new separate security protection between the UE and the S-GW (this is shown with the thick dotted line). This new security protection could include both encryption and integrity protection or one of them.

It could be that MTC small data in some situations might be some important control data e.g. controlling a pump station, a remote camera etc., and in these cases the MTC small data could deserve better security protection like integrity protection compared to legacy security for user plane data. 
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Figure 5.8.4.X.2-1: Security context for small data transfer of the user plane in LTE systems
NOTE: In the figure above, the thick lines show the normal LTE AS security protection of the user plane. The dotted lines show the small data transfer security protection of the user plane.

To enable the security protection of the user plane between the UE and the S-GW, the UE and S-GW have to establish a new security context for small data transfer. 

It should be noted that the two types of security contexts (normal LTE AS security context and small data transfer security context) can be completely independent.

5.8.4.X.3
Basis for small data transfer security context
When the UE attaches to LTE systems or is handed over from another radio access technology to LTE, the KASME is established between the UE and the MME. A new small data transfer security context can be derived from the KASME at attach and IRAT handover, and this security context can be used as basis for the protection of the small data transfer traffic. 

The small data transfer security context is useful whenever the S-GW needs to protect (or unprotect) small data sent to/received from the UE. 

The small data transfer security context can be stored in the S-GW and it could be changed as often as the KASME is changed (for example, the MME could send a new small data transfer security context to the S-GW whenever the KASME is changed). In this way, there would be a small data transfer security context corresponding to a KASME. A good thing with changing the small data transfer security context as often as the KASME, is that the UE and the MME are synchronized on the KASME and hence there would be an implicit synchronization of the small data transfer security context.

5.8.4.X.4
Small data transfer security context establishment at Attach procedure
According to ‘Alternative A: Small Data Fast Path’ in TR 23.887 EPS bearers are enabled for small data fast path during MM and SM procedures. The figure below shows how an existing signalling message sequence for Attach Procedure is updated for small data fast path. 
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Figure 5.8.4.X.4-1: Key establishment at Initial Attach procedure
The following steps are performed as described in the signalling flow above:

1. The UE initiates an attach procedure with an MME and provides its security capability for small data fast path in the attach procedure to the MME (indicating the support of the feature ‘small data fast path’).

2. The MME optionally authenticates the UE and a KASME is established.

3. The MME creates the small data transfer security context from the KASME.

4. The MME initiates Security Mode Command procedure with UE in order to establish NAS security.

5. The UE responds with a Security Mode Response to the MME.

6. The MME sends a Create Session Request to the selected SGW together with the small data transfer security context. When received by the S-GW, the S-GW enables the bearer for fast path and creates a small data transfer security context for the session.

7. The new session is established towards the PGW.

8. The S-GW sends a Create Session Response and acknowledges that it supports small data fast path and will use it for the established bearer.

9. The MME sends an Attach Accept together with an indication which requests the UE to derive a new small data transfer security context.

5.8.4.X.5
UE initiated uplink (UL) small data

The following figure shows how mobile originated small data packet is passed uplink (UL from the UE and) and how a subsequent small data IP packet is passed back to the UE in downlink (DL). 
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Figure 5.8.4.X.5-1: UE initiated uplink small data
The following steps describe the signalling flow above:

1. The UE wants to send an UL IP packet for an idle mode bearer enabled for small data fast path and performs integrity protection and optional encryption of the small data with the small data transfer security context.

2. The UE sends the protected small data to the eNB.

3. The eNB assembles a GTP-U PDU using information received with small data and forwards the GTP-U PDU to the S-GW.

4. The S-GW receives the GTP-U PDU including the protected small data and performs integrity check and optional decryption of the small data using the small data transfer security context.

5. The S-GW forwards the GTP-U PDU to the PGW.

6. The S-GW receives a GTP-U PDU on an EPS bearer that has an active fast path.

7. The S-GW performs integrity protection and optional encryption of the small data in the GTP-U PDU with the small data transfer security context.

8. The S-GW forwards the GTP-U PDU with the protected small data to the eNB.

9. The eNB forwards the protected small data to the UE.

10. The UE performs integrity check and optional decryption of the small data using the small data transfer security context.

5.8.4.X.6
Network initiated downlink (DL) small data

Small data initiated DL, that is, DL data received in the S-GW on an EPS bearer where fast path is enabled but not active, is handled as described in the figure below. It should be noted that compared to when small data is initiated UL, an additional paging of the UE is required. 
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Figure 5.8.4.X.6-1: UE initiated uplink data
The following steps describe the signalling flow above:

1. The S-GW receives a GTP-U PDU from the P-GW. 

2. If the EPS bearer is idle and fast path enabled but not active, then the S-GW indicates to the MME to start paging the UE.

3. The MME pages the UE indicating ‘DL fast path small data’ as paging cause.

4. The UE responds to the paging by sending a dummy IP packet. First the UE performs integrity protection and optional encryption of the dummy IP packet with the small data transfer security context. 

5. The UE sends the protected dummy IP packet for an idle mode bearer enabled for small data fast path.

6. The eNB assembles a GTP-U PDU using the information received with the dummy IP packet and forwards the GTP-U PDU to the S-GW.

7. The S-GW receives the GTP-U PDU including the protected dummy IP packet and performs integrity check and optional decryption of the dummy IP packet using the small data transfer security context.

8. The S-GW requests the MME to stop further paging attempts.

9. The S-GW performs integrity protection and optional encryption of the small data in the GTP-U PDU (received from the P-GW in step 1) with the small data transfer security context.

10. The S-GW forwards the GTP-U PDU with the protected small data to the eNB.

11. The eNB forwards the protected small data to the UE.

12. The UE performs integrity check and optional decryption of the small data using the small data transfer security context.

5.8.4.X.7
S-GW relocation

It may be possible that more than one small data transfer security context is derived from the same base key i.e. the KASME, and these small data transfer security contexts are sent to different S-GW’s. An example where this can occur is if the UE is first sharing a small data transfer security context with one S-GW and then later there is a change of S-GW. To ensure that the first S-GW cannot deduce any information about the small data transfer security context used in the second S-GW and vice versa, the key derivation function calculating the small data transfer security context should use some unique input that is unique for each S-GW. Another option is that the same small data transfer security context is used with all S-GWs.

5.8.4.X.8
Switching between small data fast path and regular UP
If the UE or network realizes that it is more beneficial to switch to normal user plane traffic than using the small data transfer path (or vice versa), they may switch.

Since the UE and eNB transmits the two traffic types on two different bearers, there is no ambiguity whether it is a small data transfer or a regular user plane connection. Therefore the UE can use the normal LTE AS security to protect any data sent over the normal user plane data radio bearer and only apply the new small data transfer protection if the small data is transmitted over the (otherwise unprotected) data radio bearer used for small data transfer.

When the switches appear, there needs to be an indication sent to the UE from the network, so that the UE will know to re-configure itself for the new data radio bearer and switch to the other security context. 

***
END OF CHANGES
***
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12. UE performs integrity check and optional decryption of small data using small data transfer security context.
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