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1
Introduction
A solution for ‘small data fast path’ has been incorporated into the SA2 TR 23.887, in section 5.1.1.3.6.2 ‘Alternative A: Small Data Fast Path’. This solution is intended to optimize small data for UEs in idle mode. It describes how small data can be passed in a fast path of the user plane without the disproportinate amount of signalling caused by idle-connected mode transitions in AS-layer. 
This pCR discusses in which network node to terminate the security protection of ‘small data fast path’ in section 5.1.1.3.6.2 ‘Alternative A: Small Data Fast Path in SA2 TR 23.887.
2
Proposal
It is proposed to incorporate the pCR below into TR 33.868.

3
PCR

***
BEGIN CHANGES
***
5.8.4
Solutions

5.8.4.1
Solutions for when small data is transferred in NAS PDU
5.8.4.1.1
General description 
MO analysis for small data transmission

According to TR23.887, for the LTE procedure for MO IP packet delivery, small data and its EPS Bearer ID are deliverd in NAS PDUs of a new initial layer 3 message, and this NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. For the first two solutions for MO IP packet delivery of small data solutions in TR23.887 they says: 

“…The NAS PDU is a new form of initial layer 3 message that includes the IP packet and its EPS Bearer ID in an encrypted IE. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The unencrypted part of this new initial layer 3 message in the NAS PDU carries the "KSI and sequence number" IE and the MME uses this, and the S-TMSI, to identify the security context to decrypt the IP packet and EPS Bearer ID.”

We can see that first two SA2 solution use partly ciphered security solution for initial L3 message. However, according to TS33.401, initial L3 message shall be integrity protected but not ciphered. So it needs to find a method to solve this problem for SA2’s solutions. 

For the third solution in SA2’s TR23.887, it transmits small data in a “UPLINK_GENERIC_NAS_TRANSPORT”. If it is initial L3 message, it also needs to find a method for partly ciphered small data transmission. If it is not initial L3 message, it can use current EPS security mechanism to protect. 

MT analysis for small data transmission

For MT IP packets delivery in all three SA2’s solution, small data is in a NAS PDU of S1 Downlink NAS Transport message after the paging procedure, so the IP packets can be protected by current EPS NAS security mechanism that provides confidentiality and integrity protection for the whole S1 Downlink NAS Transport message.

5.8.4.1.2
Solution 1: Partly ciphering
From the above analysis, we can see that the partly ciphered security mechanism is necessary for initial uplink layer 3 NAS message of MO IP packet delivery for SA2’s solutions.The network (MME/SGSN) firstly needs to recognize that whether the initial layer 3 message from UE is ciphered or not. It can be achieved by UE set the current “Security header type” IE’s reserved value, e.g. “0101” to “Integrity protected and partly ciphered”. So the network can identify the initial L3 which carries the small data is partly confidentiality protected and then generate key stream to decipher this partly ciphered initial layer 3 message.

In the other hand, the generation of the key stream is another issue that should be considered. The method can be as following: the input parameter LENGTH is set to the real length of small data, and the small data length key stream is derived through EEA and the other input parameter remains the same. The plaintext small data is encrypted by applying the key stream using XOR of the plaintext and the key stream.  The encrypted small data is encapsulated in NAS PDUs.

Based on above analysis, the partly secure protection of small data in NAS message for MO IP packets delivery can be done as followings: UE performs Attach activating a PDN connection or TAU (with an already active PDN a connection).Then UE sets the current “Security header type” IE‘s reserved value, e.g. “0101”  to “Integrity protected and partly ciphered”. Small data are included in NAS PDU which is a new form of initial layer 3 message. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The eNB forwards the partly encrypted IP packets to the MME in the S1AP Initial UE message. The MME identifies the small data is integrity protected and partly confidentiality protected and then generates a key stream to decipher partly ciphered initial layer 3 message. 
     Editor’s Note: It is FFS in SA3 for partial ciphering solutions as it may violate the current protocol layer security concepts.  

5.8.4.X
Solution for Small Data Fast Path in User Plane

NOTE: This section provides a security solution for Alternative A: Small Data Fast Path solution in TR 23.887.

5.8.4.X.1
Termination point of security for small data in the network 
The basic principle of the Small data fast path solution is that small data can be sent when the UE is in idle mode without requiring the normal transition to connected mode in AS-layer in LTE systems. It describes how small data can be passed in a fast path of the user plane without the disproportional amount of signalling caused by idle-connected mode transitions in AS-layer

The LTE AS security context only exists when the UE is in connected mode. Therefore when the UE is in idle mode, the small data transferred in user plane traffic cannot be protected between the UE and the eNB with the regular LTE AS level security. Therefore a new security protection for the small data would be required for this feature. 

The security protection of small data could be terminated either in the eNB or in the S-GW. In this solution security is terminated in the S-GW for the following reasons:

Terminating the security for small data in the S-GW is clearly more secure than terminating the security in the eNB. Even though the eNB has the secure environment there is always the risk that an attacker breaks in (otherwise K_eNB would not be changed at every handover, for example). Therefore it is less risky if the security is terminated in the core NW. 
If the security for the small data would be terminated in the eNB, the MME would need to push down a new additional security context for small data to the eNB for each UE used for small data.  The eNB would then need to keep a state and store a small data transfer security context for each UE used for small data even when the UE is in idle mode. The current concept in LTE is that the eNB does not keep a state for UEs in idle mode. 

Also, if the security for the small data would be terminated in the eNB these security contexts would need to be transferred to the new eNB whenever an idle mode UE moves into a new cell served by a different eNB similarly as is done today for connected mode UEs. 

***
END OF CHANGES
***
