3GPP TSG SA WG3 (Security) Meeting #70
S3-130137
21-25 January 2013; Sophia-Antipolis, France

Source:
Nokia Corporation, Nokia Siemens Networks
Title:
pCR to TR 33.869: Discussion on signing proxy in PWS
Document for:



Discussion and decision




Agenda Item:
7.10
Work Item / Release:
Rel-12
Abstract of the contribution:
.

This contribution discusses the impact to the network caused by a large number of CBEs and the use of a signing proxy is to reduce this impact.
1. Introduction
During the discussion in SA3#69 it was mentioned that 

· there could be potentially hundreds of CBEs attached to an operators network and 

· if a routing area would receive too many public keys there could be a problem. 

An editor’s note was added to the TR33.869 Section 8.3.2: 
“It is FFS that the maximum number of CBE may have impact on the infrastructure of network. SA3#69 has sent an LS to SA1 to consult this issue.” 

 (Note, that the editor’s note is not completely correct as SA3#69 has not sent an LS to SA1 yet. From the minutes SA3#69: “Sprint commented that the number of maximum CBEs per core network area needs to be determined. NSN agreed and pointed out that if a routing area receives 10 different public keys there is a problem. Sprint commented that there are potentially hundreds of agencies in Canada that can overlap. Vodafone commented that managing hundreds of CBE interfaces is a large overhead for the operator not only for the radio interface but also for the infrastructure. It was agreed to add an editor's note that capture these concerns. Vodafone commented that it could be useful that SA1 looked into the regulatory requirements, maybe a call for contributions for their next meeting.”)
The pCR addresses this issue. As a possible solution to this problem a signing proxy was mentioned during the discussion in SA3#69. This pCR investigates options and proposes to ask for guidance if it is possible from a regulator’s point of view to proceed with one of these options.
This contribution presents a pCR to TR 33.869v020. 

2. Pseudo Change Request
*************************START OF CHANGES*********************************

8.3.2
….

Editor’s note : It is FFS that the maximum number of CBE may have impact on the infrastructure of network. SA3#69 has sent an LS to SA1 to consult this issue. 

Editor’s note : It is FFS whether there are overload and delay issues on the core network node regarding the capacity of products.

Editor’s note : It is FFS whether NAS messages in GERAN CS can be extended regarding protocol constraints.

8.3.3
Frequency of NAS message carrying public key

Public key may be updated when the UE firstly initiates Attach/TAU/RAU/LAU procedure to a new PLMN.

In addition, normally, the CBE rarely changes its public key. However, when this happens, there will be one key update per UE.

**** start of inclusion *** 
8.3.X
Number of CBEs / Signing proxy 
Concerning the number of CBEs, this infrastructural issue is handled very differently from country to country. While in one country hundreds of governmental agencies could be connected via one CBE, other nations may want to keep the separation and would therefore need hundreds of CBEs attached to a CBC in the operator’s network. However, while small numbers of public keys could be easily handled in a location/tracking/routing area, the distribution of large numbers of public keys would most likely raise infrastructural problems, overhead on the radio interface, and could exhaust terminal capacities.

The solution on implicit certificates does not need to deal with this problem as the public keys do not need to be distributed in advance. The other solution candidates that are NAS-based and GBA-based need to be investigated.

To minimize the impact of public key distribution in these solutions, the number of public keys per location/tracking/ routing area needs to be minimized. 

Figure XXX visualizes the complexity of the situation. CBEs may be not only connected to one operator. A UE roaming into another operator’s network does not need to receive the same public key again. In addition, if each CBE has its own public key, an MME/SGSN/MSC of one operator would need to distribute several public keys to each UE. This raises the question: How many public keys could be distributed in one MME/SGSN/MSC domain? 
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Figure XXX: 
If a public key was valid only in a very small area and a UE moved fast, renewing the public key very often would result in a high impact to the mobility management entities. Thus, it is proposed that at least within one MME/RNC/BSC area there should be only one public key valid.

Two ways are foreseen to limit the problem mentioned above:

· all CBEs in one MME/SGSN/MSC area are using the same signing key, i.e. once a public key is distributed to the UEs, it is valid for all CBEs. In this way, only one public key would have to be distributed in an MME/SGSN/MSC area.  

· a signing proxy in the national regulator’s authority assumes the task of signing or re-signing PWS messages sent by CBEs. Thus, only the public key of the signing proxy needs to be distributed to all UEs.

The disadvantage of the first approach is that the identical signing key needs to be strongly protected in all CBEs. It seems usually easier to strongly (physically) protect one entity than many different entites to ensure that the signing key cannot leak. Furthermore, the first approach would presuppose certain coordination between CBE areas and MME/SGSN/MSC areas, which may be undesirable from a network planning point of view.
Thus, the preferred solution for NAS-based PWS security should be the signing proxy. Such a signing proxy must be under a national regulatory authority and is (like CBEs) outside of scope of the 3GPP network. The interface between CBE and signing proxy as well as the interface between signing proxy and CBC need to be protected as much as the CBE and signing proxy platforms. A signing proxy would need access to all MMEs/SGSNs/MSCs to distribute the public key for PWS message verification and the NSUC. In E-UTRAN the signing proxy could be connected to MME via CBC. In UTRAN/GERAN new interfaces may be needed as currently the PWS architecture does not include an interface from CBC to SGSN and/or MSC.

Editor’s note: 
Advice from SA1 and/or regulators is needed how to cope with a high number of CBEs in case of NAS-based or GBA-based solutions. The question whether a signing proxy to bundle CBEs that would operate with a single trust entity is feasible should be answered. 
*************************END OF CHANGES*********************************
















































