3GPP TSG SA WG3 (Security) Meeting #70 
(S3-130133
Sophia Antipolis, France, 21-25 January 2013


Source:
Ericsson, ST-Ericsson

Title:
PWS Requirements for Rel-12 UEs in Limited Service State
Document for:
Discussion and decision

Agenda Item:
7.10 Security Aspects of Public Warning System
Work Item / Release:
PWS_Sec / Rel-12

1
Introduction

In the incoming LS S1-124503 “LS on PWS Requirements for UEs in Limited Service State”, SA1 explain their clarifications for Rel-8 ETWS and Rel-9 to Rel-11 PWS requirements for UEs in Limited Service State. The new requirement states that: 
“Subject to regional or national regulations, a PWS-UE in limited service state shall be able to receive and display Warning Notifications.”
The main reason SA1 has for this decision is:

“To ensure that PWS can be implemented in disaster area, it should be allowed to let UEs without security protection present Warning Notifications even in limited state.”
Unfortunately, SA1 has not yet made any decision on what the Rel-12 PWS Requirements for UEs in Limited Service State should be. This is unfortunate as SA3 needs stable requirements to be able to progress the work on PWS security.

As the analysis below shows, the requirements for UEs in Limited Service State has far reaching consequences, not only concerning the ability to save lives, but also on what threats a PWS solution can protect against. The problem is complicated by the fact that only some countries are likely to deploy PWS security. It is therefore proposed that SA3 sends an LS to SA1 explaining the problems and asking SA1 to make a decision regarding Rel-12 requirements for PWS UEs in Limited Service State.
2
Analysis

One of the current SA1 Rel-12 requirement states that:

“When required by regional or national regulations, the PWS shall protect against false Warning Notification messages.”

This of course means that when required by regional or national regulations, a Rel-12 UE shall not receive and display false Warning Notifications.

- To fully satisfy this requirement, a Rel-12 UE must only accept protected warnings, but this is not realistic if only some countries will deploy PWS security. Also, a Rel-12 UE cannot decide whether to accept unprotected messages or not solely based on the PLMN, as a false base station could set the PLMN to indicate a country that do not use PWS security.

- For a Rel-12 UE to be able to support unprotected Warning Notifications in countries without PWS security but not in countries with PWS security, the Rel-12 UE would need to first authenticate the Rel-12 network and receive an integrity protected message specifying whether the network supports signed PWS warning messages or not. The UE can then only receive PWS warning messages while connected or idle. For this to work, at least two things would need to apply: 
1) Rel-12 UEs would need to be forbidden to receive PWS warning messages in limited service state

· Otherwise it is obviously easy to set up a fake base station and send false messages.

SA1 has now stated that for Rel-9 to Rel-11 a “PWS-UE in limited service state shall be able to receive and display Warning Notifications.” To protect against false Warning Messaging, this would need to be changed in Rel-12, with the serious consequences that people in limited service state would not receive potentially lifesaving warning notifications, and that PWS cannot be implemented in disaster areas.

2) Rel-12 UEs would need to be forbidden to receive PWS or ETWS warning messages from pre-Rel-12 GSM networks. 

· Otherwise it is obviously easy to set up a fake base station and send false messages.

As pre-Rel-12 GSM networks are probably the vast majority of networks with PWS or ETWS warning messages this do not seem practical as people with Rel-12 UEs would miss potentially lifesaving warning notifications. Forcing all pre-Rel-12 GSM networks with PWS or ETWS to introduce Rel-12 integrity protection do not seem practical either.

Without 1) and 2) the protection against false base stations would be full of loopholes and the SA1 requirement would not be fulfilled. Using PKI and distributing the public keys in the warning messages like in the implicit certificate solution would make it possible to receive protected PWS warning notifications in limited service state. But to protect against false base stations, PWS security would need to be mandated and deployed in all countries, which currently do not seem feasible.

Under the current circumstances with only some countries likely to deploy PWS security, the need to use PWs in disaster areas, and legacy network to take into account, there do not seem to be any obvious way to fully protect against false base while still supporting warning messages for roaming users. Unfortunately all possible solutions seems to have serious drawbacks, and we need better understand of different high level options to decide whether any of them are worth going forward with.

3
Proposal

It is proposed that SA3 discusses the mentioned problems and based on the discussion sends a Reply LS to SA1 explaining the problems and asking SA1 to take make a decision regarding:

· Requirements for PWS Rel-12 UEs in Limited Service State
· Requirements for PWS Rel-12 UEs connected to pre-Rel-12 GSM networks.

