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1
Introduction

The current description of a GBA based approach is very high level. This contribution adds more detail to the solution description. The sections regarding key establishment, security protocol, and transport mechanisms are expanded and several new transfer mechanisms are suggested. It is concluded that SMS is not seen as an option and that a solution using GBA together with a new NAS procedure or would solve some of the problems (integrity in GSM, message sizes in GERAN CS) associated with the NAS solution. By using the same protection and transfer mechanism for all RATs, UE implementation is simplified.
3
Proposal

The following text is proposed for inclusion in the TR.

4
PCR

***
BEGIN CHANGES
***

7.5
Solution 4: GBA based protection

7.5.1
General
Since this is so far just a sketch of how a solution based on GBA could work, it is not comparable one-to-one with the solution based on NAS security. However, it gives a hint about how such a solution could work and some pros/cons can be identified.

A main benefit of using a GBA based approach is that the PWS related problems with GSM, with its lack of integrity protection and network authentication and security termination point far out in the access network, would no longer be a security weak point. A GBA based approach brings the security termination point to a server (NAF) in the core network and offers application layer integrity protection and network authentication.


A second benefit of GBA is that it is not necessary to use the existing NAS messages as transport channels for the delivery of the public keys used to verify the warning messages. Based on the reply LSs from GERAN2 and CT1, even a solution using ECDSA keys would use most of the available bytes in the GERAN CS NAS and AS message. As CT1 states that “CT1 needs to have sufficient bytes available for this further protocol evolution” this is clearly not an option, and the approaches outlined in these clauses can be used instead.
A third benefit is that the same protection and transfer mechanism can be used for all RATs (i.e. GERAN, UTRAN, and EUTRAN). In other proposed solutions it has been suggested to use different messages in the three different RATs, add new protection mechanism for GERAN, or to do a lot of special handling in GERAN to minimize the security weaknesses there. By using the same protection and transfer mechanism can be used for all RATs, UE implementation is simplified.
All solutions for PWS security can be split in two main parts:
1. A protection mechanism for the public keys distribution.

2. A transport mechanism for public keys distribution to the terminal.
A GBA based approach uses GBA as part of the protection mechanism.

7.5.2
GBA based protection mechanism for public key distribution
7.5.2.1
Key establishment

The protection is based on the establishment of a shared symmetric key Ks_NAF between the UE and a NAF (defined in the GBA architecture, see TS 33.220). The NAF assumes the task of distributing the PWS public keys and will henceforth be called PWS Key Center.

Editor’s note: it is ffs whether the PWS key center is part of CBC, or if it is a standalone entity. 

Key establishment with GBA is flexible and can be done in several different ways. Either the UE can initiate the establishment (pull) or the NAF can initiate the establishment (push). GBA specified in TS 33.220 can only be used for pull, while GBA-Push specified in TS 33.223 can be used for both pull and push.
While the security level of the public keys (used in broadcast) need to be very high, the symmetric integrity protection of the public key distribution (used in unicast) requires good and robust but not as high security. The lifetime of the key Ks_NAF can therefore be very long. Both GBA_ME and GBA_U could be used, but in this scenario the extra security given by GBA_U does not give any significant benefits.
A. Key establishment using GBA: This method (see Figure X) uses the GBA procedures specified in TS 33.220 and on a high level it works as follows:

A1. After the UE has registered with the network, the UE performs a GBA bootstrap with the BSF and derives Ks_NAF.

A2. If the UE doesn’t have the current public key, it requests the current public key from the PWS Key Center.
A3. The PWS key center communicates with the BSF and derives Ks_NAF

A4. The PWS key center distributes the current public key to the UE.
The GBA procedures (A1 and A3) are only needed once.
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Figure X: Key establishment using GBA
B. Key establishment using GBA-Push: This method (see Figure Y) uses the GBA Push procedures specified in TS 33.223 and on a high level it works as follows:

B1. If the UE doesn’t have the current public key, it requests the current public key from the PWS Key Center.

B2. The PWS key center communicates with the BSF and derives Ks_NAF

B3. The PWS key center distributes the current public key to the UE.

The GBA push procedure (B2) is only needed once.
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Figure Y: Key establishment using GBA-Push
After the initial key establishment, the UE and PWS Key Center has a shared symmetric key (Ks_NAF) and public key updates can be distributed via either pull or push without any new GBA procedures.
As can be seen, using GBA-Push has several advantages over GBA (TS 33.220):

· Both Pull and Push can be supported. Pull can be under normal circumstances and push can be used for quick update of the public key. The advantage of push is that the PWS Key Center has control over how many public keys updates are done per second. Therefore there is no risk for overload.
· The amount of traffic over the access network is smaller than in TS 33.220 as the GBA procedures are sent only in the core network.
7.5.2.2
Security Protocol
The security protocol needs to provide integrity protection. The solution also needs some form of replay protection, but this does not necessarily need to be on the transport layer.
As GBA (TS 33.220) is used for key establishment, HTTPS is the default standard for secure communication with a NAF. In HTTPS, TLS provides both integrity and replay protection, but requires handshake consisting of two roundtrips to set up.

As GBA-Push (TS 33.223) is used for key establishment, the lightweight GBA Push Layer (GPL), see TS 33.224, is a perfect candidate. GPL does not require any setup roundtrips, it is lightweight, it integrates with GBA-Push, and it provides integrity protection and replay protection.

7.5.3
Transport mechanisms for public key distribution
If the protection of the public keys is provided by an application layer mechanism such as GBA and GPL, there are several options for transporting the public keys to the terminals. 

· Existing NAS procedure: the integrity protected public keys might be included in existing NAS messages. This does not provide any savings in terms of NAS message space, but the integrity protection can be terminated in the core network. For example, the PWS key center can integrity protect the keys and deliver them to the SGSN/MSC/MME, or a separate protection function can be included in the SGSN/MSC/MME that is provided with the keys for the PWS key center. As sufficient bytes need to be available for protocol evolution, this approach cannot be used for GERAN CS.
· Cannot be used in GERAN CS
· New NAS procedure: Instead of using the existing NAS procedure a new NAS procedure for PWS key distribution can be created. The NAS procedure can work similarly in GERAN, UTRAN, and EUTRAN as well as in CS and PS. Another benefit is that while the current NAS procedures are not logically associated to PWS security at all, this new procedure would be. Having an independent NAS procedure would also make potential overload problems easier to handle as the whole message can be routed to a separate function or node.
· Can be used in all accesses.
· New NAS protocol: Instead of creating a new procedure in the mobility management and session management protocols a new NAS protocol specifically for PWS Security can be created. The new protocol would be assigned a new protocol discriminator. The NAS procedure can work similarly in GERAN, UTRAN, and EUTRAN as well as in CS and PS. This has similar benefits as creating a new NAS procedure, it would require more specification work but routing and potential overload problems would be even easier to handle.

· Can be used in all accesses.
· PS bearer: UE can set up a PS bearer and use IP to connect to the PWS key center. This work for all three RATs but does not work for terminals that only support the CS domain and would hence have to be combined with one of the other options below to cater for all types of terminals.

· Cannot be used in CS
· Short Message Service (SMS): Probably only practical for use in a push fashion. In theory possible to allow terminals to send an SMS requesting public keys, but such a construction may become complex and heavy. In case of a pure push based solution, the network needs to keep track of the terminal on the application layer to be able to know when the terminal is in an area where it does not have the current public key to verify warning messages. An SMS can carry 140 octets and if one or two 256-bit public ECDSA keys are sent that is plenty of space. Sending the corresponding security level DSA keys would not be possible in a single SMS. In that case chained SMSes would have to be used. SMS is currently not present in LTE.
· Cannot be used in LTE. Only push.
· Unstructured Supplementary Service Data (USSD); TS 23.090: USSD is commonly implemented and provides data traffic in both uplink and downlink. A USSD message can carry 160 octets. USSD support both pull and push. It is present in UTRAN, GERAN and over IMS, so it can be used for any of the 3GPP accesses.
· Can be used in all accesses.
· Circuit switched data (CSD); TS 23.202: CSD can be only be used over GERAN CS and UTRAN CS, but could be combined with a PS bearer in LTE. CSD however seems to be mainly intended for UE to UE communication and may hence not be appropriate to use as a bearer between a terminal and a server in the network.
· Cannot be used in LTE.
A robust solution is likely to require the possibility for the UE to be able to pull keys from the network. SMS is therefore not seen as an option as combining SMS with some other transfer does not provide any benefits. Note that to support pull, all of the options except the NAS based, requires a separate CS or PS bearer to be set up.

PS bearer and CSD also have limitations and cannot be used in all accesses. Of the suggested options only New NAS procedure, New NAS protocol, and USSD can be used in all accesses. There are therefore seen as the main transport mechanisms candidates.






















7.5.4
Analysis

7.5.4.1
Pros

A GBA based solution would not suffer from the weaknesses related to false or hacked base stations (e.g., BSS in GERAN and home (e)NBs in UTRAN/E-UTRAN) that applies to the NAS based solution. The reason is that a GBA based solution protects the distribution of the key all the way from the PWS key center located in the core network.

Most protocols for key establishment and protection of the public key delivery are actually in place already: GBA and/or GBA Push for key establishment, GPL and HTTPS to protect the key delivery to the terminal (push and pull respectively).

The signing/verification, display of warning to the user and possible public key infrastructure are mainly application layer functions. Therefore it would be preferable from a design cleanness perspective to also do the key distribution on the application layer (compared to mixing application layer and the radio layer as is the case for the NAS based solution). Layer violations (or cross layer optimizations as they are sometimes called) usually leads to complexity.
If a new NAS procedure or protocol is used as transfer protocol, the GBA approach would be more connected to the radio layer, but the termination point for the key distribution messages and key distribution protection point would be firmly on the application layer.


7.5.4.2
Cons

If a new NAS procedure or protocol is used as transfer protocol, the GBA approach has some but not all of the cons as the NAS solution.  


At the moment not many cons have been identified, but clearly cons to some degree would be discovered once more details would be examined.

7.5.4.3
Cost

The NAF needs to be dimensioned to handle a huge number of simultaneous requests for the current key in the same way the MSC/SGSN/MME would have to be dimensioned to handle the distribution of public keys in NAS messages. But the cost of dimensioning a single function is of course lower than the cost of dimensioning three separate functions. 

The home network needs to deploy a BSF and a PWS key center (NAF). There could be a cost to re-dimensioning the home BSF/HSS. 
7.5.4.4
Comparison to other solutions
Editor's Note: Comparison to the other solutions is needed.
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