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Abstract of the contribution: This document discusses the processes and roles that are common for all methodologies that intend to provide assurance to the operator that a network product from a vendor has a certain level of security.
1. Introduction
It is easy to get focused on the part related to what is to be created in the study, i.e., the Security Assurance Specifications. However, how these are to be used has so far been implicit or assumed.

In the past meetings and during the phone conferences there have been different views on the security assurance process and the roles involved. Since the TR does not contain any model for either of these, this paper intends to fill that gap and provide a better-defined model to work with.
2. Analysis and proposed pCR
The pCR below proposes a new clause. The green highlights are to ease the implementation of references in the TR.

Whether the clause fits best as a sub clause of clause 4 or 5 is left for discussion in SA3.
*** BEGIN CHANGES ***
4.x 
Roles and processes applicable to all methodologies

4.x.1
Introduction

This clause describes the most important elements, roles and processes from which the security assurance process is built. The clause also describes how these components fit together in the security assurance process. The process is independent from the methodology chosen. It does, however, impose requirements on what the methodology has to provide, i.e., each methodology shall define how an evaluation is performed and optionally how the certification step is performed.

In clause 4.x.2, the process is described without defining which party takes on which role. Clause 4.x.3 defines the different roles, and finally, clause 4.x.4 defines the steps in the process in more detail and the inputs and outputs to these steps.

The current business environment implicitly defines some of the roles and steps in the security assurance process. The reason for this is that there are informal and less rigorous security assurance processes for 3GPP related products already today. For example, the start and end of the process are already defined; the vendor produces the network product and the operator decides to accept or reject the provided assurance regarding security of the network product. These existing processes are vendor and operator specific.

4.x.2

Security assurance process

The security assurance process describes how the operator gets assurance regarding the security of the network product. The process is depicted in Figure 4.x.2.1-1. If there are any regulatory requirements on security assurance of the network product, they will for the purpose of this process model be considered being included in the acceptance requirements of the operator.

When a vendor is ready to provide security assurance w.r.t. a given network product, the vendor obtains one or more Security Assurance Specifications that the network product is aiming to fulfil. Choice of which SASes to select may depend on operator and/or regulatory input. Then the product is evaluated against the Security Assurance Specification(s). During this step, information may need to be exchanged between the evaluator, the vendor and/or the operator. The evaluation results in an evaluation report. The roles are described in clause 4.x.3; see that clause for a definition of the evaluator role. 

There are two alternatives how to proceed from this point. The choice of alternative depends on whether the operator requires a certification to accept the evaluation or not. If the operator requires certification of the evaluation, a certification authority has to examine the evaluation report and issue a certificate if satisfied. If, on the other hand, the operator does not require certification, the certification can be ignored and the operator receives only the evaluation report. Note that the party doing the evaluation may be the same party that issues a certificate. However, since certification is only an optional addition in the process, it is beneficial to separate the evaluator role and the certification authority role; see clause 4.x.3 for further descriptions of the roles.

Once the operator received the evaluation report, and possibly an indication of whether the network product passed certification, the operator takes a decision to either accept the security assurance level of the network product or not. The operator's acceptance decision may depend on external forces such as regulatory requirements.
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Figure 4.x.2.1-1 Security assurance process. The text "- OR –" in the figure indicates that the evaluation report may be provided directly to the operator or that it may be subject to certification first.
Note that the certification step is optional for use in addition to being optional to be defined by the methodology.

Naturally, this is an idealized process description. In reality, there may be iterations of the process or iterations of parts of the process. For example, when the vendor provides an update of certain dignity to the network product, the existing evaluation report may have to be updated. Following that, possibly a re-certification and a new operator acceptance decision has to be taken.

4.x.3

Roles

4.x.3.1
Roles involved in the security assurance process

Any security assurance process includes a number of roles. Figure 4.x.3.1-1 depicts the security assurance process studied in this technical report and indicates which roles are involved in it. New roles need to be defined in addition to the existing ones.
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Figure 4.x.3.1-1 Roles involved in the security assurance process. The text "- OR –" in the figure indicates that the evaluation report may be provided directly to the operator or that it may be subject to certification first.

4.x.3.2
Implicit and existing roles

As explained in the introduction in clause 4.x.1, some roles are implicit from the existing business environment. These roles are
-
Vendor produces the network product

-
Operator makes the decision regarding accepting assurance of security properties of the product 

-
3GPP is responsible for producing Security Assurance Specifications
4.x.3.3
New roles

In addition to the already existing roles, two new roles are defined. Unlike the implicit roles, the new role definitions do not fix which party should take on the role. For example, the vendor, the operator, a second or third party, could take the evaluator role. 

3GPP does not have mandate to require that a certain role must be instantiated by a certain legal entity, only a regulatory body can effectively make such a requirement. 3GPP can however define the processes and roles make an agreement on which party should take on the roles. This does not rule out that there will be regulatory requirements on who should take on a role that differ from the 3GPP agreement.

-
Evaluator evaluates the network product and produces an evaluation report. The vendor, the operator, GSMA, NVIOT, 3GPP, GCF or some other party, could take the evaluator role. 

-
Certification Authority decides if the evaluation report gives sufficient evidence of that, a proper evaluation of the network product has been conducted. Note that this role is different from the evaluator role, but the same entity could take on both roles. The Certification Authority role could include accreditation of approved evaluators .The certification Authority does not test the network product or verify the security functionality of the network product. The Certification Authority examines the evaluation report. If the Certification Authority finds the evaluation report satisfactory, it issues a certificate stating this fact. The certificate provides the value that an operator that trusts the Certification Authority can feel more assured about that the network product fulfils the claimed security level. The vendor can take the Certification Authority role; this is what sometimes is referred to as "self-certification". It only makes sense for the vendor to take on the Certification Authority role if the vendor simultaneously takes on the evaluator role. The Certification Authority role can also be taken by, e.g., GSMA, NVIOT or CCRA. 
Editor's Note: How to instantiate these roles is FFS.

4.x.4
Sub processes and documentation
4.x.4.1
Security Assurance Specification (SAS)

The Security Assurance Specification provides a description of the security functional and security assurance requirements.

Editor's Note: This clause needs to be further elaborated.

4.x.4.2
Network product

The network product has to be accompanied by documentation regarding its development to facilitate proper evaluation. It can also be expected that the evaluator has to inquire further information from the vendor to perform the evaluation. 

Editor's Note: This clause needs to be further elaborated.
4.x.4.3
Evaluation and evaluation report

The evaluation results in an evaluation report that describes the evaluation performed and whether the evaluator deems that the network product fulfils the Security Assurance Specification(s) that it claims to fulfil.

Editor's Note: This clause needs to be further elaborated.
4.x.4.4
Certification and certificate
If the evaluation report states that the network product passed the evaluation successfully, a Certification Authority may review the evaluation report. If the review concludes that the evaluation report is satisfactory, the Certification Authority may issue a certificate to the network product.

Editor's Note: This clause needs to be further elaborated.
4.x.4.5
Operator security acceptance decision

The operator examines the network product, the evaluation report (and possibly the certificate) and decides if the security assurance level is sufficient.

Editor's Note: This clause needs to be further elaborated.
*** END OF CHANGES ***
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