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1.

Introduction

Initial details of implicit certificates, a PKI public key distribution method for PWS were agreed in SA3#68. As with other proposals the implicit certificate approach provides pros and cons in its key delivery method. 
This contribution seeks to provide a comparison with other proposals for the purposes of the study on PWS security.
2.
Discussion
The implicit approach is the only proposed PKI approach for PWS public key distribution. Compared to other approaches it offers significant advantages in the areas of network resource consumption, CBE scalability, operator liability and operator cost.
Network resource consumption: 

Link and core network resource usage is less than with other approaches and is consumed only when a PWS message is sent. No additional resources are expended either for roaming UEs or during an update of a CBEs public key/implicit certificate.
CBE scalability:
As multiple CBEs can share the same CA, the system is easily scalable to support the additional CBE. Simply put, if a national authority requires the addition of a new CBE, the CBE need only obtain an implicit certificate from one of the available CAs without the need of signalling new, per CBE, keying material to UEs or an operator’s network except for testing purposes. 
Operator liability:
Operator liability is kept to a minimum. Responsibility for key management issues such as setting up, functioning and upkeep of the CAs is at the national level and not the responsibility of the operator.
Operator cost:

Compared to other approaches the implicit certificate approach has minimal imact on an operator’s network. The only known impacts at this time are: 1) Upgrading the PWS security field from 50 bytes to 75 bytes 2) Installation of the CBC-CBE interface.
On the other hand the implicit certificate approach there are disadvantages to be considered with the implicit certificate approach at least in the areas of CA setup/operation and overhead in the PWS security field.

CA setup/operation:
A major cost in any PKI system is setup and operation of the CA. However, since this is done at the national level the costs and liability associated with CAs is borne by the national government and not operators.
PWS security field overhead:
While efficient in size, implicit certificates do occupy space and are a source of additional overhead in the PWS security field resulting in a security level of 112-bits.
4.
Conclusion
This contribution provides a brief comparison of the implicit certificate approach with other proposals for PWS public key distribution. It is kindly proposed the associated pseudo CR contained in S3-130110 be included in TR 33.869.
