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Abstract of the contribution: This contribution makes an interpretation and clarification of the threats in MTC small data transmission and proposes to delete the editor’s note in clause 5.8.2 of TR 33.868.
1. Analysis 

It has analysed and added the security threats in small data transmission caused by no authentication of SCS in SA3#69 meeting. There may be some confusion or misunderstanding between the threats of device trigger message and small data transmission, so it results in an editor’s note “Threats regarding the small data when not used in combination with device trigger need to be studied.” In fact, there are some differences between them.
For device trigger, the source is always SCS and the device trigger message is used to ask UEs to take some action accordingly, the network aims to filter the downlink fake trigger message from unauthorised SCS and common UEs. But for small data transmission, the source can be either SCS (Mobile Terminated sent to UE) or UE (Mobile Originated sent from UE).  
For MT small data transmission, a forged SCS may send a fake small data to the network and then the network is utilized by the attacker to trigger MTC devices, or a SCS which is not authorized to deliver given small data for given MTC devices may proceed this illegal action. This may lead to a false action of UE, waste of the UE’s power consumption, and even a DOS attack to the network. 
And for MO small data transmission, SCS is the destination of small data, the small data may be related to some users’ sensitive privacy information, if the network connects to a forged or threatened SCS controlled by attackers, thus the small data will be delivered to that SCS and then the attacker can obtain the users’ privacy information. In addition, a normal UE may send fake MO small data to SCSs through operator network to get some services, or a malicious but legitimate UE which is only permited to receive small data (e.g. simple controller) may send UE MO small data to SCSs, or yet another malicious but legitimate UE which has MO small data function may deliver fake small data to SCSs with which UE has no MO small data service subscription, or millions of malicious UEs may send MO small data simultaneously to perform DoS attacks on the operator network or SCSs. These may lead to false action of SCSs, waste of network resources, waste of SCS resource, free service, wrong charging, privacy information leak from SCS, DoS attacks on Network or SCSs and so on.

2. Proposals 

It proposed to delete the editor’s note in clause 5.8.2 of TR 33.868.
PCR
*************************************Begin of Change*********************************************
5.8.2
Threats
Proposals for “small data transmission” allow UEs to arbitrary create NAS content and traffic. Using NAS for SMS transport was designed as a stop-gap solution in Rel-8 with the goal of eventual deployment of of IMS-based SMS. What is being proposed now will standardize overloading of NAS, strictly control protocol, with what is effectively UP content. Such content will be generated by potentially hundreds of millions devices, creating an environment for a DOS attack on MME. 

There may be no pre-established NAS security context in transfer data via optimised SMS solution. Thus the small data transmission can not be protected by valid security context and can be easily tampered or intercepted by the attacker. Sometimes small data is sensitive and important because it may be related to emergency event or commerce. Once it is tampered or intercepted, the consequence can be serious.
The SCS is the source of MTC service applications. For MT small data transmission, SCS generates small data and delivers it to related UEs through operator network. In case the SCS is outside the operator domain, some security attacks on Tsp interface may exist. A forged SCS may send a fake small data to the network and then the network is utilized by the attacker to trigger UEs, or a SCS which is not authorized to deliver small data for UEs may proceed this illegal action. This may lead to a false action of UE, waste of the UE’s power consumption, and even a DOS attack to the network. 
And for MO small data transmission, SCS is the destination of small data. The small data may be related to some users’ sensitive privacy information, if the network connects to a forged or threatened SCS controlled by attackers, the small data will be delivered to that SCS and then the attacker can obtain the users’ privacy information. In addition, a normal UE may send fake MO small data to SCSs through operator network to get some services, or a malicious but legitimate UE which is only permited to receive small data (e.g. simple controller) may send UE MO small data to SCSs, or yet another malicious but legitimate UE which has MO small data function may deliver fake small data to SCSs with which UE has no MO small data service subscription, or millions of malicious UEs may send MO small data simultaneously to perform DoS attacks on the operator network or SCSs. These may lead to false action of SCSs, waste of network resources, waste of SCS resource, free service, wrong charging, privacy information leak from SCS, DoS attacks on Network or SCSs and so on
The threats regarding small data when not used in combination with device trigger are different. For device trigger, the source is always SCS and the device trigger message is used to ask UEs to take some action accordingly. The network aims to filter the fake trigger message from unauthorised SCS and common UEs. But for small data transmission, the source can be either SCS (Mobile Terminated sent to UE) or UE (Mobile Originated sent from UE). For MT small data the threats described above apply when it is not used in combination with device trigger and the threats in 5.1.2 apply when used in combination with device trigger. For MO small data, the threats described above apply.  
     
*************************************End of Change*********************************************
