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Abstract of the contribution: 
This document analyses the security threats on selection policies based on the preferences such as OUI/SSID/Realms and proposes a key issue for security aspects of WLAN network selection for 3GPP terminals.
1 Introduction
According to section 5.1 and section 6.1 of TR 23.865, more and more 3GPP operaters rely on roaming agreements for supporting WLAN access. It becomes very cumbersome and inconvinent to maintain an up-to-date list of all SSIDs used by hotspots providers, because roaming agreements may change and the hotspot providers may modify their SSIDs. To solve the problem, ANDSF selection policies are recommended to be extended to support selection policies based on Realms and/or Organizational Unique Identifiers (OUIs) which are supported by Hotspot 2.0 compliant WLAN networks. Security aspects of using these parameters should be considered.
2 Analysis 

An example deployment is shown in Figure 1 below, where the 3GPP operator has roaming agreements with Partner X and Partner Y. Each of these partners acts as a “roaming consortium” and maintains its own roaming agreements with individual hotspot providers (shown as WLAN A, B and C).
[image: image1.emf]WLAN B

UE

Roaming Partner X

(Roaming Consortium X)

3GPP PLMN

Roaming Partner Y

(Roaming Consortium Y)

Roaming

Agreement

ANDSF

WLAN A

WLAN C

Roaming

Agreement

SSID C

SSID B

SSID A

Policies with

SSID preferences


Figure 1 Supporting WLAN access through roaming agreements
The ANDSF may send policies to UE based on Realms and/or OUIs to indicate for example that “WLANs that interwork with Realm=PartnerX.com have the highest access priority”. The UE uses the Realms and/or OUIs as an alternative way (instead of using SSID) to identify and prioritize the discovered WLAN access networks.
The Realms and/or OUIs are broadcasted by HS2.0 AP in its beacon or transmitted in probe response frames.  A Hotspot 2.0 compliant UE is also capable to discover the Realms and/or OUIs by using the applicable discovery procedures (e.g. based on the ANQP protocol). The information is transmitted to UE without security protection. The Realms and/or OUIs may be tampered by a man-in-the-middle (MitM) attack on radio interface which leads to useless of the policies based on the information. Besides, a malicious HS2.0 AP which has a low priority subscripition agreement with 3GPP operator is able to send a fake OUI to claim a high access priority, in order to seduce UE to choose. It would result in an additional cost to UE.
In addition, using SSIDs inWLAN selection policies can also create several different attacks, as what have been mentioned above.

3 Proposal

It is kindly proposed to include the following PCR in TR33.XXX.
***************************** Start of changes ******************************
X.X Key issue-Support WLAN access through roaming agreements

X.X.1 Issue Details

More and more 3GPP operaters rely on roaming agreements for supporting WLAN access, an example deployment is shown in Figure 1 below, where the 3GPP operator has roaming agreements with Partner X and Partner Y. Each of these partners acts as a “roaming consortium” and maintains its own roaming agreements with individual hotspot providers (shown as WLAN A, B and C).
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Figure 1 Supporting WLAN access through roaming agreements
The ANDSF may send policies to UE based on Realms and/or OUIs to indicate for example that “WLANs that interwork with Realm=PartnerX.com have the highest access priority”. The UE uses the Realms and/or OUIs as an alternative way (instead of using SSID) to identify and prioritize the discovered WLAN access networks.
X.X.2 Threats

The Realms and/or OUIs are broadcasted by HS2.0 AP in its beacon or transmitted in probe response frames.  A Hotspot 2.0 compliant UE is also capable to discover the Realms and/or OUIs by using the applicable discovery procedures (e.g. based on the ANQP protocol). The information is transmitted to UE without security protection.The Realms and/or OUIs may be tampered by a man-in-the-middle (MitM) attack on radio interface which may lead to useless of the policies based on the information. Besides, a malicious HS2.0 AP which has a low priority subscripition agreement with 3GPP operator is able to send a fake OUI to claim a high access priority, in order to seduce UE to choose. It would result in an additional cost to UE.

In addition, using SSIDs inWLAN selection policies can also create several different attacks, as what have been mentioned above. 
X.X.3 Security Requirements

It may not be possible to protect a UE from the above attacks completely. However, it should be studied whether a mechanism can minimized the impact of a fake OUI/SSID. 
***************************** End of changes ******************************




























































