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Abstract of the contribution:

This document analyzes a problem in solution 6.
1 Introduction
Solution 6 uses implicit certificate for PWS security.  This contribution gives an analysis of its problem.
2 Analysis
With regard to how to update CA’s public key, there is a clause 7.7.3.1 titled “PWS public key update”. However, when reading it clearly, this clause is not about how to update CA’s public key, but it’s a description of “A high level view of an implicit certificate approach from the UE perspective”. It says that,
“A high level view of an implicit certificate approach from the UE perspective is shown in Figure 7.7.3.1. The UE derives the signer’s public key using the received implicit certificate and the CA’s public key. The UE then verifies the signature using the derived signer’s public key. The authenticity of the signer (and indeed the derived public key) is implied by proof of possession of the associated private key of the signed message.”
In clause 7.7.1 general clause, there is a sentence that seems to mention how to update. It says that “Although CAs are assumed to be long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. This could be achieved through a PWS message type containing a new public key thereby updating the available CA information rather than an actual warning message. On reception the message would update the stored CA public key content……” 
To ensure security of PWS message verification, the security of CA’s public key is the basis of implicit certificate. How to update CA’s public key is very essential when the lifetime of CA is near expired or for some reason the public key needs updated, e.g. private key is damaged. But the description of how to update CA’s public key is very unclear in clause 7.7.1. What “a PWS message type” means and how to implement this type and how to let UE knows update? Otherwise, it is just a sketch of implicit certificate usage for PWS in solution 6. 
3 Proposal

We kindly propose SA3 to agree the following PCR.
**********************************************Begin of Change*******************************************************
7.7.1

General

An overview of the implicit certificate based approach is shown in figure 7.7.1.1. UE firmware is provisioned with public keys of several global CAs. The message signer periodically obtains an implicit certificate from a CA which can be included as part of the security portion of a PWS transmission. The implicit certificate combined with the CA’s public key results in the message signer’s public key allowing the UE to verify the signature.

Although CAs are assumed to be long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. This could be achieved through a PWS message type containing a new public key thereby updating the available CA information rather than an actual warning message. On reception the message would update the stored CA public key content. This could occur in the background and need not be displayed to the user.  To ensure the UE can trust the message contents, such a message could be signed by a CBE entity using an implicit certificate.
Editor’s note: It is FFS how to update CA’s public key for implicit certificate of PWS usage in solution 6. 
As a security measure at least two approaches could be considered:

Approach 1: UEs would be required to receive at least one and preferably multiple update messages from a CBE where the implicit certificate of each message is from a different existing CA.

Approach 2: A separate CA could be assigned as a signing authority of the CBEs CA list. As the signing authority is critical to system operation it should be long lasting and well protected.

An additional approach worth mentioning would be to update the CA list through a push mechanism similar to (U)SIM Application Toolkit. However operators would bear greater responsibility and cost with this approach.
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Figure 7.7.1.1: Overview of Implicit Certificate approach

**********************************************End of Change*******************************************************

**********************************************Begin of Change*******************************************************
7.7.3.1
High level view of an implicit certificate approach from the UE perspective 
Implicit certificates are a well known approach used in cryptography and can be used to reduce the amount of storage and computation in public key systems. Instead of a CA generating a signed certificate in order to certify a signer’s explicitly embedded public key, the signers public key is computed by the UE using the certificate in combination with a CA’s public key.
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Figure 7.7.3.1 UE perspective of Implicit Certificate in PWS

A high level view of an implicit certificate approach from the UE perspective is shown in Figure 7.7.3.1. The UE derives the signer’s public key using the received implicit certificate and the CA’s public key. The UE then verifies the signature using the derived signer’s public key. The authenticity of the signer (and indeed the derived public key) is implied by proof of possession of the associated private key of the signed message.
**********************************************End of Change*******************************************************

