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1
Opening of the Meeting 

Pete (Vodafone) welcomed the delegates to Edinburgh on behalf of the European Friends of 3GPP (EF3).

2
Approval of Agenda and Meeting Objectives

S3-121000
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms(http://www.etsi.org/WebSite/document/Legal/IPRforms.doc)

4
Meeting Reports

4.1
Approval of the Report from SA3 #68

S3-121152
Report from last SA3 meeting





Source: ETSI Secretariat

Abstract: 

-

Discussion: 

Action points from the previous meeting SA3#68 were closed.

Decision: 

The document was approved.



4.2
Report from SA #57

S3-121001
Report from last SA meeting





Source: WG Chairman

Abstract: 

-

Discussion: 

The Chairman informed the delegates about the last SA Plenary meeting

SA3 MBMS CRs were returned.

SA4 will send during this meeting week a LS in order to work on the common issues regarding these CRs. The rest will be treated during this meeting.

Decision: 

The document was noted.



4.3
Report from SA3-LI 

Given by Alex (BT, LI Chairman):

- Significant focus on IMEI and IMS VOIP interception.

- MediaSec IBAKE LI solution evaluation nearly completed (approval likely at next meeting subject to no further identified issues).

- SA3-LI is considering splitting 33.106 into release dependent and release non-dependent requirements.

- Mid-Call interception solution for Media Security discussed and solution approach agreed.

- Work on Cloud LI study continuing

- CAT & CRS stage 2 / 3 solutions being developed for R12.

5
Items for early consideration

S3-121057
LS from ETSI SAGE: Correction to UIA2 test vector





Source: SAGE (12) 17

Abstract: 

-

Discussion: 

Presented by Peter Howard (Vodafone)

There is an error in one of the UIA2 test vectors in version 1.0 of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2 Document 3

A small CR will be created to correct this error. Once it is approved in the SA Plenary, MCC will inform GSMA in order to update it in the document.

Guenther (NSN) asked whether this error also occurs in the EPS document, which is identical. This was checked offline.

NTTDocomo wondered how often this error occurs since it has been discovered 7 years later.

The new version of the document was endorsed by the SA3 Group.

Decision: 

The document was noted.



S3-121159
Correction to UIA2 test vector





35.217
  CR-0001  (Rel-7) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121160
Correction to UIA2 test vector





35.217
  CR-0002  (Rel-8) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121161
Correction to UIA2 test vector





35.217
  CR-0003  (Rel-9) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121162
Correction to UIA2 test vector





35.217
  CR-0004  (Rel-10) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121163
Correction to UIA2 test vector





35.217
  CR-0005  (Rel-11) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121164
Correction to UIA2 test vector





35.217
  CR-0006  (Rel-12) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121220
Update of URL to 3GPP algorithms page





35.218
  CR-0001  (Rel-7) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121221
Update of URL to 3GPP algorithms page





35.218
  CR-0002  (Rel-8) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121222
Update of URL to 3GPP algorithms page





35.218
  CR-0003  (Rel-9) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121223
Update of URL to 3GPP algorithms page





35.218
  CR-0004  (Rel-10) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121224
Update of URL to 3GPP algorithms page





35.218
  CR-0005  (Rel-11) v..





Source: Vodafone

Decision: 

The document was agreed.



S3-121225
Update of URL to 3GPP algorithms page





35.218
  CR-0006  (Rel-12) v..





Source: Vodafone

Decision: 

The document was agreed.



6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

6.2
IETF

6.3
ETSI SAGE

Given by Peter Howard (Vodafone).

There is an LS from ETSI SAGE that will be treated during this meeting

6.4
GSMA

Charles Brookson gave a brief update to SA3 on GSMA activities.

The Signalling Security Group was investigating and remedying some of the issues around SS7 security. The Mobile Malware Group had reissued their handbook. In general we found that most of the mobile malware came from areas that did not use official Application stores, and that the threats were not great in those areas of the world used the official stores.

There was a mobile messaging group that was starting work. The Handset Security steering Group was looking again at the funding of IMEI testing. In general IMEIs were now secure, notable exceptions being two major manufacturers.

The Equipment Identity register Group was looking at the rules and specification for the EIR for the IMEI, as there had been many new countries joining from North and South America. Issues still existed in Europe with countries withdrawing.

Algorithm withdrawal for some GPRS algorithms had been carried out, as had the issue of improved algorithms. Various security issues had been the subject of internal briefings to members.

Mobile security continues to be under active scrutiny at Conferences and Workshops. The deployment of LTE is introducing new challenges.

The next meeting in Vienna (Austria) will be on the 27 and 28 of November, with working groups meeting on the 29. If any SA3 delegate who is not a member wishes to attend then please contact Charles.

6.5
3GPP2

6.6
OMA

6.7
TCG

Given by Silke (Nokia):

Ongoing specification work:

-TCG Mobile Reference Architecture Doc for MTM 2.0

- Glossary

- Security Requirements

Ongoing discussions:

-          Multi-Stakeholder Model 

-          Choices for virtualized devices

-          GP/TEE Client interface API

6.8
Other Groups

Bengt Sahlin commented that ETSI TISPAN will be closed very soon, E2NA still in early developing stages. There will some security work in E2NA

Charles Brookson also pointed out that there is a OneM2M group recently created that will also deal with Security issues impacting 3GPP.

7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

7.1.1
Media Plane Security

S3-121078
Corrections on e2ae security for RTP





33.328
  CR-0040  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-121184.



S3-121184
Corrections on e2ae security for RTP





33.328
  CR-0040  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121078)

Decision: 

The document was agreed.



S3-121079
Discussion of e2ae security for MSRP





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was noted.



S3-121080
Corrections on MSRP security based on SIP signalling security





33.328
  CR-0041  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-121186.



S3-121186
Corrections on MSRP security based on SIP signalling security





33.328
  CR-0041  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121080)

Decision: 

The document was agreed.



S3-121106
33328 CR Inclusion of session based messaging in KMS based solution





33.328
  CR-0046  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-121187.



S3-121187
33328 CR Inclusion of session based messaging in KMS based solution





33.328
  CR-0046  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-121106)

Decision: 

The document was agreed.



S3-121081
Security for immediate messaging based on SIP signalling security





33.328
  CR-0042  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-121188.



S3-121188
Security for immediate messaging based on SIP signalling security





33.328
  CR-0042  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121081)

Decision: 

The document was agreed.



S3-121103
33829 pCR Immediate messaging deferred delivery





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-121189.



S3-121189
33829 pCR Immediate messaging deferred delivery





Source: Ericsson, ST-Ericsson

(Replaces S3-121103)

Decision: 

The document was approved.



S3-121082
Security for conferencing based on SIP signalling security





33.328
  CR-0043  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-121083
Security for forking and re-targeting based on SIP signalling security





33.328
  CR-0044  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-121191.



S3-121191
Security for forking and re-targeting based on SIP signalling security





33.328
  CR-0044  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121083)

Decision: 

The document was agreed.



S3-121084
pCR to TR 33.829: Terminology related to Communications Diversion





33.829 v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

This pCR to TR 33.829 would strictly belong to agenda item 8.1, but is closely related to S3-120183 in agenda item 7.1.1.

Decision: 

The document was approved.



S3-121104
33328 CR R12 Recommended use of Wild carded identity





33.328
  CR-0045  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-121192.



S3-121192
33328 CR R12 Recommended use of Wild carded identity





33.328
  CR-0045  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-121104)

Decision: 

The document was agreed.



S3-121105
33829 pCR Call Diversion





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-121196.



S3-121196
33829 pCR Call Diversion





Source: Ericsson, ST-Ericsson

(Replaces S3-121105)

Decision: 

The document was approved.



S3-121190
Draft TR 33.829





33.829 v..





Source: Rapporteur

Decision: 

The document was approved.



7.1.2
Other Common IMS Issues

S3-121011
Reply LS on border control concepts for VINE





Source: S2-123366

Abstract: 

-

Decision: 

The document was noted.



S3-121012
LS OUT to ITU-T SG16 on Support of TLS for media security in IP networks





Source: C4-121786

Abstract: 

-

Decision: 

The document was noted.



7.2
Network Domain Security

S3-121002
NDS/IP: Discussion of IKE reauthentication





Source: Deutsche Telekom AG

Abstract: 

-

Decision: 

The document was noted.



S3-121003
NDS/IP: CR for IKE reauthentication





33.210
  CR-0045  (Rel-12) v..





Source: Deutsche Telekom AG

Abstract: 

-

Decision: 

The document was revised to S3-121200.



S3-121200
NDS/IP: CR for IKE reauthentication





33.210
  CR-0045  rev 1 (Rel-12) v..





Source: Deutsche Telekom AG

(Replaces S3-121003)

Decision: 

The document was agreed.



S3-121039
CR-Update CMP Reference R11





33.310
  CR-0066  (Rel-11) v..





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-121040
CR-Update CMP Reference R10





33.310
  CR-0067  (Rel-10) v..





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-121041
CR-Update CMP Reference R9





33.310
  CR-0068  (Rel-9) v..





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-121077
Clarification on scope and support for certificate extensions





33.310
  CR-0069  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks, Deutsche Telekom, Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-121201.



S3-121201
Clarification on scope and support for certificate extensions





33.310
  CR-0069  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks, Deutsche Telekom, Vodafone

(Replaces S3-121077)

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

S3-121021
LS response on contents of Handover Required message for rSRVCC





Source: S2-124044

Abstract: 

-

Decision: 

The document was noted.



S3-121036
Miss implemented CR S3-120544





33.102
  CR-0256  (Rel-12) v..





Source: Alcatel Lucent

Abstract: 

-

Decision: 

The document was revised to S3-121205.



S3-121205
Miss implemented CR S3-120544





33.102
  CR-0256  rev 1 (Rel-12) v..





Source: Alcatel Lucent

(Replaces S3-121036)

Decision: 

The document was agreed.



S3-121038
CR-Removal of intra-UMTS rSRVCC





33.102
  CR-0257  (Rel-12) v..





Source: Huawei, Hisilicon, Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was agreed.



7.4
GERAN Network Access Security

S3-121126
Separate Cipher Keys for TCH and SACCH





TS 44.018 v..





Source: Intel

Abstract: 

This is a discussion paper to propose a mitigation of a security risk in GERAN: Ciphering on TCH using algorithm A5/1 is vulnerable to known-plain-text attacks via SACCH. It is proposed to use separate cipher keys for TCH and SACCH in order to de-couple t

Discussion: 

Deutsche Telecom asked whether this would be backward compatible for older terminals. The answer was yes, it won’t be back ward compatible.

BT  asked if  this scenario happens often in real life i.e.  is there a commercial driver for the attack. Intel replied that sending SMS on behalf of someone has a commercial implication

NSN commented that the impact would be severe and rather difficult to implement in the network. It would be problematic to implement since it is about protecting old infrastructure when the current one is already well protected. This is Rel-10 and not backwards compatible.

Ericsson commented that we should go for A5/3 or A5/4 instead of patching things up.

The proposal wasn't endorsed by the group.

Decision: 

The document was noted.



7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

S3-121059
Definition of Session





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was approved.



S3-121061
Usage of Nonce in Web GBA and TLS





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was approved.



S3-121085
Integration of Web GBA with Crypto API





Source: Nokia Corporation, Nokia Siemens Networks, Gemalto

Abstract: 

-

Decision: 

The document was revised to S3-121203.



S3-121203
Integration of Web GBA with Crypto API





Source: Nokia Corporation, Nokia Siemens Networks, Gemalto

(Replaces S3-121085)

Decision: 

The document was approved.



S3-121202
Draft TR 33.823 GBA





33.823 v..





Source: Rapporteur

Discussion: 

The TR will be sent for approval

Decision: 

The document was agreed.



7.5.2 
GBA extensions for re-use of SIP Digest credentials

7.5.3
 Other GAA Issues

S3-121115
Clarification of the term application specific user security settings





33.222
  CR-0038  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-121204.



S3-121204
Clarification of the term application specific user security settings





33.222
  CR-0038  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-121115)

Decision: 

The document was agreed.



S3-121132
Updated WID for MOSAP





Source: Intel,Verizon,Cisco

Abstract: 

SA3 objectives are added to the SA2 MOSAP WID.

Decision: 

The document was revised to S3-121168.



S3-121168
Updated WID for MOSAP





Source: Intel,Verizon,Cisco

(Replaces S3-121132)

Decision: 

The document was withdrawn.



S3-121133
Re-authentication procedure using bootstrapping usage procedure





33.924
  CR-0021  (Rel-12) v..





Source: Intel,Verizon,Cisco

Abstract: 

This contribution describes a re-authentication procedure and proposes text to clause 4.4.1 of the TR 33.924.

Decision: 

The document was revised to S3-121169.



S3-121169
Re-authentication procedure using bootstrapping usage procedure





33.924
  CR-0021  rev 1 (Rel-12) v..





Source: Intel,Verizon,Cisco

(Replaces S3-121133)

Decision: 

The document was withdrawn.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

S3-121007
LS on SA3 eMBMS changes impacting CT6





Source: C6-120384

Abstract: 

-

Decision: 

The document was replied to in S3-121197.



S3-121197
Reply to: LS on SA3 eMBMS changes impacting CT6





Source: Ericsson

Decision: 

The document was approved.



S3-121119
Support for multiple BM-SCs





33.246
  CR-0165  (Rel-9) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-121193.



S3-121193
Support for multiple BM-SCs





33.246
  CR-0165  rev 1 (Rel-9) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent

(Replaces S3-121119)

Discussion: 

Main concerns came on Note 2.Telecom Italia felt that this is not in scope of SA3.

NSN commented that this is happening inside the UICC and it is implementation specific. That's why it is a note, but being Rel-9 it is not possible to have a Note. It needs to be caught without mandating implementation into Rel-9, so this is the reason it is put here.

Morpho Cards suggested to make it more generic, not only for UICC.

NSN suggested to use the term non volatile memory instead of card.

Decision: 

The document was agreed.



S3-121122
Support for multiple BM-SCs





33.246
  CR-0166  (Rel-10) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-121194.



S3-121194
Support for multiple BM-SCs





33.246
  CR-0166  rev 1 (Rel-10) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent

(Replaces S3-121122)

Decision: 

The document was agreed.



S3-121123
Support for multiple BM-SCs





33.246
  CR-0167  (Rel-11) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-121195.



S3-121195
Support for multiple BM-SCs





33.246
  CR-0167  rev 1 (Rel-11) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent

(Replaces S3-121123)

Decision: 

The document was agreed.



S3-121095
Draft text for prevention of early UICC wear out





Source: Nokia Corporation, Nokia Siemens Networks, Gemalto, Ericsson, ST-Ericsson, Verizon Wireless, Vodafone, Alcatel Lucent

Abstract: 

-

Decision: 

The document was noted.



S3-121150
Fixing the lack of confidentiality protection for Associated Delivery Procedures





33.246
  CR-0164  rev 1 (Rel-11) v..





Source: Qualcomm Incorporated, Ericsson, ST-Ericsson, Verizon Wireless

Abstract: 

-

Discussion: 

This is the agreed CR in the last meeting SA3#68 but rejected in the SA Plenary. There are changes in the cover, in the Clauses Affected.

The Chairman clarified that SA4 will go only for Rel-11 so they decided not to send any LS.

Decision: 

The document was revised to S3-121241.



S3-121241
Fixing the lack of confidentiality protection for Associated Delivery Procedures





33.246
  CR-0164  rev 2 (Rel-11) v..





Source: Qualcomm Incorporated, Ericsson, ST-Ericsson, Verizon Wireless

(Replaces S3-121150)

Decision: 

The document was agreed.



S3-121125
MIKEY-RAND in MTK messages





33.246
  CR-0168  (Rel-11) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-121206.



S3-121206
MIKEY-RAND in MTK messages





33.246
  CR-0168  rev 1 (Rel-11) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-121125)

Discussion: 

Change of Category

Decision: 

The document was agreed.



S3-121198
MIKEY-RAND in MTK messages





33.246
  CR-0169  (Rel-9) v..





Source: Ericsson

Decision: 

The document was agreed.



S3-121199
MIKEY-RAND in MTK messages





33.246
  CR-0170  (Rel-10) v..





Source: Ericsson

Decision: 

The document was agreed.



S3-121060
 LS to OMA BCAST on MBMS





Source: Nokia Corporation, Nokia Siemens Networks, Gemalto, Ericsson, ST-Ericsson, Verizon Wireless, Vodafone, Alcatel Lucent,

Abstract: 

-

Discussion: 

Ericsson asked whether this would work with legacy UE

NSN replied that it should work, so no impact on legacy UE

Gemalto pointed out that there is no functional change on the UE.

Decision: 

The document was revised to S3-121207.



S3-121207
 LS to OMA BCAST on MBMS





Source: Nokia Corporation, Nokia Siemens Networks, Gemalto, Ericsson, ST-Ericsson, Verizon Wireless, Vodafone, Alcatel Lucent,

(Replaces S3-121060)

Decision: 

The document was approved.



7.7
SAE/LTE Security

S3-121013
Reply LS on S6a Security





Source: C4-122228

Abstract: 

-

Discussion: 

Taken together with S3-121022

NSN pointed out that CT4 discussed the scenario of two PLMNs and the interconnection PLMNx. A reply to SA2 would acknowledge the existence of the DEA as NSN suggested. Deutsche Telecom agreed. The reply will be sent to CT4 as well.

Decision: 

The document was replied to in S3-121165.



S3-121165
Reply to: Reply LS on S6a Security





Source: Deutsche Telecom,NSN

Decision: 

The document was approved.



S3-121022
Reply LS on S6a security





Source: S2-124144

Abstract: 

-

Decision: 

The document was replied to in S3-121165.



7.7.1
TS 33.401 Issues

S3-121037
CR-Corrections to 33.401





33.401
  CR-0506  (Rel-12) v..





Source: Huawei, Hisilicon

Abstract: 

-

Decision: 

The document was revised to S3-121167.



S3-121167
CR-Corrections to 33.401





33.401
  CR-0506  rev 1 (Rel-12) v..





Source: Huawei, Hisilicon

(Replaces S3-121037)

Decision: 

The document was agreed.



S3-121072
Editorial correction to Attach in UTRAN





33.401
  CR-0507  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-121166.



S3-121166
Editorial correction to Attach in UTRAN





33.401
  CR-0507  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121072)

Discussion: 

Update of the latest version of the spec (12.5.1)

Decision: 

The document was agreed.



S3-121073
Issues with S1 handovers in EPS





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Presented together with 121074,121075 and 121076

Ericsson commented that this problem has been known. Why is it so important if we already have a procedure? Why the optmization?This was done in a lab.

NSN clarified that we use protocol means to relieve overload situations.

Ericsson also commented that it was commented earlier this year that there are mechanisms to detect decipher desync.

Ericsson asked if this is frequent enough, NSN replied that this happens often.

ALU agrees that this has seen in labs, but also the target eNodeBs are overloaded in the real networks.ALU asked why solution one for handover requests rejected by the target eNodeB is not enough. NSN replied that if the target eNodeB changes, the solution one does not solve the problem completely.

NSN commented that there is a lot of activity to reduce the number of AKA requests to the HSS.

Alf asked why is there a handover to an overloaded eNodeB?The Network Management System should know beforehand.NSN replied that this is not a NMS problem.

Alf pointed out that the need of knowing whether a node is overloaded is an implementation issue.NSN clarified that the trigger itself won't be standardised.

NEC and Ericsson believed that an LS should be sent first to RAN in order to know if this optimization is necessary.NSN agreed.

Deutsche Telecom believed that this solution was not robust.

Ericsson didn't like mandating behaviour on the MME that it is not needed.

It was agreed to send an LS.

Decision: 

The document was noted.



S3-121074
Editorial clarification on EPS NAS security context





33.401
  CR-0508  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was noted.



S3-121075
Editorial clarifications on KeNB re-keying





33.401
  CR-0509  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-121171.



S3-121171
Editorial clarifications on KeNB re-keying





33.401
  CR-0509  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121075)

Discussion: 

Postponed until SA3#70

Decision: 

The document was postponed.



S3-121076
KeNB re-keying from current KASME





33.401
  CR-0510  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-121172.



S3-121172
KeNB re-keying from current KASME





33.401
  CR-0510  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121076)

Discussion: 

Postponed until SA3#70

Decision: 

The document was postponed.



S3-121170
LS on KeNB re-keying without a change of KASME





Source: Nokia Siemens Networks

Decision: 

The document was approved.



7.7.2
TS 33.402 Issues

7.7.3
Relay Node Security

7.7.4
EEA3 and EIA3 Issues

7.7.5
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

S3-121020
Reply LS on H(e)NB Air Interface Activation





Source: S1-122511

Abstract: 

-

Decision: 

The document was noted.



S3-121042
CR-H(e)NB Air Interface Activation Requirement





33.320
  CR-0093  (Rel-9) v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-121208.



S3-121208
CR-H(e)NB Air Interface Activation Requirement





33.320
  CR-0093  rev 1 (Rel-9) v..





Source: Huawei, HiSilicon

(Replaces S3-121042)

Decision: 

The document was agreed.



7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects related to Machine-Type Communication

S3-121111
Revised WID: System Improvements for Machine Type Communication





Source: Samsung

Abstract: 

-

Decision: 

The document was approved.



S3-121112
Rel-11 SIMTC Conclusions





Source: Samsung

Abstract: 

-

Decision: 

The document was approved.



S3-121006
Reply LS on security for the Tsp interface





Source: C3-121754

Abstract: 

-

Decision: 

The document was noted.



S3-121023
LS on Device Triggering Identification





Source: S2-124190

Abstract: 

-

Decision: 

The document was replied to in S3-121174.



S3-121174
Reply to: LS on Device Triggering Identification





Source: Qualcomm

Decision: 

The document was approved.



S3-121116
Secure Trigger Delivery with Security Association between MTC-IWF and UE





Source: NEC Corporation

Abstract: 

-

Discussion: 

NSN asked whether this would also work with devices containing a SIM.This would be a desired requirement.

Heiko (Morpho Cards) asked whether it should be used the term UE or MTC device. BT commented that it has been discussed already that it should be decided which term to be used, they are different terminologies. China Mobile agreed.

Ericsson commented that SA2 is using the term UE in the context of MTC.They don't differentiate between the UE and the UE equipped with MTC features since the defined functionalities serve for both.

Mireille (Gemalto) replied that there is not alignment between these terminologies between SA1 and SA2.

Colin (BT) preferred to stick to the term MTC device. Regulations are completely different between MTC devices and UEs (whether they have a SIM card or not).

Vodafone supported the term MTC device, but Ericsson wanted to go for a UE definition. 

It was decided to use UE in order to align with SA2.

More clarification on how the key K_iwf is derived should be provided.

Decision: 

The document was noted.



S3-121117
pCR Secure Trigger Delivery with Security Association between MTC-IWF and UE





Source: NEC Corporation

Abstract: 

-

Decision: 

The document was approved.



S3-121175
pCR Secure Trigger Delivery with Security Association between MTC-IWF and UE





Source: NEC Corporation

(Replaces S3-121117)

Decision: 

The document was approved.



S3-121127
Cryptographic protection of device trigger with regular GBA and GPL





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

GBA-U and GPL-U need further study. An editor's note will be added on this.

NSN enquired whether this will end up in normative work compiled in TS 32.224. Ericsson has not decided about it yet.

Decision: 

The document was revised to S3-121176.



S3-121176
Cryptographic protection of device trigger with regular GBA and GPL





Source: Ericsson, ST-Ericsson

(Replaces S3-121127)

Decision: 

The document was approved.



S3-121128
Roaming for NAS-based device triggering





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121129
UE as a device trigger source





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-121096
Update the evaluation of solution to online device triggering





Source: China Mobile

Abstract: 

-

Discussion: 

Telecom Italia and BT did not agree with the change. If there is a fake trigger that might not lead to a charge, but that could trigger a service that would be charged.

Decision: 

The document was revised to S3-121177.



S3-121177
Update the evaluation of solution to online device triggering





Source: China Mobile

(Replaces S3-121096)

Decision: 

The document was approved.



S3-121046
Authentication and authority of SCS for small data transmission





Source: Huawei, HiSilicon, CATR

Abstract: 

-

Discussion: 

NSN asked whether there is a way to distinguish between small data and large data. It was agreed to add an editor's note about the 3GPP network having the means of knowing the size of the data.

China Mobile proposed to add the threats in the Analysis in the Security Requirements section for better clarification.

Decision: 

The document was revised to S3-121178.



S3-121178
Authentication and authority of SCS for small data transmission





Source: Huawei, HiSilicon, CATR

(Replaces S3-121046)

Decision: 

The document was approved.



S3-121045
Protection of small data in NAS message





Source: Huawei, HiSilicon, CATR

Abstract: 

-

Discussion: 

NSN was not entirely convinced with the idea. Interaction between the PDCP layer and the higher layer is something that would not be received well by the protocol people.

Interdigital agreed but pointed out that this is consistent with SA2's work.

An editor's note will be added

Decision: 

The document was revised to S3-121179.



S3-121179
Protection of small data in NAS message





Source: Huawei, HiSilicon, CATR

(Replaces S3-121045)

Decision: 

The document was approved.



S3-121097
Rogue operator for restricting USIM to specific MEs_ MTC Devices





Source: China Mobile

Abstract: 

-

Discussion: 

Vodafone did not understand the concept of rogue operator since the UICC belongs to an specific operator.

Morpho Cards also found problems to understand the scenario. The user can change the operator as he wishes by putting a new UICC. The network is changed.

BT clarified that the contract can be different for different devices. It can be illegal to exchange one SIM card with another one, since it can be the wrong tariff.

Gemalto found that the assumption was wrong. At one there must be an UICC authentication. China Mobile clarified that only the device is legitimate, but the UICC and network are rogue.

According to Ericsson it is not clear either who the victim is.

The Chairman proposed offline discussions on what scenarios we want to handle since there was no consensus.

Decision: 

The document was noted.



S3-121067
pCR to TR 33.868: Pre-shared secret provisioning





Source: Alcatel Lucent

Abstract: 

-

Discussion: 

Ericsson commented that to change from one network to the other, we need the Kme of the new operator, but for that we still need to connect to the first operator.

ALU replied that it is assumed that the operator changes the UICC. A new operator would not want the old operator to know the Kme.

Ericsson replied that this would happen when connecting to the old operator. How is the new Kme sent?

Morpho Cards agreed that there cannot be network connection and update of the Kme in this scenario.

Vodafone did not agree with this proposal since it was not clear how the Kme is updated.

There were several more queries from Qualcomm regarding how the Kme is provided.

Offline discussions were needed

Decision: 

The document was revised to S3-121180.



S3-121180
pCR to TR 33.868: Pre-shared secret provisioning





Source: Alcatel Lucent

(Replaces S3-121067)

Decision: 

The document was approved.



S3-121137
pCR TR 33.868: extension of USATapplication pairing





TR 33.818 v..





Source: Gemalto, Morpho Cards

Abstract: 

pCR to TR 33.868: extension of USIM restriction with USAT application pairing solution

Discussion: 

Qualcomm clarified that the network decides what MTC features are used. The assumption of the UE being aware of MTC features is wrong.

Ericsson and Qualcomm supported not sending an LS to SA1 on this issue, as Gemalto proposed.

BT commented that there are features like battery consumption that are not known by the network.

A previous LS from SA3 (S3-120509 from SA3#67) stated that the network shall be able to restrict the use of a USIM to specific MEs/MTC devices.

A consensus could not be reached. Qualcomm, Ericsson,Interdigital had several issues with this proposal.

Decision: 

The document was noted.



S3-121069
Evaluation of IMSI-IMEI binding using pre-shared secret





Source: Alcatel Lucent

Abstract: 

-

Decision: 

The document was approved.



S3-121130
Correction of evaluation in USIM  ME binding





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Gemalto pointed out that the network will take care of this because the authentication will fail.

Ericsson replied that this happens before the authentication, so the network doesn't get any connection to the UE and cannot report about the association between the USIM-ME.

Morpho Cards and Gemalto didn't want to have the sentences removed as proposed by Ericsson.

ALU,Qualcomm and Ericsson didn't have clear how the procedure is done without the network. There was clearly no agreement on this issue.

The Chairman commented that it needs to be clarified how the SA1 requirements are solved. Maybe SA1 should be consulted. If SA3 wants a solution in Rel-12 we will need to compromise as well.

Decision: 

The document was noted.



S3-121140
pCR 33.868: Correction of pairing issue description





TR 33.868 v..





Source: Gemalto, Morpho Cards

Abstract: 

pCR to TR 33.868 - USIM restriction: correction of issue description

Discussion: 

Qualcomm disagreed with the personalization of MTC devices begin different from personalization of handsets.

BT didn't agree with it either.

Decision: 

The document was noted.



S3-121043
Consideration for mobile MTC Devices monitoring without movement restriction





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121044
Same group session key for MTC Devices





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-121113
Threats and Requirements for Group based messaging





Source: Samsung

Abstract: 

-

Discussion: 

NSN and BT pointed out that it's too early to consider protection with signature.

Decision: 

The document was revised to S3-121181.



S3-121181
Threats and Requirements for Group based messaging





Source: Samsung

(Replaces S3-121113)

Decision: 

The document was approved.



S3-121155
MTC (was S3-120744): pCR Security for group based feature





Source: NEC Corporation

Abstract: 

During SA3#68 our pCR S3-120744 (with discussion in S3-120742) was agreed by 3GPP SA3 as a working assumption. The pCR was not taken as input to the TR 33.868 because SA2 had not started working on group aspects. As SA2 activity has already started, we pr

Discussion: 

Merged with S3-121113 into S3-121181 and approved

Decision: 

The document was revised to S3-121181.



S3-121100
SIMTC Group authentication discussion





Source: China Mobile

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121114
Solutions for Group based messaging using cell broadcast





Source: Samsung

Abstract: 

-

Decision: 

The document was revised to S3-121182.



S3-121182
Solutions for Group based messaging using cell broadcast





Source: Samsung

(Replaces S3-121114)

Decision: 

The document was approved.



S3-121099
Analysis on group security protection by using MBMS





Source: China Mobile, Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

It will be merged in 121183 with some of the concepts in S3-121100

Decision: 

The document was revised to S3-121183.



S3-121183
Analysis on group security protection by using MBMS





Source: China Mobile, Ericsson, ST-Ericsson

(Replaces S3-121099)

Decision: 

The document was approved.



S3-121173
Draft TR33.868 for MTC





33.868 v..





Source: Rapporteur

Decision: 

The document was approved.



7.10 
Security Aspects of Public Warning System

S3-121005
Reply LS on PWS key distribution





Source: C1-123453

Abstract: 

-

Decision: 

The document was noted.



S3-121009
LS response on PWS key distribution





Source: R3-121966

Abstract: 

-

Decision: 

The document was noted.



S3-121014
Reply LS on PWS key distribution





Source: GP-121170

Abstract: 

-

Decision: 

The document was noted.



S3-121019
Reply LS on PWS key distribution





Source: R2- 125160

Abstract: 

-

Decision: 

The document was noted.



S3-121018
Response LS on PWS Requirements for UEs in Limited Service State





Source: R2-125158

Abstract: 

-

Decision: 

The document was noted.



S3-121153
LS on PWS Security Requirements





Source: S1-122437

Abstract: 

-

Discussion: 

It was agreed to send an LS to SA1 on this topic.

Decision: 

The document was replied to in S3-121214.



S3-121049
Protection for all PWS systems





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-121215.



S3-121215
Protection for all PWS systems





Source: Ericsson,Huawei, ST-Ericsson,HiSilicon

(Replaces S3-121049)

Discussion: 

Merge of S3-121049 and S3-121108

Decision: 

The document was approved.



S3-121108
pCR Corrections to align with updates by SA1, SA2, and CT





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-121215.



S3-121050
Solving editor's note in  section 5





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NSN preferred to see the editor's note since it's a reminder for work that it's still in early stages.

It was decided to update it with concerns raised by some companies.

Decision: 

The document was revised to S3-121216.



S3-121216
Solving editor's note in  section 5





Source: Huawei, HiSilicon

(Replaces S3-121050)

Decision: 

The document was revised to S3-121246.



S3-121246
Solving editor's note in  section 5





Source: Huawei, HiSilicon

(Replaces S3-121216)

Discussion: 

Revised due to the wrong document uploaded to the server

Decision: 

The document was approved.



S3-121136
Editorial note on signature algorithm choice





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was approved.



S3-121138
Security level and key length





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Huawei raised comments on the proposed editors note on security level. There were no objections to continuing with 128bits as the working assumption. Consensus on an editors note for 128bits was not reached and contributions are welcome for the next meeting. RIM had problems with understanding the table in the contribution as well.

Decision: 

The document was revised to S3-121217.



S3-121217
Security level and key length





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121138)

Decision: 

The document was approved.



S3-121048
Analysis of receiving test message in CS-connected state





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-121142
pCR to TR 33.869: 2G subscribers over UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was approved.



S3-121143
pCR to TR 33.869: Editorial corrections to clause 7.4





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121144
pCR to TR 33.869: Review of PWS security solutions related to 2G





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was approved.



S3-121145
pCR to TR 33.869: additional PWS solution for 2G subscribers





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Interdigital proposed the scenario of a mobile BTS broadcasting its fake public key(s) driving around to cover a large area and avoiding the public key update.

NTTDoCoMo didn't consider this a showstopper for the solution.

This scenario was proposed to be included in an editor's note.

Decision: 

The document was revised to S3-121218.



S3-121218
pCR to TR 33.869: additional PWS solution for 2G subscribers





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121145)

Decision: 

The document was approved.



S3-121051
Another security solution for PWS 2G





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NSN believed that this solution wouldn't provide additional protection.

Decision: 

The document was noted.



S3-121047
PWS Signature algorithm identifier distribution for solution 3





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ericsson commented that maybe we don't need any signature identifiers in the warning message. NSN proposed an editor's note to state the need of any identifiers at all.

Approved with modifications

Decision: 

The document was approved.



S3-121139
Replay protection in solutions 4 and 6





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-121219.



S3-121219
Replay protection in solutions 4 and 6





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121139)

Discussion: 

Merge of revised  S3-121139 and S3-12141

Decision: 

The document was approved.



S3-121148
Adding details of the SIM case to Solution 5 in PWS Security TR





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121149
Comparisons for Solution 5 of the PWS Security TR





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121087
Certificate Authorities and PWS Implicit Certificates





Source: Research In Motion UK Ltd

Abstract: 

-

Decision: 

The document was noted.



S3-121088
pCR: Certificate Authorities and PWS Implicit Certificates





Source: Research In Motion UK Ltd

Abstract: 

-

Decision: 

The document was approved.



S3-121089
Complexity considerations of implicit certificate approach





Source: Research In Motion UK Ltd

Abstract: 

-

Decision: 

The document was noted.



S3-121090
pCR: Complexity considerations of implicit certificate approach





Source: Research In Motion UK Ltd

Abstract: 

-

Decision: 

The document was revised to S3-121226.



S3-121226
pCR: Complexity considerations of implicit certificate approach





Source: Research In Motion UK Ltd

(Replaces S3-121090)

Decision: 

The document was approved.



S3-121141
Impact of signing key compromise in solution 6





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-121219.



S3-121052
Analysis for PWS public key distribution





Source: Huawei, HiSilicon, ZTE Corporation

Abstract: 

-

Discussion: 

Sprint commented that the number of maximum CBEs per core network area needs to be determined.NSN agreed and pointed out that if a routing area receives 10 different public keys there is a problem.

Sprint commented that there are potentially hundreds of agencies in Canada that can overlap.

Vodafone commented that managing hundreds of CBE interfaces is a large overhead for the operator not only for the radio interface but also for the infrastructure.

It was agreed to add an editor's note that capture these concerns.

Vodafone commented that it could be useful that SA1 looked into the regulatory requirements, maybe a call for contributions for their next meeting.

Ericsson proposed to consider the delays in the editor's note. Vodafone and Ericsson wanted to clarify that the public keys should not occupy all the remaining bytes of the messages since future applications may need them.

Morpho Cards suggested to send the public key in the PWS messages. 

Three editor's notes were agreed:

Number of CBEs

Issue of overload and delay

Protocol constraints regarding the GERAN messages

Decision: 

The document was revised to S3-121211.



S3-121211
Analysis for PWS public key distribution





Source: Huawei, HiSilicon, ZTE Corporation

(Replaces S3-121052)

Decision: 

The document was approved.



S3-121053
Evaluation of PWS security solutions





Source: Huawei, HiSilicon, ZTE Corporation

Abstract: 

-

Discussion: 

It was commented the difficulty of setting up a table like this from previous experience.

The Chairman pointed out that SA3 is running out of time for finding a solution in Rel-12. A better method of evaluating each solution should be discussed in the next meeting in order to fix such evaluation method in SA3#71.

.

Decision: 

The document was noted.



S3-121054
Security requirement for PWS





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-121055
System and security architecture for PWS





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NSN considered it too early to insert the figure in the TS.

Ericsson also had objections.

Decision: 

The document was noted.



S3-121056
Security features for PWS





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Rejected for the same reasons as 121055; Ericsson had objections with including these figures into the TS.

Decision: 

The document was noted.



S3-121107
Draft LS on PWS Security in GERAN CS





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

NSN commented that disabling PS is more often that the LS implies, for example when roaming. They wouldn't be able to receive PWS messages.Telia Sonera supported this; one should not underestimate the number of low-key terminals out there, and even if they are only 1 % or 0.1 % it would be wrong to discard them. NSN commented that markets like India would not benefit from this either.

Heiko (Morpho Cards) commented that this LS should point out that it refers to one of the solutions currently being considered by SA3. Vodafone agreed that it is true that we should minimize asking for detailed information to other groups, especially when the work is still in early stages.

The Chairman commented that SA3 has been working on this for a couple of years and some information is needed to carry on the work.

Heiko commented that this is only a small detail on a whole set of solutions and work on PWS; this is not the only problem, there are many more and he doubted about the intention of this LS.SA3 hasn't evaluated all potential solutions yet.

NSN replied that depending on the technical approach there will be implications.

Decision: 

The document was revised to S3-121213.



S3-121213
 LS on PWS Security in GERAN CS





Source: Ericsson, ST-Ericsson

(Replaces S3-121107)

Decision: 

The document was approved.



S3-121212
Draft TR 33.869 PWS





33.869 v..





Source: Rapporteur

Discussion: 

Left for email approval. It will be available on the 13th of November. There will be one week of comments.

The final version will be provided on the 23rd of November

Decision: 

The document was Left for email approval and approved.



S3-121214
Reply LS on PWS Security Requirements





Source: NTTDoCoMo

Decision: 

The document was approved.



7.11 
Other Areas

S3-121004
LS on GSMA Application Network Efficiency Task Force whitepaper and actions





Source: C1-123409

Abstract: 

-

Decision: 

The document was noted.



S3-121010
LS on GSMA Application Network Efficiency Task Force whitepaper and actions





Source: RP-121454

Abstract: 

-

Decision: 

The document was noted.



S3-121017
LS on GSMA Application Network Efficiency Task Force whitepaper and actions





Source: R2-124349

Abstract: 

-

Decision: 

The document was noted.



S3-121024
LS on GSMA Application Network Efficiency Task Force whitepaper and actions





Source: S4-121237

Abstract: 

-

Decision: 

The document was noted.



S3-121025
LS on GSMA Application Network Efficiency Task Force whitepaper and actions





Source: S2-122172

Abstract: 

-

Decision: 

The document was noted.



S3-121026
LS on Implications of user consent on MDT use cases





Source: S5-122547

Abstract: 

-

Discussion: 

It was general consensus that it is not easy to ensure privacy of the user in SON.

BMWi made some comments compiled in S3-121209.

Decision: 

The document was replied to in S3-121210.



S3-121209
Comments on LS Implications of user consent on MDT use cases





Source: BMWi

Decision: 

The document was withdrawn.



S3-121210
Reply to: LS on Implications of user consent on MDT use cases





Source: Ericsson

Decision: 

The document was approved.



S3-121058
DRAFT Reply LS on Recommendations for Minimal Wi-Fi Capabilities of Terminals v1





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

BT commented that all WiFi networks may require VPN support. Colin also asked to include more detailed information once the WiFi WI is more advanced, although NSN replied that there is a document already published by GSMA on WiFi.

Some concerns from Ericsson and ALU about including topics that are out of scope of SA3.

BT and Ericsson were against including a clause for Parental Control, which should be treated by other groups.

Offline discussions were needed in order to include only the relevant security information.

Decision: 

The document was revised to S3-121228.



S3-121228
 Reply LS on Recommendations for Minimal Wi-Fi Capabilities of Terminals v1





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-121058)

Decision: 

The document was approved.



S3-121008
LS on Enhancements to the security of the SMS OTA download mechanisms





Source: C6-120448

Abstract: 

-

Discussion: 

RIM was concerned about the CR C6-120449, where it states that in case that the authentication fails the message Proof of Receipt is discarded. They are not stressing enough on the security aspects.

Interdigital commented that if the SMS is not authenticated any command in the SMS will not be processed automatically. France Telecom commented that we shouldn't leave to the user to decide whether to process the message further or not since she doesn't know what is happening.

Decision: 

The document was replied to in S3-121227.



S3-121227
Reply to: LS on Enhancements to the security of the SMS OTA download mechanisms





Source: Research in Motion

Decision: 

The document was noted.



S3-121015
Liaison to 3GPP on ITU-T X.gpim, Guideline for management of personally identifiable information for telecommunication organizations





Source: COM 17  LS 342  E

Abstract: 

-

Decision: 

The document was replied to in S3-121229.



S3-121229
Reply to: Liaison to 3GPP on ITU-T X.gpim, Guideline for management of personally identifiable information for telecommunication organizations





Source: NTT Docomo

Decision: 

The document was approved.



S3-121016
Liaison on delegated non-repudiation architecture based on Recommendation ITU-T X.813 and efficient multi-factor authentication mechanisms using mobile devices





Source: COM 17 LS 349 E

Abstract: 

-

Discussion: 

Some concerns on possible duplication of work.

Decision: 

The document was replied to in S3-121230.



S3-121230
Reply to: Liaison on delegated non-repudiation architecture based on Recommendation ITU-T X.813 and efficient multi-factor authentication mechanisms using mobile devices





Source: British Telecom

Decision: 

The document was noted.



S3-121094
Discussion on security aspects of WLAN Network selection for 3GPP Terminals





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-121093
WID for Security Aspects of WLAN Network Selection for 3GPP Terminals





Source: Huawei, HiSilicon, TeliaSonera, Juniper Networks, ZTE Corporation, BT, China Mobile, CATR, Interdigital

Abstract: 

-

Discussion: 

Huawei clarified that SA3 will focus on the security of hotspots. SA2 is doing something on this topic but nothing about the security.

NSN commented that we may be doing the security work that correspond to other bodies (IEEE), they doubted about the purpose of this work BT agreed with this.

NSN also proposed to add a security section on SA2's work instead of creating a new WI.

It was agreed to include the security aspects in the SA2 WID.

Decision: 

The document was revised to S3-121231.



S3-121231
WID for Security Aspects of WLAN Network Selection for 3GPP Terminals





Source: Huawei, HiSilicon, TeliaSonera, Juniper Networks, ZTE Corporation, BT, China Mobile, CATR, Interdigital

(Replaces S3-121093)

Decision: 

The document was approved.



8
Studies

8.1 
Extended IMS media plane security features

8.2 
SSO Applications Security for IMS – based on SIP Digest

8.3 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-121066
pCR for TR 33.sso to update front matter (clauses 1-6)





33.sso v..





Source: InterDigital

Abstract: 

This PCR proposes to update the first six clauses of draft TR 33.sso in accordance with the approved SSO requirements in TS 22.101 v12.2.0

Decision: 

The document was withdrawn.



S3-121158
pCR for TR 33.sso to update front matter (clauses 1-6) - re-submitted S3-121066





33.SSO v..





Source: InterDigital

Abstract: 

This PCR proposes to update the first six clauses of draft TR 33.sso in accordance with the approved SSO requirements in TS 22.101 v12.2.0   

Discussion: 

Left for email approval

Decision: 

The document was Left for email approval and approved.



S3-121032
User Configuration of Third Party SSO Identities





Source: Interdigital

Abstract: 

The 3GPP SSO service is required to support flexibility regarding user configuration of third party SSO identities in the process of gaining access to a service. It is also required to interwork with such SSO technologies as OpenID, Liberty Alliance or SA

Decision: 

The document was withdrawn.



S3-121031
SSO Local User Authentication confirming presence of registered user of a data application





Source: Interdigital

Abstract: 

As part of the technical specification effort for Rel-12, SA1 defined requirements (in TS 22.101) on providing Single Sign-On service for the UE and the SSO Provider. One of the requirements states that the UE and the SSO Service Provider have mechanisms

Decision: 

The document was withdrawn.



S3-121244
Draft TR SSO





Source: Rapporteur

Discussion: 

Left for email approval

Decision: 

The document was Left for email approval and approved.



8.4 
Security Aspects in the Scope of the SA2 study on IMS Based Peer-to-Peer Content (SP-100567)

S3-121098
IMS P2P security TR





Source: Rapporteur

Abstract: 

-

Discussion: 

To be sent for approval.

SA2 has decided not to continue with specification work on IMS P2P

Decision: 

The document was revised to S3-121242.



S3-121242
IMS P2P security TR





Source: Rapporteur

(Replaces S3-121098)

Discussion: 

Editorial corrections

Decision: 

The document was approved.



8.5 
Study on IMS Firewall Traversal

S3-121109
33830 pCR Removal of Editor Notes in clause 8.3





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-121086
iFire: TR Conclusion





Source: Acme Packet, Vodafone

Abstract: 

-

Discussion: 

There was a strong objection from Ericsson on the content of this conclusion. Some offline discussions were needed between Acme Packets and Ericsson.

Decision: 

The document was revised to S3-121238.



S3-121238
iFire: TR Conclusion





Source: Acme Packet, Vodafone

(Replaces S3-121086)

Decision: 

The document was noted.



S3-121110
33830 Conclusions and How to Progress





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Some questions from Acme Packet, NSN regarding the use of the current functionality in the ePDG.

Vodafone and Acme Packets actually state in 1064 that both WIs SMURf and iFire should be considered separate, they have separate timeframes.

Decision: 

The document was noted.



S3-121157
iFire: Comments on Contribution S3-121110





Comments on iFire contribution S3-121110 v..





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-121064
iFire: Discussion paper on iFire and SMURF





Source: Acme Packet, Vodafone

Abstract: 

-

Discussion: 

Vodafone was concerned about fragmentation in the market since there is a business need among the operators for a solution for RCS Proprietary solutions are starting to be used now. Qualcomm preferred to study solutions for SMURF and iFire together.

The Chairman proposed to extend the WI to include SMURF (merging the Study Items).Nevertheless there was no consensus on how to handle SMURF and iFire together.

Ericsson proposed to send the TR to SA2 for advice in a LS since both share this Study Item and they haven't been consulted at all.

Qualcomm proposed to send a LS to SA1 and GSMA to clarify the relative priority of the solutions for session continuity (between 3GPP and non 3GPP/enterprise access, and within 3GPP accesses).

Left for email approval

Decision: 

The document was noted.



S3-121070
iFire: Discussion on iFire Normative Specification work plan





Source: Acme Packet, Vodafone, Nokia Siemens Networks

Abstract: 

-

Discussion: 

The Chairman proposed to use the TS template in order to organize the work, but moving it to a real TS later on.

Telecom Italia and Ericsson pointed out that SA2 and CT1 will have to be informed of all the decisions taken in SA3. The Chairman commented that it was better to leave the stage 3 work pending since it may be possible that CT1 decides to do the work.

Left for email approval

Decision: 

The document was noted.



S3-121068
iFire: WID for the TS





This is a new WID to iFire TS v..





Source: Acme Packet, Vodafone, Nokia Siemens Networks, China Mobile, Huawei

Abstract: 

-

Discussion: 

Qualcomm wanted to remove the requirements for transparency in the IMS core and the no-need for an additional interface for HSS in the tunnelling solution.

NSN didn't agree with this removal.

Decision: 

The document was revised to S3-121237.



S3-121237
iFire: WID for the TS





This is a new WID to iFire TS v..





Source: Acme Packet, Vodafone, Nokia Siemens Networks, China Mobile, Huawei

(Replaces S3-121068)

Discussion: 

Ericsson was added to the list of supporters.

The Chairman clarified that there will be parallel work between a living document (to be created as a new TS or added to existing TS) and the TR.

Decision: 

The document was approved.



S3-121071
iFire TS Skeleton





Skeleton for the iFire TS v..





Source: Acme Packet, Vodafone

Abstract: 

-

Discussion: 

There was no consensus on agreeing with the skeleton.

Ericsson questioned the need of a new TS,for being too early.

Decision: 

The document was revised to S3-121240.



S3-121240
iFire TS Skeleton





Skeleton for the iFire TS v..





Source: Acme Packet, Vodafone

(Replaces S3-121071)

Decision: 

The document was agreed.



S3-121063
iFire: TR Conclusion





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was withdrawn.



S3-121235
Draft TR 33.830





33.830 v..





Source: Rapporteur

Decision: 

The document was approved.



S3-121236
Update of the iFire Study Item





Source: Ericsson

Discussion: 

It was decided to carry on with the Study Item

RIM decided to be removed from the list of supporters.

Decision: 

The document was approved.



S3-121239
LS to SA1,SA2 on iFire,SMURF





Source: Ericsson

Decision: 

The document was approved.



8.6
Security Study on Spoofed Call Detection and Prevention

S3-121101
spoofed call scope





Source: China Mobile

Abstract: 

-

Discussion: 

Left for email approval

Decision: 

The document was Left for email approval and approved.



S3-121102
Information requirements for spoofed call detection





Source: China mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-121124
On A Trusted Federation for Coordinated Use of the Screening Indicator Bits





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was withdrawn.



S3-121151
Scenario of Call Spoofing for IMS Originating, CS Terminating Voice Calls





Source: NEC Corporation

Abstract: 

-

Discussion: 

Revised due to misspelling of supporting company.

Decision: 

The document was revised to S3-121185.



S3-121185
Scenario of Call Spoofing for IMS Originating, CS Terminating Voice Calls





Source: NEC Corporation

(Replaces S3-121151)

Discussion: 

Left for email approval

Decision: 

The document was Left for email approval and approved.



S3-121245
Draft TR Spoofed Call detection





Source: Rapporteur

Discussion: 

Left for email approval.

Decision: 

The document was Left for email approval and approved.



8.7  
Study Item on Security Assurance Methodology for 3GPP Network Elements

S3-121028
FS_SECAM: Summary of conference calls





Source: Orange

Abstract: 

-

Decision: 

The document was noted.



S3-121027
FS_SECAM: TR skeleton





Source: Orange

Abstract: 

-

Discussion: 

Approved with modifications (into S3-121232)

Decision: 

The document was approved.



S3-121146
SECAM scope Section





Source: NTT docomo

Abstract: 

this contribution fills in the scope section of the TR.

Decision: 

The document was revised to S3-121233.



S3-121233
SECAM scope Section





Source: NTT docomo

(Replaces S3-121146)

Decision: 

The document was approved.



S3-121131
Security assurance of 3GPP functions vs. nodes





Source: Ericsson

Abstract: 

-

Discussion: 

Many discussions on the locations and functions on nodes. The Chairman proposed to agree on some requirements for the location as a way forward.

Decision: 

The document was revised to S3-121234.



S3-121234
Security assurance of 3GPP functions vs. nodes





Source: Ericsson

(Replaces S3-121131)

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121029
FS_SECAM: Sample nodes for the study





Source: Orange

Abstract: 

-

Discussion: 

Telecom Italia proposed to describe how to apply the chosen methodology on different network elements. This will be included in an editor's note.

BT pointed out the complication of having a network sharing situation, when a node is shared by several operators. Only single network operators should be considered in this study phase. This proposal was agreed.

TeliaSonera proposed to replace location with exposed/not exposed location.

BT preferred to stick to location, since it can be expanded in the future to consider scenarios of having thousands of eNodeBs instead of a single core network.

Approved with modifications

Decision: 

The document was approved.



S3-121034
pCR for the Study Item on Security Assurance Methodology for 3GPP Network Elements (Section 5)





Source: Interdigital

Abstract: 

This pCR proposes the list of criteria for evaluation of the certification methods for inclusion on Section 5 of the TR.

Decision: 

The document was noted.



S3-121033
pCR for the Study Item on Security Assurance Methodology for 3GPP Network Elements (Section 3)





Source: Interdigital

Abstract: 

This pCR proposes the addition of the definitions for certification and accreditation.

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121156
Telecom Italia comments to TD S3-121034





Study Item on Security Assurance Methodology for 3GPP Network Elements v..





Source: Telecom Italia

Abstract: 

This contributions proposes some additional evaluation  criteria to be considered for inclusion in the draft TR on SECAM

Discussion: 

Orange was concerned about using the wording "certification" all over the place instead of methodology.

Telecom Italia didn't object and ALU also agreed.

BT also supported  to remove any reference to certification.

British Telecom and NSN disagreed with the terms in the Definitions section: accreditation and certification.

Approved with modifications

Decision: 

The document was approved.



S3-121118
Common Criteria (CC)





Source: NEC Corporation, Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-121120
Common Criteria Recognition Arrangement (CCRA)





Source: NEC Corporation, Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-121121
Protection Profile (PP) Development





Source: NEC Corporation, Ericsson

Abstract: 

-

Discussion: 

ALU pointed out that how the conformance is going to be performed needs further study.

Li (CMCC) commented that CC is time consuming and costly. It may not be a good choice.

Decision: 

The document was noted.



S3-121147
pCR Common Criteria (CC), CCRA and Protection Profile (PP) Development





Source: NEC Corporation, Ericsson

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121062
Proposed changes to clause 5 on Proposed Methodologies





Study Item on Security Assurance Methodology for 3GPP Network Elements v..





Source: Telecom Italia

Abstract: 

This contribution proposes to add a first possible SAS methodology to be considered in this study.

Discussion: 

These requirements are fundamental from the operator's point of view, as stated by Telecom Italia.

China Mobile and British Telecom had some objections with the content of the contribution.

China Mobile proposed to move sections to an Annex.

Approved with modifications

Decision: 

The document was approved.



S3-121065
Proposed changes to clause 4.4. on 3GPP Network Elements subject to Security Assurance Specifications





Source: Telecom Italia

Abstract: 

This contribution proposes not to preclude the opportunity to apply Security Assurance Specifications to H(e)NB if this will turn out as appropriate during this study.  This contribution also proposes to add the AAA server as core network element in the s

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-121030
Existing related security assurance methodology ecosystem





Source: Yaana Technologies LLC

Abstract: 

This document provides on overview of existing related security assurance methodologies related to the 3gpp network elements (SECAM) SID

Decision: 

The document was noted.



S3-121035
Existing related security assurance methodology ecosystem supplement





Source: Yaana Technologies LLC

Abstract: 

This document provides supplemental information for 3GPP and GSMA SECAM fora and methodologies.

Decision: 

The document was noted.



S3-121154
Liaison statement on GISFI Indian network security related standardization activity





Source: GISFI_SP_201209306

Abstract: 

-

Discussion: 

Anand (NEC) presented the LS since it is himself who sent this LS on representation of GISFI.

Decision: 

The document was replied to in S3-121243.



S3-121243
Reply to: Liaison statement on GISFI Indian network security related standardization activity





Source: Orange

Discussion: 

November 20th is the deadline for comments

November 23rd will see the final version.

Decision: 

The document was Left for email approval and approved.



S3-121232
Draft TR SECAM





Source: Orange

Decision: 

The document was Left for email approval and approved.



8.8
Other Study Areas 

S3-121134
Consideration on Android Software Signature Generation





Source: Institute of Software, Chinese Academy of Sciences

Abstract: 

-

Discussion: 

The Chairman commented that according to the Terms of Reference this could not be in the scope of SA3.

Silke (Nokia) commented that SA3 does not look into operating systems. She suggested GSMA Security Group where they deal with mobile malware.

Decision: 

The document was noted.



S3-121135
Consideration on Android Software Signature Matching





Source: CATR,nstitute of Software, Chinese Academy of Sciences,China Unicom

Abstract: 

-

Decision: 

The document was noted.



9
Review and Update of Work Plan 

S3-121091
SA3 Work Plan





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-121092
SA3 Meeting Calendar





Source: ETSI Secretariat

Abstract: 

-

Discussion: 

SA3#75 for week 20 of 2014 fixed

SA3#76 for week 35 of 2014 fixed

Decision: 

The document was noted.



11
Any Other Business

The Chairman announced the departure of Peter Howard after 12 years of standardization work, to carry on in new challenges inside Vodafone.

He received a very well deserved applause from the group and gifts were given on behalf of the SA3 delegates.

Peter,who was moved by this farewell, dedicated a few words remembering his work on standards.

Marcus (Huawei) commented whether it was feasible to have LI meetings after the SA3 meetings. The Chairman commented that this is a bit hard since the delegates have other LI meetings and they have to avoid clashes with those. They usually set their meetings once they know the SA3 meetings.

Report prepared by: Mirko Cano

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-121000
	Agenda
	WG Chairman
	approved
	-
	-

	S3-121001
	Report from last SA meeting
	WG Chairman
	noted
	-
	-

	S3-121002
	NDS/IP: Discussion of IKE reauthentication
	Deutsche Telekom AG
	noted
	-
	-

	S3-121003
	NDS/IP: CR for IKE reauthentication
	Deutsche Telekom AG
	revised
	-
	S3-121200

	S3-121004
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	C1-123409
	noted
	-
	-

	S3-121005
	Reply LS on PWS key distribution
	C1-123453
	noted
	-
	-

	S3-121006
	Reply LS on security for the Tsp interface
	C3-121754
	noted
	-
	-

	S3-121007
	LS on SA3 eMBMS changes impacting CT6
	C6-120384
	replied to
	-
	-

	S3-121008
	LS on Enhancements to the security of the SMS OTA download mechanisms
	C6-120448
	replied to
	-
	-

	S3-121009
	LS response on PWS key distribution
	R3-121966
	noted
	-
	-

	S3-121010
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	RP-121454
	noted
	-
	-

	S3-121011
	Reply LS on border control concepts for VINE
	S2-123366
	noted
	-
	-

	S3-121012
	LS OUT to ITU-T SG16 on Support of TLS for media security in IP networks
	C4-121786
	noted
	-
	-

	S3-121013
	Reply LS on S6a Security
	C4-122228
	replied to
	-
	-

	S3-121014
	Reply LS on PWS key distribution
	GP-121170
	noted
	-
	-

	S3-121015
	Liaison to 3GPP on ITU-T X.gpim, Guideline for management of personally identifiable information for telecommunication organizations
	COM 17  LS 342  E
	replied to
	-
	-

	S3-121016
	Liaison on delegated non-repudiation architecture based on Recommendation ITU-T X.813 and efficient multi-factor authentication mechanisms using mobile devices
	COM 17 LS 349 E
	replied to
	-
	-

	S3-121017
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	R2-124349
	noted
	-
	-

	S3-121018
	Response LS on PWS Requirements for UEs in Limited Service State
	R2-125158
	noted
	-
	-

	S3-121019
	Reply LS on PWS key distribution
	R2- 125160
	noted
	-
	-

	S3-121020
	Reply LS on H(e)NB Air Interface Activation
	S1-122511
	noted
	-
	-

	S3-121021
	LS response on contents of Handover Required message for rSRVCC
	S2-124044
	noted
	-
	-

	S3-121022
	Reply LS on S6a security
	S2-124144
	replied to
	-
	-

	S3-121023
	LS on Device Triggering Identification
	S2-124190
	replied to
	-
	-

	S3-121024
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	S4-121237
	noted
	-
	-

	S3-121025
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	S2-122172
	noted
	-
	-

	S3-121026
	LS on Implications of user consent on MDT use cases
	S5-122547
	replied to
	-
	-

	S3-121027
	FS_SECAM: TR skeleton
	Orange
	approved
	-
	-

	S3-121028
	FS_SECAM: Summary of conference calls
	Orange
	noted
	-
	-

	S3-121029
	FS_SECAM: Sample nodes for the study
	Orange
	approved
	-
	-

	S3-121030
	Existing related security assurance methodology ecosystem
	Yaana Technologies LLC
	noted
	-
	-

	S3-121031
	SSO Local User Authentication confirming presence of registered user of a data application
	Interdigital
	withdrawn
	-
	-

	S3-121032
	User Configuration of Third Party SSO Identities
	Interdigital
	withdrawn
	-
	-

	S3-121033
	pCR for the Study Item on Security Assurance Methodology for 3GPP Network Elements (Section 3)
	Interdigital
	approved
	-
	-

	S3-121034
	pCR for the Study Item on Security Assurance Methodology for 3GPP Network Elements (Section 5)
	Interdigital
	noted
	-
	-

	S3-121035
	Existing related security assurance methodology ecosystem supplement
	Yaana Technologies LLC
	noted
	-
	-

	S3-121036
	Missimplemented CR S3-120544
	Alcatel Lucent
	revised
	-
	S3-121205

	S3-121037
	CR-Corrections to 33.401
	Huawei, Hisilicon
	revised
	-
	S3-121167

	S3-121038
	CR-Removal of intra-UMTS rSRVCC
	Huawei, Hisilicon, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-121039
	CR-Update CMP Reference R11
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-121040
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	Reply to: LS on Enhancements to the security of the SMS OTA download mechanisms
	Research in Motion
	noted
	-
	-

	S3-121228
	 Reply LS on Recommendations for Minimal Wi-Fi Capabilities of Terminals v1
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-121058
	-

	S3-121229
	Reply to: Liaison to 3GPP on ITU-T X.gpim, Guideline for management of personally identifiable information for telecommunication organizations
	NTT Docomo
	approved
	-
	-

	S3-121230
	Reply to: Liaison on delegated non-repudiation architecture based on Recommendation ITU-T X.813 and efficient multi-factor authentication mechanisms using mobile devices
	British Telecom
	noted
	-
	-

	S3-121231
	WID for Security Aspects of WLAN Network Selection for 3GPP Terminals
	Huawei, HiSilicon, TeliaSonera, Juniper Networks, ZTE Corporation, BT, China Mobile, CATR, Interdigital
	approved
	S3-121093
	-

	S3-121232
	Draf TR SECAM
	Orange
	approved
	-
	-

	S3-121233
	SECAM scope Section
	NTT docomo
	approved
	S3-121146
	-

	S3-121234
	Security assurance of 3GPP functions vs. nodes
	Ericsson
	approved
	S3-121131
	-

	S3-121235
	Draft TR 33.830
	Rapporteur
	approved
	-
	-

	S3-121236
	Update of the iFire Study Item
	Ericsson
	approved
	-
	-

	S3-121237
	iFire: WID for the TS
	Acme Packet, Vodafone, Nokia Siemens Networks, China Mobile, Huawei
	approved
	S3-121068
	-

	S3-121238
	iFire: TR Conclusion
	Acme Packet, Vodafone
	noted
	S3-121086
	-

	S3-121239
	LS to SA1,SA2 on iFire,SMURF
	Ericsson
	approved
	-
	-

	S3-121240
	iFire TS Skeleton
	Acme Packet, Vodafone
	agreed
	S3-121071
	-

	S3-121241
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated, Ericsson, ST-Ericsson, Verizon Wireless
	agreed
	S3-121150
	-

	S3-121242
	IMS P2P security TR
	Rapporteur
	approved
	S3-121098
	-

	S3-121243
	Reply to: Liaison statement on GISFI Indian network security related standardization activity
	Orange
	approved
	-
	-

	S3-121244
	Draft TR SSO
	Rapporteur
	approved
	-
	-

	S3-121245
	Draft TR Spoofed Call detection
	Rapporteur
	approved
	-
	-

	S3-121246
	Solving editor's note in  section 5
	Huawei, HiSilicon
	approved
	S3-121216
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-121036
	Missimplemented CR S3-120544
	Alcatel Lucent
	33.102
	0256
	-
	Rel-12
	F
	SEC11
	revised

	S3-121205
	Missimplemented CR S3-120544
	Alcatel Lucent
	33.102
	0256
	1
	Rel-12
	F
	SEC11
	agreed

	S3-121038
	CR-Removal of intra-UMTS rSRVCC
	Huawei, Hisilicon, Nokia Corporation, Nokia Siemens Networks
	33.102
	0257
	-
	Rel-12
	C
	SEC11
	agreed

	S3-121003
	NDS/IP: CR for IKE reauthentication
	Deutsche Telekom AG
	33.210
	0045
	-
	Rel-12
	C
	SEC12
	revised

	S3-121200
	NDS/IP: CR for IKE reauthentication
	Deutsche Telekom AG
	33.210
	0045
	1
	Rel-12
	C
	SEC12
	agreed

	S3-121115
	Clarification of the term application specific user security settings
	Ericsson, ST-Ericsson
	33.222
	0038
	-
	Rel-12
	D
	SEC12
	revised

	S3-121204
	Clarification of the term application specific user security settings
	Ericsson, ST-Ericsson
	33.222
	0038
	1
	Rel-12
	D
	SEC12
	agreed

	S3-121150
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated, Ericsson, ST-Ericsson, Verizon Wireless
	33.246
	0164
	1
	Rel-11
	F
	SEC11
	revised

	S3-121241
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated, Ericsson, ST-Ericsson, Verizon Wireless
	33.246
	0164
	2
	Rel-11
	F
	SEC11
	agreed

	S3-121119
	Support for multiple BM-SCs
	Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent
	33.246
	0165
	-
	Rel-9
	F
	TEI9
	revised

	S3-121193
	Support for multiple BM-SCs
	Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent
	33.246
	0165
	1
	Rel-9
	F
	TEI9
	agreed

	S3-121122
	Support for multiple BM-SCs
	Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent
	33.246
	0166
	-
	Rel-10
	A
	TEI9
	revised

	S3-121194
	Support for multiple BM-SCs
	Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent
	33.246
	0166
	1
	Rel-10
	A
	TEI9
	agreed

	S3-121123
	Support for multiple BM-SCs
	Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent
	33.246
	0167
	-
	Rel-11
	A
	TEI9
	revised

	S3-121195
	Support for multiple BM-SCs
	Ericsson, ST-Ericsson, Verizon Wireless, Gemalto, Nokia Corporation, Vodafone, Alcatel-Lucent
	33.246
	0167
	1
	Rel-11
	A
	TEI9
	agreed

	S3-121125
	MIKEY-RAND in MTK messages
	Ericsson, ST-Ericsson
	33.246
	0168
	-
	Rel-11
	F
	SEC11
	revised

	S3-121206
	MIKEY-RAND in MTK messages
	Ericsson, ST-Ericsson
	33.246
	0168
	1
	Rel-11
	A
	SEC11
	agreed

	S3-121198
	MIKEY-RAND in MTK messages
	Ericsson
	33.246
	0169
	-
	Rel-9
	F
	SEC11
	agreed

	S3-121199
	MIKEY-RAND in MTK messages
	Ericsson
	33.246
	0170
	-
	Rel-10
	A
	SEC11
	agreed

	S3-121039
	CR-Update CMP Reference R11
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	33.310
	0066
	-
	Rel-11
	A
	NDS_Backhaul
	agreed

	S3-121040
	CR-Update CMP Reference R10
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	33.310
	0067
	-
	Rel-10
	F
	NDS_Backhaul
	agreed

	S3-121041
	CR-Update CMP Reference R9
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	33.310
	0068
	-
	Rel-9
	F
	NDS_Backhaul
	agreed

	S3-121077
	Clarification on scope and support for certificate extensions
	Nokia Corporation, Nokia Siemens Networks, Deutsche Telekom, Vodafone
	33.310
	0069
	-
	Rel-12
	D
	SEC12
	revised

	S3-121201
	Clarification on scope and support for certificate extensions
	Nokia Corporation, Nokia Siemens Networks, Deutsche Telekom, Vodafone
	33.310
	0069
	1
	Rel-12
	D
	SEC12
	agreed

	S3-121042
	CR-H(e)NB Air Interface Activation Requirement
	Huawei, HiSilicon
	33.320
	0093
	-
	Rel-9
	F
	TEI9
	revised

	S3-121208
	CR-H(e)NB Air Interface Activation Requirement
	Huawei, HiSilicon
	33.320
	0093
	1
	Rel-9
	F
	TEI9
	agreed

	S3-121078
	Corrections on e2ae security for RTP
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0040
	-
	Rel-12
	F
	SEC12
	revised

	S3-121184
	Corrections on e2ae security for RTP
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0040
	1
	Rel-12
	F
	SEC12
	agreed

	S3-121080
	Corrections on MSRP security based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0041
	-
	Rel-12
	F
	eMEDIASEC
	revised

	S3-121186
	Corrections on MSRP security based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0041
	1
	Rel-12
	F
	eMEDIASEC
	agreed

	S3-121081
	Security for immediate messaging based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0042
	-
	Rel-12
	B
	eMEDIASEC
	revised

	S3-121188
	Security for immediate messaging based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0042
	1
	Rel-12
	B
	eMEDIASEC
	agreed

	S3-121082
	Security for conferencing based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0043
	-
	Rel-12
	B
	eMEDIASEC
	agreed

	S3-121083
	Security for forking and re-targeting based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0044
	-
	Rel-12
	D
	eMEDIASEC
	revised

	S3-121191
	Security for forking and re-targeting based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0044
	1
	Rel-12
	D
	eMEDIASEC
	agreed

	S3-121104
	33328 CR R12 Recommended use of Wildcarded identity
	Ericsson, ST-Ericsson
	33.328
	0045
	-
	Rel-12
	C
	eMEDIASEC
	revised

	S3-121192
	33328 CR R12 Recommended use of Wildcarded identity
	Ericsson, ST-Ericsson
	33.328
	0045
	1
	Rel-12
	C
	eMEDIASEC
	agreed

	S3-121106
	33328 CR Inclusion of session based messaging in KMS based solution
	Ericsson, ST-Ericsson
	33.328
	0046
	-
	Rel-12
	C
	eMEDIASEC
	revised

	S3-121187
	33328 CR Inclusion of session based messaging in KMS based solution
	Ericsson, ST-Ericsson
	33.328
	0046
	1
	Rel-12
	C
	eMEDIASEC
	agreed

	S3-121037
	CR-Corrections to 33.401
	Huawei, Hisilicon
	33.401
	0506
	-
	Rel-12
	F
	SEC12
	revised

	S3-121167
	CR-Corrections to 33.401
	Huawei, Hisilicon
	33.401
	0506
	1
	Rel-12
	F
	SEC12
	agreed

	S3-121072
	Editorial correction to Attach in UTRAN
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0507
	-
	Rel-12
	F
	SEC12
	revised

	S3-121166
	Editorial correction to Attach in UTRAN
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0507
	1
	Rel-12
	F
	SEC12
	agreed

	S3-121074
	Editorial clarification on EPS NAS security context
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0508
	-
	Rel-12
	-
	-
	noted

	S3-121075
	Editorial clarifications on KeNB re-keying
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0509
	-
	Rel-12
	-
	-
	revised

	S3-121171
	Editorial clarifications on KeNB re-keying
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0509
	1
	-
	-
	-
	postponed

	S3-121076
	KeNB re-keying from current KASME
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0510
	-
	Rel-12
	-
	-
	revised

	S3-121172
	KeNB re-keying from current KASME
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0510
	1
	Rel-12
	B
	SEC12
	postponed

	S3-121133
	Re-authentication procedure using bootstrapping usage procedure
	Intel,Verizon,Cisco
	33.924
	0021
	-
	Rel-12
	B
	MOSAP
	revised

	S3-121169
	Re-authentication procedure using bootstrapping usage procedure
	Intel,Verizon,Cisco
	33.924
	0021
	1
	Rel-12
	B
	MOSAP
	withdrawn

	S3-121159
	Correction to UIA2 test vector
	Vodafone
	35.217
	0001
	-
	Rel-7
	F
	AlgUEA2
	agreed

	S3-121160
	Correction to UIA2 test vector
	Vodafone
	35.217
	0002
	-
	Rel-8
	A
	AlgUEA2
	agreed

	S3-121161
	Correction to UIA2 test vector
	Vodafone
	35.217
	0003
	-
	Rel-9
	A
	AlgUEA2
	agreed

	S3-121162
	Correction to UIA2 test vector
	Vodafone
	35.217
	0004
	-
	Rel-10
	A
	AlgUEA2
	agreed

	S3-121163
	Correction to UIA2 test vector
	Vodafone
	35.217
	0005
	-
	Rel-11
	A
	AlgUEA2
	agreed

	S3-121164
	Correction to UIA2 test vector
	Vodafone
	35.217
	0006
	-
	Rel-12
	A
	AlgUEA2
	agreed

	S3-121220
	Update of URL to 3GPP algorithms page
	Vodafone
	35.218
	0001
	-
	Rel-7
	F
	AlgUEA2
	agreed

	S3-121221
	Update of URL to 3GPP algorithms page
	Vodafone
	35.218
	0002
	-
	Rel-8
	A
	AlgUEA2
	agreed

	S3-121222
	Update of URL to 3GPP algorithms page
	Vodafone
	35.218
	0003
	-
	Rel-9
	A
	AlgUEA2
	agreed

	S3-121223
	Update of URL to 3GPP algorithms page
	Vodafone
	35.218
	0004
	-
	Rel-10
	A
	AlgUEA2
	agreed

	S3-121224
	Update of URL to 3GPP algorithms page
	Vodafone
	35.218
	0005
	-
	Rel-11
	A
	AlgUEA2
	agreed

	S3-121225
	Update of URL to 3GPP algorithms page
	Vodafone
	35.218
	0006
	-
	Rel-12
	A
	AlgUEA2
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-121004
	
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	C1-123409
	noted
	

	S3-121005
	
	Reply LS on PWS key distribution
	C1-123453
	noted
	

	S3-121006
	
	Reply LS on security for the Tsp interface
	C3-121754
	noted
	

	S3-121007
	
	LS on SA3 eMBMS changes impacting CT6
	C6-120384
	replied to
	S3-121197

	S3-121008
	
	LS on Enhancements to the security of the SMS OTA download mechanisms
	C6-120448
	replied to
	S3-121227

	S3-121009
	
	LS response on PWS key distribution
	R3-121966
	noted
	

	S3-121010
	
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	RP-121454
	noted
	

	S3-121011
	
	Reply LS on border control concepts for VINE
	S2-123366
	noted
	

	S3-121012
	
	LS OUT to ITU-T SG16 on Support of TLS for media security in IP networks
	C4-121786
	noted
	

	S3-121013
	
	Reply LS on S6a Security
	C4-122228
	replied to
	S3-121165

	S3-121014
	
	Reply LS on PWS key distribution
	GP-121170
	noted
	

	S3-121015
	
	Liaison to 3GPP on ITU-T X.gpim, Guideline for management of personally identifiable information for telecommunication organizations
	COM 17  LS 342  E
	replied to
	S3-121229

	S3-121016
	
	Liaison on delegated non-repudiation architecture based on Recommendation ITU-T X.813 and efficient multi-factor authentication mechanisms using mobile devices
	COM 17 LS 349 E
	replied to
	S3-121230

	S3-121017
	
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	R2-124349
	noted
	

	S3-121018
	
	Response LS on PWS Requirements for UEs in Limited Service State
	R2-125158
	noted
	

	S3-121019
	
	Reply LS on PWS key distribution
	R2- 125160
	noted
	

	S3-121020
	
	Reply LS on H(e)NB Air Interface Activation
	S1-122511
	noted
	

	S3-121021
	
	LS response on contents of Handover Required message for rSRVCC
	S2-124044
	noted
	

	S3-121022
	
	Reply LS on S6a security
	S2-124144
	replied to
	

	S3-121023
	
	LS on Device Triggering Identification
	S2-124190
	replied to
	S3-121174

	S3-121024
	
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	S4-121237
	noted
	

	S3-121025
	
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	S2-122172
	noted
	

	S3-121026
	
	LS on Implications of user consent on MDT use cases
	S5-122547
	replied to
	S3-121210

	S3-121057
	
	LS from ETSI SAGE: Correction to UIA2 test vector
	SAGE (12) 17
	noted
	

	S3-121153
	
	LS on PWS Security Requirements
	S1-122437
	replied to
	S3-121214

	S3-121154
	
	Liaison statement on GISFI Indian network security related standardization activity
	GISFI_SP_201209306
	replied to
	S3-121243


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-121165
	Reply to: Reply LS on S6a Security
	SA2,CT4
	-
	S3-121013

	S3-121170
	LS on KeNB re-keying without a change of KASME
	RAN2,CT1
	-
	

	S3-121174
	Reply to: LS on Device Triggering Identification
	SA2
	CT1,CT3,CT4
	S3-121023

	S3-121197
	Reply to: LS on SA3 eMBMS changes impacting CT6
	CT6
	SA
	S3-121007

	S3-121203
	Integration of Web GBA with Crypto API
	W3C
	SA
	-

	S3-121207
	 LS to OMA BCAST on MBMS
	OMA BCAST
	-
	-

	S3-121210
	Reply to: LS on Implications of user consent on MDT use cases
	SA5
	RAN2,RAN3
	S3-121026

	S3-121213
	 LS on PWS Security in GERAN CS
	SA1
	GERAN2,CT1
	-

	S3-121214
	Reply LS on PWS Security Requirements
	SA1
	-
	S3-121153

	S3-121228
	 Reply LS on Recommendations for Minimal Wi-Fi Capabilities of Terminals v1
	SA,GSMA TSG
	-
	-

	S3-121229
	Reply to: Liaison to 3GPP on ITU-T X.gpim, Guideline for management of personally identifiable information for telecommunication organizations
	ITU-T SG17
	-
	S3-121015

	S3-121239
	LS to SA1,SA2 on iFire,SMURF
	SA1,SA2
	CT1
	

	S3-121243
	Reply to: Liaison statement on GISFI Indian network security related standardization activity
	GISFI
	
	S3-121154


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-121237
	iFire: WID for the TS
	Acme Packet, Vodafone, Nokia Siemens Networks, China Mobile, Huawei
	new WID

	S3-121111
	Revised WID: System Improvements for Machine Type Communication
	Samsung
	revised WID

	S3-121231
	WID for Security Aspects of WLAN Network Selection for 3GPP Terminals
	Huawei, HiSilicon, TeliaSonera, Juniper Networks, ZTE Corporation, BT, China Mobile, CATR, Interdigital
	revised WID

	S3-121236
	Update of the iFire Study Item
	Ericsson
	revised WID


Annex E: List of participants

	Name
	Representing
	Status-Partner
	Ctry
	Email

	Aldén, Magnus (Dr.)
	TeliaSonera AB
	3GPPMEMBER (ETSI)
	SE
	Magnus.Alden@teliasonera.com

	Alfano, Nicholas (Mr.)
	Research in Motion UK Limited
	3GPPMEMBER (ETSI)
	GB
	nalfano@rim.com

	Blanchard, Colin (Mr.)
	BT Group Plc
	3GPPMEMBER (ETSI)
	GB
	colin.blanchard@bt.com

	Brookson, Charles (Mr.)
	GSM Association
	3GPPMARK_REP (OTHER)
	GB
	charles@zeata.co.uk

	Brown, Phillip (Mr.)
	INTERDIGITAL COMMUNICATIONS
	3GPPMEMBER (ETSI)
	US
	phillip.brown@interdigital.com

	Brusilovsky, Alec (Mr.)
	INTERDIGITAL COMMUNICATIONS
	3GPPMEMBER (ETSI)
	US
	alec.brusilovsky@interdigital.com

	Buckley, Eoin (Dr.)
	Research in Motion UK Limited
	3GPPMEMBER (ETSI)
	US
	mbuckley@rim.com

	Cakulev, Violeta (Mrs.)
	Alcatel-Lucent Telecom Ltd
	3GPPMEMBER (ETSI)
	US
	Violeta.Cakulev@alcatel-lucent.com

	Calvez, Christophe (Mr.)
	EADS
	3GPPMEMBER (ETSI)
	FR
	christophe.calvez@cassidian.com

	Cano Soveri, Mirko (Mr.)
	ETSI
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	FR
	mirko.canosoveri@etsi.org
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	TELECOM ITALIA S.p.A.
	3GPPMEMBER (ETSI)
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	mauro.castagno@telecomitalia.it

	Chen, Jing (Mr.)
	Huawei Technologies France
	3GPPMEMBER (ETSI)
	 
	eric.chenjing@huawei.com

	Chen, JinYue (Mr.)
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	3GPPMEMBER (CCSA)
	CN
	a17597@email.mot.com

	Escott, Adrian (Dr.)
	QUALCOMM CDMA Technologies
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	aescott@qti.qualcomm.com
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	France Telecom
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	Hickey, John (Mr.)
	Alcatel-Lucent
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	DE
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	peter.howard@vodafone.com
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	DE
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Annex F: List of future meetings

	Title
	Start date
	End date (OP)
	Town
	Country
	Reference

	3GPPSA3#70
	21/01/2013 09:00:00
	25/01/2013 17:30:00
	Sophia Antipolis
	FR
	S3-70

	3GPPSA3#48-LI
	05/02/2013 09:00:00
	07/02/2013 17:30:00
	Dublin
	IE
	S3-48

	3GPPSA3#71
	08/04/2013 09:00:00
	12/04/2013 17:30:00
	Valencia
	ES
	S3-71

	3GPPSA3#50-LI
	25/06/2013 09:00:00
	27/06/2013 17:30:00
	TBC
	EU
	S3-50

	3GPPSA3#72
	08/07/2013 09:00:00
	12/07/2013 17:30:00
	China
	CN
	S3-72

	3GPPSA3#73
	11/11/2013 09:00:00
	15/11/2013 17:30:00
	US
	US
	S3-73


