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Abstract of the contribution:

At present when a person’s phone begins to ring the only clue that they have as to the identity of the caller is the Caller ID (CID). From this they must determine whether or not they wish to answer the call, and if it is an unknown number whether or not to trust the caller. Given that CID can quite easily be spoofed it means that even if a number is known it cannot be trusted.

Upon answering a call from a person, there are well practiced methods for the caller to determine the identity of the callee, such as asking for them to confirm information. However, many financial intuitions are now using automated systems to; for example, call a customer to confirm that they have just made a credit card transaction. See  http://www.bbc.co.uk/news/uk-19677434
“Customers are not expecting these calls and may not know such calls even exist. Yet within a few seconds, they make a decision as to whether or not they believe this really is their bank calling. 

People are normally asked to confirm they are the customer, and then to verify certain aspects of their date of birth. They are then told about a transaction and asked if they had made it.” 
This contribution proposes to add a solution using out of band methods into the “Candidate solutions for detection section for the “security study on spoofed call detection and prevention SID” for this scenario 
--------------------------------------------------------------Begin of Change----------------------------------------------------------

Candidate solutions for detection

Editor’s notes: This section discusses the candidate solutions for spoofed call detection and prevention and also satisfies all the requirements listed in the earlier section.
6.1 Out of Band Methods

6.1.1 Verifying Through “Middle” 3rd Party

Assume caller (A) wishes to contact another party (B). Doing so directly means that B will see A’s CID and must assume that this is valid. Given that the CID can be manipulated there is no guarantee that it is actually A calling B, but adding a 3rd party (C) who is trusted by both A and B it should be possible that when A calls B, B can be sure that it is actually A.

Within this process there would be a requirement for trust to be established in both directions between A and C, but it would only be necessary for B to trust C (it would not matter to C who B is).

Both A&B need to trust C as this is as central communication point between both parties. B needs to trust C so that when they check an incoming call they need to know that C is going to return a response that the can rely upon – otherwise there would be no point in verifying the call if C was not a trusted third party (TTP). A must trust C as they must know that when they record a call with them it will be accurately relayed to B when a request is made.

C must trust A as C has the responsibility of making the final decision as to whether a call is genuine or not, if C does not have suitable measures for determining the identity of A then spoof A’s could exist in C’s database, meaning that spoof calls can correctly be relayed to B.
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Figure 6.1: Trust & communication relationships between A, B and C

Figure 6.1 shows the process of communication between A, B, and C. Prior to any call trust will have been established between A and C, and B will trust C. There will be no direct communication between A&B. When the verification process begins and B verifies a call with C, B already trusts them, and hence as a result of C informing them that the call is genuinely A. There is no need for existing trust between A & B.

6.1.1.1 Process Description

1. Calling Party A informs 3rd Party C their intention to call B

Prior to commencing the call to B, A informs C of their intentions. This should be done via a secure channel so that the original message cannot be tampered with (and thus creating a scenario whereby an attacker creates a “verified” call by taking advantage of A’s trust of C).

Once the message has been passed to C the phone call is made to B through existing methods. Stage 2 should happen near instantaneously, but the call should not be initiated until the message is known to have been passed to C.

2. 3rd Party C makes record of intention to call

Once C has received the message from A that it is going to call B it should store a record of this, but only if it has verified the identity of A.

3. Called Party B receives incoming call

B’s phone should receive the incoming call from A, if it supports this verification functionality then see 4, else 5.

4. Called Party B supports call verification

If call verification is supported then the receiving phone should automatically be able to contact C and validate the CID. This could be done through one of the following three processes (4.1, 4.2, 4.3).

4.1 Internet

If the receiving phone had an internet connection (e.g. smartphone) then possibly the quickest solution would be to send a request (over a secure protocol, HTTPS) to C containing the CID number and B’s phone number), allowing for C to check if this was a valid record.

4.2 SMS

A second option (if supported) would be for B to send a SMS message to C indicating the same details as in 2.1.4.1 (the CID number and B’s phone number), allowing for V to check if this was a valid record.

4.3 Phone Line

A final option would be for B to contact C over a second phone line if one was present, and transmit the same data as the previous 2 methods in order for C to validate.

5. Called Party B doesn’t support call verification

If call verification is not supported then the CID cannot be verified automatically. At this point the user would have to make a decision as to whether or not to accept the call based solely on the CID, an alternative route would be for the user to phone C (as described in 2.1.4.3) from another line in order to check if a call is expected from the given number. If this route was taken the rest of the process below would not apply.

6. 3rd Party C Receives Validation Request

Upon receiving a request, C should check if there is an active record of A attempting to call B, if this exists then it can be assumed that the CID was genuine and therefore the call can be verified. C should send a response back containing this information so that it can be displayed to B. Once the check has been made it should be marked as such, in order to prevent any reply attacks whereby a user could receive a call from a fake CID and that could then be verified against a record that was still open on C.

If there was no open record of a call between A and B then it can be assumed that the call was not genuine and B should be informed appropriately.

If a call is genuine then where supported C could potentially send more data about A to B in order to reinforce the validity of the call, such as company name and logo.

7. Called Party B receives validation response

Upon receiving a response from C, B’s phone should display an appropriate message and action to perform. If the call could not be validated then B should be encouraged not to answer due to the risk of it. If the call was validated then B should be informed of this, and if received also show additional information about the call (company name, logo, etc.).

Ideally B’s phone should not start ringing until a response has been received from C so they can immediately make a decision about the call, but depending upon network delay this may not be possible.

From this point the call would progress as usual with no further intervention from C

8. Call Ended

Once the call has ended A should report to C that the call has ended, so the record can be removed entirely to prevent a scenario whereby the same call could be verified twice. 

9. 3rd Party C Logs Call

Once C has received the message from A that the call has ended this should be logged, and if A wishes to call B again the process would start over. Additionally if no message is received from A in a given time period the record should also be removed to prevent leaving an open door for attackers.

6.1.1.2 Call Process Diagram
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Figure 6.2: Call Process
1. Company registers their intent to call Customer with 3rd Party.

2. 3rd Party confirms this.

3. Company initiates call to Customer

4. Customer receives call

5. If Customers hardware supports call verification they contact the third party to verify that the company should be calling them, if not they make a decision based on the CID.

6. 3rd Party responds to Customer the status of the call (genuine/not).

7. Customer makes a decision as to whether or not to accept the call

1. If the call is genuine, or customer chooses to accept anyway the Customer accepts and is Connected to the Company

2. If the call is not genuine then Customer rejects the call (potentially add in additional step to report the caller)

8. When the call is ended the Company reports this to the 3rd Party so that the record of the call is used and cannot be validated against in the future.

6.1.2 Using TOTP to Verify Caller
Time-based One Time Passwords (TOTPs) are used frequently in “2-step verification” login routines on websites, in particular in the Banking sector, and exist in both Hardware and Software varieties. They are used to generate a password that can be used to as an additional method of authentication. Both the time and a key are used to create a hash value. This means that there is no need for the any physical connection between the 2 parties, and at any given moment each will generate the same password.

The passwords are generated using a shared secret and a time based algorithm. The key is something that remains static each time the password is generated, and must be known by both parties otherwise the correct password cannot be generated.

In order to take into account slight fluctuations in time between the two parties the time used in generating the hash is taken at X second intervals, where X is a time period that the password will be valid for, often around 30 seconds.

By hashing the secret and time interval a password can be generated that can be used to verify that both parties are who they say they are (i.e. have the correct secret).

The device that generates the key can either be implemented in software (e.g. smartphone app, built into call centre software) or in hardware.

In the case of a customer verifying a company calling them, this would work by both of them agreeing on a shared secret and then this being stored in the customer’s device and by the company. This process could happen by the customer calling the company and verifying their identity to them, which in return the company could give them the secret (e.g. 4872 3481). From this point forward if both the customer and company were to generate a password at any given time, they would both match (and verify each other).

When a company was to call a customer the customer would be able to verify them by asking them to generate a TOTP, and if the customer was to do this at the same time and they matched then that would confirm that they are talking to the genuine company.

It would not be possible for a spoof caller to verify themselves through this method unless they had access to the shared secret (which would represent a security breach of the company).

One drawback of this is that it requires the customer to be alert enough to remember this process (ask the company to verify themselves); where a genuine company might provide the customer with a password that they can verify a spoof caller could simply ignore this and rely on the hope that the customer would forget to ask the company to verify itself.

6.1.2.1 TOTP Key Exchange
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Figure 6.3: TOTP Key Exchange Process.
1. Company contacts customer informing them of new TOTP verification system and instructions of how this is to work (also either sends hardware device or instructions to obtain software).

2. As per instructions in (1) customer contacts the company in order to register with TOTP, the company then generates a secret key that will be used for generating the TOTPs

3. Company passes this information on to the customer

4. Customer enters the key into their device, allowing them to generate keys.

6.1.2.2 Call Process
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Figure 6.4: TOTP Call Process
1. Company calls Customer

2. Customer asks the company to verify themselves (using TOTP)

3. Company generates TOTP on their device (likely to be integrated within call centre software).

4. TOTP is returned to company agent.

5. Company provides TOTP to the customer.

6. Customer generates TOTP on their device

7. Customer checks that TOTP matches with the one provided by the company

a. Steps 3-4, and 6-7 could happen simultaneously.

8. Customer makes a decision as to whether or not to the company is genuine (if passwords don’t match could ask again to validate, or simply end the call).

9. Customer continues the call if genuine.

6.1.3 Verifying Caller through Shared Confidential Data
Services exist that allow for a company to verify a customer through confidential customer information that is provided through a trusted third party.
The verification process works by a company who wants to verify a customer asking a set of confidential questions that only the customer would know the answer to, the company trying to verify the customer does not process this confidential information. Instead it asks a customer to identify themselves (name, address etc.) and then this data is sent to the TTP in order for them to verify the individual. This system works as a customer is verified using data that only they know and the TTP have access to in order to verify their identity, so once this is matched the TTP is able to tell the company that a customer is who they say they are.

This solution proposes a similar process but whereby the “customer” and a trusted 3rd party are able to verify that the “company” is who they say they are, in order to verify that the company calling is genuine (and the CID not spoofed). 

In such a process it would be difficult to ask the company for details to verify themselves, given that much of this information would be public in the first place (and hence available to spoof callers), or would be information that the company would not be willing to disclose. Given this restriction a validation method based upon shared confidential information would still have to be between a trusted 3rd party and the customer.

6.1.3.1 Company Confirming Information with Customer

When a company contacts a customer if the call is related to private information one of the first things they do is to verify the customer is who they say they are, for example by asking them to confirm their date of birth. The problem with this though is that the customer at this point has no idea if the call is genuine. Data such as date of birth is readily available especially if the customer was subject to identity fraud. This verification is a one way system and works reasonably well for the company to verify its customer, but provides no trust in the other direction.

In order for a customer to verify that the company they are speaking to is genuine the TTP would be a place where customers can share confidential information that can later be used for registered companies to identify themselves. This data would be provided by the customer on an opt-in basis, rather than being extracted from existing data sources. This means that the customer would be able to provide data that was not necessary true, but this would not be an issue. So long as the customer was able to give the answer that they had given to the 3rd party when challenged for the question (in order to validate a call) then this would verify that the caller has access to the data source and hence can be validated

Given that the information held by the 3rd party would be known only by themselves and the customer, a customer would be able to assume any registered company who knew was able to access any details held were genuine (presuming the company had gone through a strict process of registering themselves with the 3rd party). There would be no requirement that this data was private, just that it was confidential between the customer & 3rd party. 

In order for this process to work effectively the company would have to confirm to the customer a piece of information that is within the 3rd party database, for example:

· Company calls customer and asks them if they were born in Ipswich and their favourite colour is beige.

· If this is true the customer knows either the call is genuine.

· If this information is false then the customer knows that the call is not genuine.

A potential issue with this is that a customer may not want to disclose such confidential information to a 3rd party that they know will be used to identify them, so the information that they are willing to disclose may be such that it is either easily accessible or known by other people. This would make the customer more susceptible to answering a spoof call if someone had stolen documents relating to them, for example:

· Customer throws out bank statement and electricity bill

· This information is stolen and used by criminals to setup a spoof call, who confirm the information of “X is your bank account number and your electricity provider is Y with the account number Z”

· The customer knowing this to be true (but not knowing their identity has been stolen) confirms the information and then proceeds to give the criminals more private information that they are able to use.

6.1.3.2 Data Registration
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Figure 6.5: Shared Data Registration
1. Company informs Customer that they are using a 3rd party to verify their outgoing calls, and that they need to register their data with them if they wish to use it.

1. Provide method for Customer to verify that this original contact is genuine, otherwise could be a spoofing attempt to collect peoples data.

2. Customer registers with 3rd Party using a Pin provided to them by the Company so they can link their records with the 3rd Party, also allow for circumstances where user already has account with 3rd Party so can just enter pin to link their current account with the contacting Company.

3. 3rd party collates data together with any other known sources that can verify them.

At this stage (if the user opted in) the contacting Company could provide the 3rd Party with any further details that they know about the customer, so that this could be used for other companies to verify them. (e.g. if a customer registers with a  bank, then the bank could provide a list of account numbers so that their electricity company could verify themselves by using this data).

6.1.3.3 Call Process
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Figure 6.6: Shared Data Call Process
1. Company calls Customer and verifies they are talking to the right person (e.g. check birthday/mother’s maiden name)

2. Customer asks Company to verify themselves (or Company offers).

3. Company sources information about the customer through the 3rd Party (who should only provide a random subset of information at any 1 time)

4. Company passes this information onto the Customer and if it is genuine then the Customer knows that the caller can be verified.

----------------------------------------------------------------End of Change-----------------------------------------------------------

