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1	Introduction

This pCR provides further details on controlling the IMSI-IMEI binding feature based on the shared secret (KME) between ME and HSS. 

2	PCR
************* START OF CHANGE 1 ***************
5.4.4.2.3.4 Network Control of Binding Feature
For normal operation of the binding feature the HSS has to clearly know whether or not the KME is established in the device associated with authenticated subscription. If this knowledge is uncertain, e.g. the device is transferred from another MNO and KME cannot be obtained before the initial network access, or the HSS needs to obtain the device’ IMEI before selecting the KME, the HSS has to assume that KME is unknown. In such case the binding verification has to be omitted for the initial network entry, i.e. the AV shall not be pre-processed (the RAND is not encrypted). Consequently, UE also must be made aware that binding verification is omitted, and post-processing (decryption) of RAND must be bypassed. 
This constitutes Control of the Binding Feature retained by the HSS.
Several alternatives could be considered to indicate to the UE that the AV sent by the HSS is or is not pre-processed. Each alternative presented in this section leaves the use of binding feature completely under control of the HSS with no involvement of MME, eNB, or UICC. Other indication alternatives could be considered as well.
For example, indication can be provided by setting Bit 1 of AMF field to ‘1’ for the AV with encrypted RAND.  This means that HSS has to decide on setting this bit appropriately before the AV is computed. Setting this bit to ‘0’ (default) would indicate a regular un-processed AV with original RAND. Upon receiving the Authentication Challenge the ME will examine the Bit 1 of the AMF and determine whether or not to post-process (decrypt) the RAND.
Alternatively, indication can be provided by using special value of 128-bit RAND. For example, while generating a RAND for the AV targeted to omit pre-processing, the HSS will truncate the RAND to 64 most significant bits, and then fill the remaining 64 least significant bits of RAND with the copy of the 64 most significant bits remaining random. Upon receiving the RAND, the ME will check if each half of the RAND is an exact copy of the other half, and if so, will pass the AV to the UICC unprocessed. Otherwise, the RAND will be decrypted before being sent to the UICC. To avoid possible collisions, after the RAND is encrypted the HSS has to check if the resulting encrypted RAND does not (with a negligible probability) follow the rule of the special RAND, and if so, HSS will have to purge this AV, and generate the new AV with another RAND. 
In another alternative, the randomly generated 128 bit RAND is truncated to 96 bits, and the 32-bit hash is computed of it. The resulting 32 bit hash is appended to the retained 96 bits to produce the 128-bit RAND of the AV that does not have to be post-processed. The UE, upon receiving the AV, will compute the 32-bit hash of the 96 msb of the received RAND, and compare it to the remaining 32 bits of the RAND. If match is discovered, the AV is presented to the UICC unprocessed. Otherwise, the RAND is presented for decryption with whatever the KME value is programmed in the ME.
Although alternatives that use special RAND reduce unpredictability of RES, which may be undesirable, the use of the un-processed vector with special RAND is expected to be rare, and limited to cases when Binding feature must be bypassed for the specially equipped device. Indication by the Bit 1 in AMF does not have any effect on RES unpredictability, and is preferred.

************* END OF CHANGE 1 ***************
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