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1 Introduction

Two FS_SECAM conference calls were held on the 11th and on the 13th of December 2012. The objective of these conferences was to make progresses on the new study item on Security Assurance Methodology and to come to some common work assumptions in order to have efficient exchanges and contributions during the SA3#70 meeting. The two calls had the same agenda and were repeated calls to deal with the different time zones. After the calls, many discussions continued via email on the 3gpp_sa3_fs_secam@list.orange.com mailing list. A summary of these exchanges is also provided in section 3 of this contribution for information. The last section is the list of all opened Editor’s note of the current TR.
2
Conference call 1 and 1bis
Participants:

Alcatel-Lucent, Cassidian, CMCC, Ericsson, Huawei, InterDigital, Juniper, NSN, NTT Docomo, Orange, Telecom Italia,TeliaSonera, Vodafone, Yaanatech
2.1
Documents
3 documents were received before the calls:

a) S3-121XXX-Orange-SECAM-discussion.doc

b) S3-121XXX-SECAM-Sec-6-Clarifications-Juniper.doc

c) S3-12xxxx-pCR definition of exposed location node.doc // this document was handled via email discussion

2.2
Agenda
1)  Discussion on document a) and on work organization of the following topics
· Template of 3GPP Security Assurance Specifications
· Evaluation methodology

· Actors / trust relationships and accreditation
· Missing definitions in the definition section

2) Discussion on document b) on criteria
2.3
Discussion

Item 1: Discussion on document a)
Presentation

Orange presented the discussion paper outlining the proposed type of documents that could be used for 3GPP certification scheme and the steps that the methodology could follow. 
1) There would be one or several 3GPP documents collecting security requirements in modules. There would be two kinds of modules: 
a) function-specific security requirements grouped in several categories (Network Product Functions; Management And Maintenance Functions; …)
b) Platform security requirements for example related to secure boot, secure storage, etc. 

2) Vendors would pick and choose the relevant modules for their product into a document named “security target”. The minimum set of modules to be included in a security target for a 3GPP function would be mandated in the 3GPP SAS. For example, a security target for an MME function shall include modules a), b) and e) of function-specific security requirements and modules A), B), C) and F) of platform security requirements
3) Some external entity (GSMA) would validate that the security target written by the vendor is meaningful.
4) Finally, some entity (not defined for now, GSMA?, operators?) would get the results of testing and give some attestation that the tests were properly conducted.

Orange also gave some initial information on evaluation methodologies by presenting the CSPN methodology from the French CC Scheme. 
Finally, Orange proposed missing definition wording to be discussed via email and not during call time.

Discussion related to the output of the FS_SECAM study:

CMCC asked whether Orange’s contribution meant that some 3GPP TS would be the output of the current study. Orange indicated that the discussion paper tried to propose some methodology and grouping of requirements, the output of this study item cannot be normative documents. A new WID following this SID will be needed to produce TS. The discussion on document format for SAS was considered premature at this stage of the study by the participants.
Discussion related to CSPN and criteria:

NTT outlined that the lightweight CSPN methodology would probably not meet the reproducibility and repeatability criteria. NSN indicated that whatever the methodology we choose, the agility criteria (capacity to have a rapid update of the methodology to deal with rapidly changing attack vectors) is very important. 

Orange pointed out that, in the current TR, we have in section 6 a very long list of criteria and that matching all of these will necessarily imply a very heavy methodology. It was confirmed that this list is a list of criteria and not a list of requirements. 
A candidate methodology will not have to fulfil all these criteria to be considered viable. There was a common agreement to capture this discussion in the criteria section.
Action point 1): Orange and NTT to work on some pCR to capture this agreement.
Discussion related to the steps and document format proposed by Orange

It was agreed that grouping functions-specific and platform security requirements into categories was a good idea to allow easy composition of a coherent group of modules per 3GPP function and platform. NSN however indicated that leaving the vendors choosing what modules they claim conformance to was a bad idea. 3GPP should mandate which security requirement modules are applicable to which 3GPP function. Indeed, an external entity like GSMA would not be able to evaluate if the choice of a group of security requirements modules made by a particular vendor for a particular product is relevant or not. 
E// confirmed that Methodology 1 is not a “full” CC methodology but that it is meant to reuse some components of CC that 3GPP will find relevant.

It was agreed that the best way forward would be to go without a Security Target document written by the vendors and to have them instead providing enough documentation/information for each security requirement/test case to cover. E// reminded that every vendor will have its own way of documenting things and that we should not mandate the format if we want a practical scheme. It was agreed.
The evaluator would have at disposal for evaluation of a given product:

· The 3GPP SAS indicating, for this given type of product, the list of security requirements modules to be tested and the associated test cases

· Documentation/information provided by vendors on how each security requirement mandated by 3GPP SAS is fulfilled

· The product to evaluate itself

Orange indicated that there might be cases were the evaluator will not be provided with enough information by the vendors to do a proper evaluation. In this case, there should be some conflict resolution mechanism that could be operated by GSMA between the vendor and the evaluator. Juniper indicated that we should be as precise as possible in our specification to minimize the need for conflict resolution. Univocal specifications could moreover help to meet the reproducibility and repeatability criteria. NSN supported it. Orange agreed and expected conflicts to be rare but would prefer to have this mechanism built-in as it is still possible that it happens.

NSN indicated that test cases of Telecom Italia methodology are a good start and leave little freedom to the evaluators for interpretation. This should be the goal.

NSN outlined that we should be careful on requirements that we would put on other bodies like GSMA. Having liaison with them is important. Orange indicated that GSMA support the work and would be willing to help; they sent us a liaison about that for the next meeting. 

Orange asked where to put this information in the current TR (in methodology 1, 2, or both). The agreement was to put it in a section named “Considerations for all methodologies” in the proposed methodologies section.

Action point2): Orange to update its proposal according to the above discussion and agreements
Discussion related self certification and fixed evaluation time

Orange started a discussion on whether we should have a fixed time for evaluation or not in the methodology. DT supported having some fixed time methods as it is in line with the way operators do tests currently. Fixed time, fixed money and according to an operational release deadline. It is always possible to do additional security tests (longer fuzzing, …) and we need to fix some lower and upper boundary. TI indicated that it was not possible to know the time needed for evaluation in advance. TI asked what would be done in a fixed time methodology if the evaluator did only half of the tests when the time is over, should then the evaluation be failed? NSN reminded even if some security tests are time related, it is not the case for all tests, many tests are only checking documentation and there should be enough time to do all these tests.
This discussion also triggered discussion on the methodology of evaluation to be chosen by 3GPP and if a third party was needed. Due to the lack of time during the call, the discussion will be dealt with via email.
Item 2: Discussion on document b) (criteria)
Juniper presented its proposal for the criteria section. 
1) The first change was related to a rewording of the “repeatability criterion”. The intention is to change the wording and not the meaning of this criterion to make it easier to read. No comments were received on this change.
2) The second change was to add recognition for certification results as well and not only for the methodology itself. 

3) The third change was the addition of a new criterion on complexity of incremental testing cycle. It was agreed that this was inline with the previous discussion on having a methodology supporting some agility. 

4) The fourth change was about removing self-certification from the criteria list as Juniper felt that it was a bad idea and that certification was by definition something to be done by an independent entity. This point is the one that triggered the most discussion.

Interdigital reminded that this section was only about criteria and not about requirements and was concerned about removing self-certification. The “Criteria” section contains just that, criteria for evaluation. It won’t be prudent to mix the criteria with the requirements. Instead, the agreed requirements should go in the separate “Requirements” Section of the TR. We would use the requirements in that section to zero in on (hopefully single) certification method. So, while advocating having “self-certification vs. third-party certification” as one of the selection criteria, Interdigital think that only third-party certification has to be required.

Huawei, NSN and Orange asked for clarification on what was really meant by self-certification in practice. ALU indicated that there might be confusion with self-evaluation, which they believed to be a good approach. Interdigital indicated that self-certification is used by the British CC scheme. Juniper is still willing to remove it.
CMCC asked whether having different evaluators (self-evaluation vs third party evaluation) has an impact on the methodology documents to be produced by 3GPP (how to evaluate). If the type of evaluators has no impact on the 3GPP security assurance methodology, then we should not consider the type of evaluators further and concentrate on how to evaluate. This discussion was continued in length in the email exchanges (see section 3 of this document).
Action point 3) Interdigital to provide some links and reference documents and/or discussion paper to other delegates (on the mailing-list) on existing self-certification scheme
Action point 4) ALU to provide some details on the mailing-list on existing self-evaluation process
5) The fifth change was an attempt to remove an editor’s note “Editor’s note: Elaboration on what security assurance level means is FFS. The levels need to capture both assurance levels and security levels independently”
Juniper explained that assurance level is the confidence in the way of testing, opposed to the security level corresponding with the requirements of the risk, trust and/or exposure level of the nodes. Juniper clarified that the intention was to have only one assurance level and to have multiple security levels. Interdigital had some concerns with having only one assurance level. Huawei indicated that we need to document somewhere what it means to achieve a certain assurance level as in one of seven levels in CC. Even if we have pass or no-pass, it would somehow still matches to a certain level as defined in CC, for example, whether they decide EAL3 is passing or EAL4 is passing.
Interdigital reminded that in the CC framework, EAL levels are only assurance levels and are related to the way of testing, not to the level of security. The higher the EAL level, the more transparency and openness there is in the testing phase (access to source code …)
6) The last change is a new editor’s note for clarification on what exactly the word “measurable” means.

Action point 5): Juniper to split its proposal into several contributions to have points 4) and 5) discussed separately from the others
Action point 6): Orange to launch the email discussion agreed on the mailing list
2.4 Action points after conference call 1 and call 1bis
Action point 1: 

Orange and NTT to work on a pCR explaining that not all criteria of section 6 will have to be met by a candidate methodology to be viable.

Document provided to the mailing list (S3-121XXX-SECAM-Section6-Orange-NTT.doc)

Action point 2: 

Orange to prepare a pCR on “Considerations for all methodologies” (might change depending on the outcome of the email discussions and be an almost complete rewrite)
Action point 3:
Interdigital to provide some links and reference documents and/or discussion paper to other delegates (on the mailing-list) on existing self-certification scheme

A formal reference can be found here: http://www.cesg.gov.uk/servicecatalogue/CPA/Pages/CPA.aspx
The ability of CPA to accept self-certifications was promoted at the similar to SECAM activity in TCG.

Action point 4:

ALU to provide some details on the mailing-list on existing self-evaluation process

Document provided on the mailing list (S3-121XXX-SECAM-Alcatel-Lucent-Self-evaluation.doc)

Action point 5:

Juniper to split its proposal into several contributions to have points 4) and 5) discussed separately from the others
Documents provided to the mailing list (S3-121XXX-SECAM-Sec-6-Clarifications-Juniper-v2.doc; S3-121XXX-SECAM-Sec-6-Clarifications-Cert-Levels-Juniper.doc)
Action point 6:
Orange to launch the email discussion agreed on the mailing list

One email discussion per point was initiated on the 3gpp_sa3_fs_secam@list.orange.com mailing list on the 17th of December.( Topic 1: exposed node definition; Topic 2: assurance level; Topic 3: self-certification/self-evaluation/ third parties certification and fixed time limit for evaluation)
3 Email discussions summary
The minutes below attempt to summarize the main email discussions on the 3gpp_sa3_fs_secam@list.orange.com  mailing list between SA3#69 and SA3#70 (until January 6th).
3.1 Thread A: on self-certification; -> on self-certification // combined approach; China Mobile summary

This was the most lively discussed topic triggered by an initial proposal from Deutsche Telekom outlining the advantages of self-certification (get more support amongst vendors; be more practical and faster; is more than we have today) and presenting the mixed approach of GCF (Global Certification Forum) as a successful approach (Vendors are allowed to self-certify their products but if they get caught to cheat they are forced to use accredited test houses from that day on).

China Mobile wonders if allowing cheating is affordable regarding the potential big loss. They also asked about the timing of the evaluation and the order of the self cert and third party cert if both are used. Deutsche Telekom answered that you always have to trust your vendors to a certain degree and it is a big step beyond what we have today. On timing: timing is in the hands to the vendor in both cases: self-certification or third-party certification. It is in the vendor's interest to get things done in time.

Telecom Italia supports the GCF approach as a good and reasonable approach. The methodology which they are going to better detail is very similar to CGF.

Huawei think self-evaluation should be removed as the risk of keeping self-certification outweighs its benefits. (Who is to say "to the best of their abilities" is sufficient?  A certified third-party independent lab would work well to remove any uncertainties.). 
Deutsche Telekom: that may be a way if all vendors would agree to do only third-party evaluation but if we rule out self-certification, we also have to define criteria for accreditation of third-party test houses. Defining accreditation criteria for test-houses would add another big package of work to our WID.Telecom Italia supports DT view. As MNO we have to clarify if this "risk" is acceptable or not us. If not, we should also discuss on who will pay for the certification and when the certification will be required (i.e. always before releasing the product on the market or on MNO demand).

Ericsson: in the end it will be up to the operator to decide what type of evaluation/certification is required for the equipment that is used (modulo regulatory requirements). Suppose SA3 agree that self-certification is not sufficient to claim compliance to the security assurance specifications. What prevents an operator from buying equipment from a vendor who has not done 3rd party evaluation anyway?
NSN: On regulatory requirements, suppose there's a decision within 3GPP on which certification body shall oversee a mandatory 3rd party certification?  Will all regulators happily obey and accept those? Even the government-level Common Criteria's Mutual Recognition Arrangement (MRA) leaves a huge backdoor open for not accepting CC certifications done by foreign schemes when it suits national security interests. Worst case result from mandating 3rd party certification would be that it would be copied by every regulator worldwide - with an amendment that the certifications are to be done by a lab located within its own influence area.
Many exchanges involving all parties (Orange, Huawei, China Mobile, NSN, E//, TeliaSonera, Yaanatech) continued on what mandate we can put, and on whom we can put it. 

Orange proposed a combined approach (self-evaluation + periodical/on demand validation of the results by 3rd parties).
Huawei:  Emphasized the advantages of third party certification (vendors might overstate the practical assurance level,…). The certification method isn't an independent issue; it is also related to whether we need a fixed time for evaluation, whether we need to have only one or several assurance levels, whether the mutual recognition should be added into the criteria.

Ericsson: Would 3GPP require operators to only buy such equipment? The best we accomplish in this direction is to provide a method that allows the possibility for third party evaluation/certification to be done if so preferred by the parties involved.
NSN (supported by Telia Sonera): the best 3GPP can achieve in the area of evaluation and certification is setting standards for HOW evaluation can be done (what the inputs and outputs would be and what should go into an evaluation report). But 3GPP cannot standardise WHO should carry out the evaluation: a matter for the customers (operators) and regulators to decide. The same would apply to any accreditation scheme in case customers and regulators should require third party evaluation and certification.
China Mobile proposed the following summary tables, figures and action points for discussion:

	1
	Evaluators: Self cert or third party cert (who will perform the evaluation)
Note: but if the answer in the 4 row below is self cert and third party cert can have different impacts to the how to evaluate, then we need to decide which way to go, self cert or combined etc.
	Out of scope

	2
	Assurance level or security level
	3GPP scope

	3
	Missing definition etc on exposed node etc
	3GPP scope

	4
	AP: we need to analyze if the self cert and third party cert have impacts on the methods.  In the other words, if the methods(how to evaluate) are same whatever self cert and third party cert, then we don’t need to spend so much time on the evaluators now. 
	3GPP scope
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China Mobile also proposed to use the wording “evaluation” instead of “certification” as agreed during SA3#69 to avoid confusion. They proposed a first comparison table between self-evaluation and third party certification for discussion. CMCC would like to come to an agreement on whether self certification is needed or not before going further.

	Self-evaluation 
	Third-party cert 

	Advantages 
	disadvantages 
	Advantages 
	disadvantages 

	1. The certification time and cost can be controlled by the vendors. Because the vendors are so familiar with their products
	a. It cannot assure to strictly comply with the fixed time rule. 
	It can assure to strictly comply with the fixed time rule. 
	The third party needs to understand the target of evaluation. So, the certification time and cost will be more than self-cert. 

	2. Self-certification can improve their reputation. 
	b. The assurance level can be abused. 
	It can assure to strictly comply with the assurance level. 
	Others? 

	3. ?? 
	c. It is impossible to get mutual recognition by using the self-certificated results. 
	It is possible to get mutual recognition by using the self-certificated results. 
	Others? 


Juniper: We apparently have two goals (1) increased security; 2) certification of devices).In principle one should not be able to achieve the second without the first. But can, are we OK to achieve the first without the second?

Yaanatech: Certification at best can only lessen the risks in a particular context and a point in time. NTT also see certification as of less importance to improving security.

TeliaSonera: To cope with the assurance part, give the operator and the vendor a useful set of test specifications – as part of the Methodology. That would check the compliance with, say, hardening requirements.
3.2 Thread B: Juniper’s proposal on criteria (section 6)

After the conference calls Juniper split its contribution into two parts. Comments from Interdigital and TeliaSonera were received and merged. It seems that an agreement has been reached.

3.3 Thread C: China mobile proposal for exposed node definition

The initial proposal was discussed and after a few exchanges, it seems that an agreement has been reached on the following definition:

Exposed location node: A node that can be physically accessible to an attacker to tamper with due to low/lack of physical security measures in the environment.
4 Additional documents
Alcatel-Lucent proposed three new documents on Attacker model (section 4.3), Threats (section 4.3) and criteria (section 6). Comments from Orange were received on the document on section 6.

5 Open editor’s notes

This section list all the open Editor’s note of the current TR for information.

Introduction

Editor’s Note: This unnumbered clause will contain an introduction and provide some purpose of the report.

1
Scope

Editor’s Note: It is FFS how to include robustness aspects like deterministic node behaviour when facing unexpected input (e.g. malformed packet, …).
3
Definitions, symbols and abbreviations
Editor’s Note: Providing a clear definition of “3GPP security assurance methodology” is FFS.

4
3GPP Network Products and threat model
4.1.1
3GPP function specific requirements vs platform/node requirements
Editor's Note: Definitions of 3GPP function requirement, functional requirements and platform requirements must be clarified.

4.1.3
Location of functions and nodes
Editor's Note: This clause shall discuss aspects related to the trust/security related to the location of the network products.

4.3 
Threat and attacker model for the Security Assurance Study

Editor’s Note: This subsection will give an overview of the threat and attacker model to be addressed by this study. This should help to verify that the chosen methodology will be able to cover requirements for all kind of threat being considered to be relevant to cover.
4.4.1
Access Network

For this study the following access network product is in the scope:

1. eNodeB

Editor’s Note: It is for further study if the H(e)NB shall be added to the list of the nodes subject to the Security Assurance Specifications

5
Proposed Methodologies

Editor’s Note: This chapter will contain the description of the proposed solutions.

Editor’s note: Every proposed methodology will have to provide a reasonable number of examples on how concrete security requirements can be described and tested with the regard to the sample nodes of section 4.2. These examples will be developed in Annex A for all proposed methodologies. Each methodology can use its own list of requirements. It is FFS if a common minimal set of sample requirements for all methodologies is needed to ease comparison of the solutions.

5.1
Methodology 1: Common Criteria

Editor’s Note: An overview of what common criteria is and how it is going to be applied to network products is FFS.

Editor’s Note: Whether certification of products against the PP is needed is FFS.

Editor’s Note: The CC Management Board (CCMB) and the CC Development Board (CCDB) have launched the update of the CCRA with new rules for the mutual recognition of certificates across national certification schemes. Applicability of these evolutions is FFS.
5.2
Methodology 2

5.2.1
Overview

Editor’s Note: The difference between Remote Node Management/Local Node Management and Node Access has to be clarified. 

5.2.2
Methodology Template 

Editor’s Note: More details on how to apply this methodology is FFS.

6
Criteria for the evaluation of the methodologies

Editor’s Note: This chapter will list the criteria that will be used to evaluate the proposed solution (type of attacks conducted, reproducibility of the tests, costs, international recognition, need for coordination with other bodies ...) 

Editor’s note: Part of the methodologies relates to producing SAS another part of the methodologies relates to evaluating how product are fulfilling requirements of these SAS. Criteria’s addressing both aspects have to be defined.

The 3GPP security assurance methodology under consideration should be evaluated based on the following evaluation criteria: 
Editor’s Note: The following is a non- exhaustive list of criteria to be used for evaluation of 3GPP security assurance methodologies. Each entry in this list has to be further opened and explained to limit misunderstanding.
Editor’s note: Elaboration on what security assurance level means is FFS. The levels need to capture both assurance levels and security levels independently.
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