3GPP TSG SA WG3 (Security) Meeting #70

S3-130043
21-25 January 2013; Sophia Antipolis, France 


Source:
Telecom Italia, Orange, Alcatel-Lucent
Title:
SECAM - Section 5 – Methodology 2 (evaluation methodology)
Document for:
Discussion and Approval

Agenda Item:
8.7 Study Item on Security Assurance Methodology for 3GPP Network Products
Work Item / Release:
FS_SECAM / R12
Abstract of the contribution: 

This contribution provides details on the evaluation methodology for methodology 2 and details the output of the evaluation process. 
5.2.4.3 Evaluation Process 

The following activities shall be conducted for all products claiming compliance to 3GPP.
Editor’s Note:  The following description is for the initial evaluation and certification of a product. How to deal with updates of the product over its lifecycle and which steps are to be conducted again to get a new certification is FFS.   
5.2.4.3.1 Product Description

The vendor shall make the following information available in one or several documents:

· Description of the 3GPP network product

· Identification of the 3GPP network product by means of model / type numbers, brand names and manufacturer details
· Complete technical description Block diagram, Services running, Operating system type, Firmware build version, Service pack levels, Network applications running and so on

· Any special instructions to setup the 3GPP network product in a secure way (e.g. a user guide, Installation measures)

· Following details of  design and lifecycle aspects of the product:

· Features and  specifications

· Control of changes in hardware and/or software configuration (e.g. version management)

· Description of the management of 3rd party vulnerabilities, vulnerabilities discovered within the vendors’ development cycle and vulnerabilities discovered in customer networks
· Description of the secure software assurance lifecycle in place to maintain and product evidence of the quality of the code. It encompasses software code that has been developed by a vendor, delivered by a 3rd party contractor and 3rd party applications or products including open source software
5.2.4.3.2 Threat Assessment

A threat is anything that would contribute to the tampering, destruction or interruption of any service or item of value available on the network product. A threat identification can help to assess the probability, the potential harm, the impact of attacks exploiting the identified threats and to minimize or eliminate them with the adoption of the appropriate security countermeasures/remediation plans. The most important output from this task is one or more deliverables listing the vulnerabilities identified in the product and the remediation plans for dealing with these vulnerabilities.

The standardisation group (SA3) will produce a high-level threat analysis document to describe the assets of 3GPP Network products and the main risks associated with these assets as a part of the SAS document(s).

The vendor’s threat assessment shall cover at least all the risks and assets of this SAS document as far as they refer to the 3GPP product under evaluation. There are many threat modelling and vulnerability assessment methodologies that can be used and the different vendors may want to choose one that is already integrated into their security lifecycle. The threat methodology is defined by the vendor and a description of it is included in the threat assessment documentation. 

To help the evaluator in understanding the scope and depth of the threat analysis, the threat assessment documentation shall place these vulnerabilities in context and provide a list of assets for the product under evaluation.  The vendor shall also provide threat assessment documentation for all additional assets and components that are specific to the 3GPP network product under evaluation and that are not explicitly covered in the high level SA3 document. 

The description of components and assets shall be at implementation level. For example, an additional asset could be the SSH private key used for remote administration or the TPM involved in the secure boot process. An additional component that might extend the exposure could be, for example, an embedded HTTP web server for remote administration. 
The main outputs, collected in one or several documents, to provide from vendors to Evaluators are:

· A description of the threat assessment methodology used by the vendor

· The detailed threat assessment containing amongst other:

· A list of critical assets and critical components
· The identified threats and known vulnerabilities for each component
·  For each threat and known vulnerability a list of countermeasures implemented or to be implemented. In case of remediation plans, the timing for the implementation needs to be indicated

Information on publicly known vulnerabilities in various software/operating system is freely accessible on Internet for example on http://cve.mitre.org/cve/ or http://www.securityfocus.com/vulnerabilities. 
5.2.4.2.3 Security Requirements Testing

The security compliance of a product is its compliance to a defined set of security requirements. The security requirements set will be provided in the security assurance specification following the template of 5.2.2.1. Many examples of requirements are available in Annex A.2. It is worth noting that a test case is defined for every security requirement. 3GPP SAS specifications provide guidelines for the type of tools to be used for the validation of these tests. This test case describes the validation technique to be used by the Evaluators as well as the expected outputs to provide in the CD. 
The security requirement testing is divided into two phases. The first phase is the security requirement compliance testing. In this phase the Evaluators execute the tests contained in the 3GPP SAS for the evaluated product as described in the test cases, collect evaluation evidences and include them in the output document(s).

It is assumed that the latest version of the 3GPP Security Assurance documents available will be used for 3GPP Security Assurance whatever the 3GPP Release compliance of the other 3GPP functions of the product is.
Note X: Some security requirements might be specific to 3GPP features that only exist from a specific 3GPP Release onwards for a given 3GPP Network Product. The 3GPP SAS will give clear indication from which Release onwards the test should be applied. The way to give this indication (by grouping Rel-12 specific tests in an annex or by giving indication in the test case as described in 5.2.2.1) is outside of the scope of this study.
In the second phase, in addition to the security tests used in the evaluation of compliance to the security requirements defined in the previous activity; another activity to be conducted by the Evaluators is the execution of specific security testing in order to identify security vulnerabilities in the product for which security requirements are not present in the SAS. For example, this activity may include penetration testing, DoS attacks, protocol fuzzing, application testing, configuration benchmark and so on.

NOTE X: Some of the specific tests may also be identified in the security compliance section (e.g. a security requirement may be defined which requires all unused ports to be disabled and the evaluation method may be to execute a port scan test.)

Editor’s Note: It is FFS if a formal reference to a specific “penetration testing” methodology is needed or if state of the art is sufficient. It is also FFS if some frame should be put on this second phase by the SAS (minimum time spent, pentesting methodology used) to get comparable results.

The main outputs, collected in one or several documents, evaluators shall provide are:

· Declaration about who carried out the tests (e.g. self-evaluation or third party Evaluators).
· Copies of other security related third party certificates and test reports of previous evaluation (internal and/or third party), if appropriate and available.
· Test data and list of test tools and used methods for phase 1 and phase 2 as well as a rationale for declaring the tests as passed or not considering the outputs. 
· Products/features tested and reasons for not testing where applicable.
· List of the security requirements of the 3GPP SAS not compliant and associated gap. 

· Remediation plans for each of the identified gaps in the security compliance testing.
· A prioritised list of the vulnerabilities discovered during phase 2 with the associated risks to which the operator can be exposed to.
· Remediation plans (workaround, patches, new feature, release date…) for each of new identified vulnerability in phase 2.
· A list of new requirements for security compliance  and associated test results if applicable (see note below)

Note X: Additional security requirements may be added in the evaluation report by the vendor/operator where the 3GPP SAS has not included the requirement. These new security requirements will be evaluated for information.. These optional evaluations will help the standardisation group to assess the relevance of inclusion of these new requirements in the standards.

Vendors, operators or other bodies can propose new security requirements for addition to 3GPP standards (SAS) by the standardisation group (SA3) if a new threat or vulnerability has been identified. This gives SA3 the flexibility to continuously review and improve their security compliance checklist. 
5.2.4.2.1 Final compliance declaration
The last step of the methodology is for the Evaluators to provide the evaluation document(s) to the certification body. This declaration will contain all the outputs listed in sections 5.2.4.2.1 to 5.2.4.2.3. 
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