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Abstract of the contribution: 

This contribution aligns the wording of Methodology 2 with the rest of the document, makes some editorial changes to improve readability and corrects a typo in Annex A.2. This contribution also removes the Editor’s note “More details on how to apply this methodology is FFS” as these details are provided in contributions S3-130XXX and S3-130YYY.

**** Beginning of first change ****
5.2
Methodology 2

5.2.1
Overview

Each 3GPP network product listed in section 4.4 can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. This methodology assumes the 3GPP nodes listed in section 4.4 as the target. 

A 3GPP network product is basically a device composed of hardware (e.g. chip, processors, RAM, network cards) and software (e.g. operating system, drivers, applications, services, protocols); in addition the 3GPP network product can be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the node is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.

The features/capabilities relevant for the scope of this study are listed hereafter: 
· Remote Node Management

· Local Node Management

· Password Management

· Software 

· System Secure Execution Environment

· Network Services 

· 3GPP Capability Configuration 

· Node Access 

Editor’s Note: The difference between Remote Node Management/Local Node Management and Node Access has to be clarified. 

For each feature/capability the most relevant security requirements have been identified based on common security best practice and existing 3GPP specifications (e.g. TS 33.320[13], TS 33.401 [8], and TS 33.310[12]). 

NOTE 1: More security requirements can be added if deemed appropriate.

In the following, each security requirement is described in Annex A.2 using the methodology template proposed in Clause 5.2.2.
5.2.2
Security Assurance Specification Template 

5.2.2.1 Template of a security requirement

Reference: Short identifier based on this format: <feature/capability abbreviation>-<requirement abbreviation>

Description: Short description of the requirement

Test case: List of the test required to verify if the requirement is fulfilled.
Target node(s): 3GPP network product(s) for which the requirement is relevant. “All” means that the requirement is relevant both for all network products listed in clauses 4.4.1 and 4.4.2. “Exposed” means that the requirement is relevant for all network products potentially installed in an exposed location (i.e. the network products listed in clause 4.4.1). 
**** Beginning of first change ****
**** Beginning of second change ****
A.2.4
Software 

Software bugs can introduce vulnerabilities which can be exploited by an attacker to breach the node (for example to gain root privileges). Software bugs stem generally from an insecure/poor application design, an insecure code developing, improper flaws and can fall into a fairly small number of broad categories which include memory safety (e.g. buffer overflow and dangling pointer bugs), race condition, secure input and output handling, faulty use of an API, improper use case handling, improper exception handling, pre-processing input strings after they are checked for being acceptable, etc. In order to prevent that the unsecure, vulnerable software is exploited, some relevant security requirements have been identified and described in the following sub-clauses.

Requirement 1: Patching

Reference: Patching – S-PA
Description: Information on publicly known vulnerabilities in various software/operating system is freely accessible on Internet (http://cve.mitre.org/cve/, http://www.securityfocus.com/vulnerabilities). The operating system/main applications used within the target node shall embed all patches for known vulnerabilities at the date of delivery.
Test case:
· Obtain from the Manufacturer and verify documentation on all the patches that were applied to the Operating System/main applications of the target node to close known security issues

· Compare this list to reference bases of known vulnerabilities (http://cve.mitre.org/cve/, http://www.securityfocus.com/vulnerabilities)

· Use automatic tools like Nessus to make a Vulnerability Assessment of the node

Target node(s): All
Requirement 2: Secure Software Development 

Reference: Secure Software Development – S-SSWD
Description: Software assurance/secure code analysis tools to identify and fix buffer overflows, memory leaks shall be used by manufactures to reduce bugs stem from code development errors.
Test case:
· Obtain from the node manufactures evidences about the results of this assurance

· Test the node using unexpected input (e.g. fuzzy inputs)

Target node(s): All
**** End of second change ****
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