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1. Background & Potential Security Problem
According to the analysis in “Simultaneous connectivity to multiple VPLMNs” of TR 23.865, it is possible that 3GPP UE with WLAN access capability selects different VPLMNs for 3GPP access and WLAN access. For untrusted WLAN (non-3GPP) access, according to TS 23.402, ePDG selection procedure can result in an ePDG located in the VPLMN selected for 3GPP access, in the VPLMN selected for WLAN access or in HPLMN.
Figure below shows a scenario: different VPLMN in 3GPP access and WLAN access, and ePDG selected in 3GPP VPLMN. This scenario may happen e.g. in case when UE first attaches in 3GPP, then attaches in WLAN access and then finds an ePDG in 3GPP VPLMN.
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Figure 1  Different VPLMNs in 3GPP access and WLAN access with ePDG in VPLMN1
Last meeting, S3-121094 proposed following security concern for this untrusted WLAN access scenario. In this concern, the control plane from UE to HPLMN is via WLAN access and VPLMN2, and it can not be used by the ePDG which locates in VPLMN1 to perform mutual authentication and establish IPsec security association with the UE. Thus, how to establish the security association between ePDG and UE is a problem. 
2. Analysis 
So the last time discussion means to say the security association establishment should be based on the control plane between UE and VPLMN2. Actually, current TS have specified the methods to this problem. The details is shown as below,  for untrusted WLAN access, when UE access the network, two authentication procedures are specified in the clause 6.4 of TS 33.402. 
A. When UE obtains IP connectivity across the WLAN access network, access authentication may be required. This access authentication and key agreement is determined by the untrusted WLAN network provider, and is not required for the security of the EPC. 
B. The authentication between UE and ePDG can be performed by the IKEv2 to establish IPsec security association and security tunnel between them. 
It can be seen that access authentication of WLAN is independent of the mutual authentication between UE and ePDG run in conjunction with the IPsec association establishment, and existing mechanism defined in TS 33.402 can be used to establishe IPsec association between UE and ePDG. In the current speficication, it has not defined that authentication between UE and ePDG should be based on or related to the authentication when the UE access via WLAN in the VPLMN2. 
3. Proposal
For the scenario mentioned above, the concern on how to establish the security association between UE and ePDG has already been covered by the current TS 33.402. 
