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In order to be consistent with pCR S3-130019 a few editorial changes to section A.2.8 are proposed.
**** Beginning of first change ****
A.2.8
Node Access Control
Device access control consists of rules restricting the access to the node (i.e. user authentication and authorization). In order to prevent that the Node Access feature is exploited, some relevant security requirements have been identified and described in the following sub-clauses.

Requirement 1: User Profiling/User Authorization

Reference: User Profiling - NAC-UP
Description: Several users with different privileges shall be defined

Test case:

· Verify if different user profiles can be identified for example administration profile, visualization profile

· Verify if the different profiles are correctly applied

Target node(s): All
Requirement 2: No Default Users

Reference: No default users - NAC-NDU
Description: Default users with default passwords shall not be allowed

Test case:

· Verify if default users are disallowed.
Target node(s): All

Requirement 3: No Disable User Authentication

Reference: No disable user authentication - NAC-NDUA
Description: User authentication cannot be disabled on the target node.

Test case:

· Verify user authentication cannot be disabled.
Target node(s): All

Requirement 4: User Activity Audit

Reference: User activity accountability for system audit NAC-UACC
Description: User activity on the system shall be accounted to tracking how security breaches occur.
Test case:

· Verify user authentication cannot be disabled.
Target node(s): All
**** End of first change ****
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