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1. Overall Description:

SA3 thanks GSMA SG for their LS and the willingness to support in this work. SA3 would like to comment on the topics mentioned by SG as follows:
· The scope is currently unclear in terms of what elements should be covered and that is understandable at this early stage. SG would like to see small cell equipment included as these elements pose an emerging threat as they have been the subject of much security reasarcher and hacker attention in recent times.

SA3 would like to confirm that it will be decided in the course of this work which, if not all, network elements would be subject to 3GPP network element security assurance and hardening requirements. There is no reason to assume that SECAM results would not be applicable to specific form factors of base stations. But it might be needed to coin accurate technical definitions for marketing terms like femto/pico/small cells in order to select suitable requirements.
· SG notes that devices have been specifically excluded in the proposed scope contained in the study item. SG would like to obtain SA3’s view if work on this critical element should perhaps be undertaken elsewhere and if GCF could help in that regard.

Any study needs a limitation in scope to achieve sufficient depth and useful outcome. Specific UE security requirements and test cases should better be handled by GCF, because UEs will pass through GCF tests anyhow, and there are already some security-related test cases. Moreover, it should be noted that UE security requirements depend very much on the use case (e.g. consumer vs. corporate use).
· SG notes that a list of network elements that will fall within the scope of any developed scheme will be compiled at a later stage. That is likely to be a long list with the result that prioritisation will be required. SG suggests that LTE equipment should be the first priority and a plan to work backwards from there through the generational technologies would be optimal.
SA3 thanks for this useful proposal, which has already been accepted during this meeting.
· SG hopes this initiative will be supported by the key equipment manufacurers and suppliers. It is inevitable that some companies may be less supportive and welcoming than others and SG wonders how SA3 can ensure a critical level of industry support can be secured or if it plans to mandate participation in some way.  

Major suppliers are both supporting and contributing to this work. Once the security assurance method is defined, operators have to take this into consideration in their procurement in order to make it relevant. Some countries are also considering to mandate security-certified network products.
· SG is aware that security accreditation, if that is ultimately what is proposed, is expensive and it welcomes SA3’s thoughts on how it believes a certification scheme could be adequately funded to ensure its sustainability and ongoing success.

SA3's first goal is to define requirements, test cases, and the security assurance method. It is expected that those documents are further maintained by SA3. Establishment of a practical certification scheme would be the next step – see next bullet.
· The administration of a scheme such as that proposed will require operational capabilities and resouces to maintain documentation, organise and schedule certification activities etc. SG welcomes SA3’s thoughts on which independent organisation may be able to perform that critical role and if 3GPP/ETSI plans to do so. If not, is this something with which GSMA can help?

Administration of the scheme is for further study, but GSMA is definitely a viable option because there is already experience with running the security accreditation scheme for smart card suppliers.
2. Actions:

To GSMA SG group.

ACTION: 
none
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