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Abstract of the contribution: This contribution discusses the scenario of IMS originating and CS terminating voice calls.
Discussion:

The spoofing of caller identities is a problem in legacy mobile networks where the attacker tries to get unauthorized access to services e.g. voice mail, settings, or other systems that may depend only on the presentation of the caller ID, e.g. banks, automated garage door openers etc. If the mobile operator deploys an IP Multimedia Subsystem (IMS) for voice communication, it can be also easily connected to other IP networks and interwork with other Voice over IP (VoIP) providers. One fraud that could happen is that in an external network the caller ID is changed in a way that the attacker now gets access to services in the mobile network he would not get with his call id. Even in an end to end scenario it is a fraud that the caller pretends to be somebody else to the callee.
Operators have bilateral SLAs with other operators or a multilateral agreement with a roaming hub for interworking. Operators that connect to Roaming Hubs are not only the big operators that trust each other and have additional security mechanisms in place, but also very small operators that e.g. offer SIP phone services in specific countries for low prices. If an operator connects to a hub, then he is interconnected with all other operators connected to the hub. 

It might be that also operators that are connected to the hub are not trusted for other operators. An attacking UE with a spoofed call ID could setup a SIP call via the hub to the terminating mobile operator’s subscriber UE B, as shown in Figure 1. 
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Figure 1: Mobile Operator with IMS and CS Domain, connected to a Hub

Of course it is also possible to directly interwork with the mobile operator as shown in Figure 2. Terminating calls might arrive at the IBCF also from other sources than the trusted IBCF connection to other trusted operators. In such untrusted case, the IBCF still wants to route the call to the terminating UE B. The curcial field in the SIP header is the P-Asserted-Identity header field, which is the only identity within an IMS dialog that is guaranteed to include a registered and authenticated public user identity of the user. This is of course not true when the call comes from an untrusted network with its own SIP server. The Originating Party Identity Information included in the P-Asserted-Identity header field is always present in the INVITE request if the request is originated in a trusted network.
The IBCF can use the P-Asserted-Identity header field to trigger identity specific procedures in subsequent entities, e.g. for malicious call identification. As an example, a P-Asserted-Identity header field will be deleted and a new P-Asserted-Identity header field with operator specific content will be added to the outgoing request, if the request was received from a network which cannot support the deletion of INFO request which is needed for the support of the malicious call identification service.
But what happens if the call is spoofed and the Originating Party Identity is present but with the spoofed identity?

UE B is the terminating party, the AttackingUE A is calling UE B from its own SIP Server, using UE C’s Identity, UE C is belonging to another operator. If the IBCF receives the incoming request from the untrusted network, then it shall be able to identify that the used domain/realm does not correlate with the used IP addresses. In order to verify the originating user, the IBCF can send a similar INFO message as in MCI towards the UE C’s network operator. 

With that knowledge, the IBCF shall be able to reject spoofed calls directly at the edge of the operator’s network.
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Figure 2: Mobile Operator with IMS and CS Domain, direct connection

Conclusions for Discussion:

(A) 
Main fraud comes via roaming interfaces

It is assumed that the main attacks are arriving at the operator via the roaming interface from an untrusted IP network, since this scenario is the easiest one for the attacker, who just needs to run his own SIP server at home. For a trusted interconnection, when two IBCFs are interconnected and belong to different security domains then security procedures as described in TS 33.210 are applied. 
(B)  

Operator can detect spoofed call IDs of the incoming session at the IBCF 
If the attacker uses as a spoofed address other than from the network he is calling, then it is assumed that the IBCF at the boarder can detect that the call origin is not coming from the network it is supposed to and is able to verify the identity. 
Proposal for security requirements for detection:

It is proposed to add the following security requirement into clause 5 of 3GPP TR 33.8de” Security study on spoofed call detection and prevention”:

· The edge nodes of the network (IBCF) shall be able to identify whether the caller ID of the incoming session is authorized to be used.

