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1. Introduction
During SA3#68 our pCR S3-120744 (with discussion in S3-120742) was agreed by 3GPP SA3 as a working assumption. The pCR was not taken as input to the TR 33.868 because SA2 had not started working on group aspects. As SA2 activity has already started, we propose the pCR (already a working assumption) to be added in the TR.
**********************START OF CHANGE***************************

5.x
Key Issue - Group Based Messaging
5.x.1
Issue Details
SA2 has started study for group based feature in TR 23.887 (release 12). According to the current architecture and solutions, MTC-IWF receives a group message from SCS and forwards it to the target group of MTC devices. 
5.x.2
Threats
With a group message multiple MTC devices can be triggered. Therefore an unauthorized group message may cause much more severe problem campared to what a trigger to a single MTC device can cause. Other threats like MitM attack and replay attack which were considered for non-group message also apply here with amplified effect.  
5.x.3
Security Requirements

· MTC-IWF should verify if the SCS is authorized to send group message to a given MTC group

· MTC-IWF should be able to distinguish group (trigger) message from other messages.

· Group message that are distributed to the group of MTC devices should have confidentiality (optional), integrity protection and replay protection.

· MTC device which receives the group message should be able to verify if the group message is sent from an authorized end-point.

· Group ID should not to be exposed to an entity that is located outside of 3GPP network. This includes the SCS which is outside of 3GPP network as well.

**********************END OF CHANGE***************************

