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Abstract of the contribution:
As shown in a companion contribution (S3-121144), the existing solutions for enhancing the security of public key distribution over GERAN and for 2G subscribers, which are described in clause 7.4, are not effective, or too complex, or both. We present here an additional solution that can prevent serious and plausible attack scenarios, though not all conceivable scenarios. The solution is simple and has no impact on existing 2G technology. It is also considered useful for enhancing security for 2G subscribers over UTRAN.
1. Introduction
Section 2 of this contribution presents a pCR to TR 33.869v010 introducing the additional solution in a new subclause 7.4.y, and an evaluation in a new subclause 7.8.x.y to TR 33.869v010. 
2. Pseudo Change Request
*************************START OF CHANGES*********************************

7.4.y
Delaying public key update using a UE-controlled timer
This subclause contains a solution for enhancing the security of public key distribution over GERAN for subscribers with a SIM or USIM. The solution also applies to 2G subscribers with access over UTRAN, but it is only described here for GERAN. It is intended to counter attack scenarios, in which an attacker uses a false base station to first distribute a false public key, for which he knows the corresponding private key, over LAU/RAU Accept messages and then broadcast false warning messages to create a panic. 

Such a panic is most effectively created in a crowd. It is assumed that such crowds gather for some time and then disperse, or that the members of a crowd are changing over time. It is further assumed that the attacker cannot determine the members of a crowd, and communicate with them, in advance. Consequently, the attacker has to perform both tasks, distributing the false public key and broadcasting the false warning messages, on site in a relatively short period of time (hours say). The basic idea of this solution is to delay any public key update over GERAN so that the attacker can no longer perform both these tasks while the crowd is present on the site. 

The solution works as follows: 

When a UE of a subscriber with a SIM or USIM receives a LAU or RAU Accept message over GERAN that indicates a required public key change, or contains a new public key, then the UE does not accept this public key, but starts a timer T associated with this public key. Only when the timer T is up the UE will reach a state where it is ready to accept this public key. The UE will indicate in the next LAU or RAU Request message over GERAN that it is now ready to accept this particular public key and will store this key when receiving it in the response. When this key is not contained in the response the UE will delete any information about this particular public key. The value of T could be randomly selected by the UE e.g. from an interval between x hours and y hours where suitable values for x and y would have to be determined (e.g. x=12 and y= 24). It is important that the network is not allowed to influence the setting of the timer. 

When a LAU or RAU Accept message over GERAN is received while the timer is running, and this message confirms (one of) the currently stored public key(s), then the UE stops the timer and deletes any related information about the associated public key. When a LAU or RAU Accept message over GERAN is received while the timer is running, and this message indicates a change to a public key not stored in the UE and different from the one for which the timer is running, then the UE stops the timer, deletes any related information about the associated public key, and starts a timer for the newly received or indicated public key. 
Editor’s Note: It is ffs whether the previous timer could be kept running in this case. This would help in the case when the previous timer was associated with a genuine new public key.

When the UE moves to UTRAN or E-UTRAN and the subscriber has a USIM then the timer is stopped and any related information about the associated public key is deleted.

Editor’s Note: It is ffs whether the timer could be kept running in this case to speed up things when the UE moves back to GERAN. But, in any case, the timer would not apply to USIM subscriber while in UTRAN.

In order to minimize the number of public keys sent by the network in a LAU or RAU Accept message over GERAN, if a timer is running for a particular public key the UE should indicate this fact in any LAU or RAU Request message over GERAN. This would keep the MSC or SGSN from sending this public key in the response to that request in vain. But it would not keep the MSC or SGSN from sending any other public key or key indicator.

The network should continue signing warning messages with the old private key at least for a period as long as the maximum value of the timer. In this way, UEs can verify genuine warning messages using the old public key while a timer is running. 

Editor’s Note: It is ffs whether this maximum value should be standardised, or guidelines for it should be given. 

*************************NEXT CHANGE*********************************

7.8.x.y
Delaying public key update using a UE-controlled timer
This solution is described in clause 7.4.y. 

The solution seems suitable to prevent attacks creating panic in crowds using false warning messages. The solution would also prevent attacks in other scenarios, e.g. against people in a large residential or office building who spend much of their time there every day, provided the attacker is unable to sustain a false base station attack over a period given by the timer T. (This is so because, when the UE no longer camps on the false base station, switches to a genuine base station, and sends another LAU/RAU request to the genuine network while T was running, the LAU/RAU Accept message would indicate the genuine public key, leading the UE to stop the timer). Sustaining the attack would be difficult as subscribers would be likely to notice a deviation from normal service. The solution does not prevent attacks against small sets of individuals that the attacker can track over an extended period of time.

The obvious disadvantage of the solution is that UEs without a valid old public key will reject genuine warning messages received while a timer for a key update is running. The UE would e.g. not have a valid old public key when arriving in a new PLMN or CBE area. An example would be the arrival at an airport. But then airports are places vulnerable to attacks creating panic, so a trade-off has to be made.

It should also be taken into account in the evaluation that events triggering genuine warning messages are quite rare events, which reduces the probability for a subscriber to reject such a genuine warning message due to the timer running. (This, of course, depends on the mobility pattern: somebody crossing borders every day would have a high probability of missing a genuine warning message. But this could be perhaps alleviated by keeping an old public key stored for some time, if it is from a PLMN that was visited recently. This is ffs.)

If the goal of the attacker was to prevent that the UE can receive genuine warning messages after arriving in a new CBE area then the mechanism described in clause 7.4.y. would not make the situation worse compared to a situation where the attacker could successfully distribute a false public key to the UE. 

The solution requires the addition of timer handling logic in the UE, and, possibly, an enhancement to LAU/RAU requests (for including the indication that a timer is running for a particular public key) and the ability of the MSC/VLR or SGSN to handle this indication. This seems much simpler than adding integrity protection or partial ciphering to 2G, which, at least in the CS domain, would impact even base station systems. 

Furthermore, when comparing the mechanism described in clause 7.4.y with that in clause 7.4.4 where UEs could not receive any PWS public key update at all while roaming in GERAN, the mechanism in clause 7.4.y seems preferable as it allows the UE to receive a new PWS public key after the timer has expired and not only after having moved away from GERAN. 
*************************END OF CHANGES*********************************

















































