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Abstract of the contribution:

In the scope of the study on restricting the USIM to specific MTC devices/UEs, this contribution aims correcting the description of an issue in case of UE-based pairing solutions.
1. Introduction
In the scope of USIM restriction to specific MTC Devices/UEs, SA3 TR 33.868 raises an issue associated to UE-based pairing solutions. But this issue is mitigated by the way the data are provisionned in the UICC during personalization phase of MTC devices/UEs. 
2. Analysis

TR 33.868 describes following issue for UE-based pairing solution in section 5.4.5.1:
 It is not possible to manipulate the data that controls the pairing on the UICC from when the UICC is sent by the operator until the UICC is in a UE that can successfully attached to the network. This puts some limitations on management of allowable pairings, e.g. in cases when the device that will be paired with a UICC change between the UICC being supplied to the UE owner and the UICC being actually used to enable network connectivity.  
But, personalization of MTC devices is little bit different from personalization of handsets. Unlike in the mobile handset market where users choose a subscription independently from the device, in the M2M Market (e.g. automotive) they are strongly inter-related, e.g. because subscription will depend on the country of deployment. Therefore personalization of subscription related data can take place in the UICC, when the MTC ME gets associated with it, just before deployment. Consequently, data stored in the UICC for USAT-based pairing, e.g. IMEI list, could be provisioned in the UICC at personalization step. Then the limitation described above is mitigated.

The following pseudo-CR proposes to correct the description of the issue. 

3. Proposal: pseudo-CR to TR 33.868

START of CHANGE
5.4.5
Evaluation

Editor’s Note: Denial of Service and resource exhaust attacks needs to be taken in to account.
5.4.5.1 
User Equipment-based pairings
5.4.5.1.1
Secure Channel pairing

· The Secure Channel pairing prevents the connection of not-authorized UE to the network. When the UICC detects its presence in a not-authorized UE (not-authorized ME or a non-MTC ME), the UE stops working. The network operator or MTC application user has no information why the UE has stopped working.
· The exchanges to perform the secure channel pairing are only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not- authorized UE, the network resources are not consumed since the UE does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the UE and the network), no authentication vector consumption. 

· To establish the secure channel, a mutual authentication is performed between the USIM and the MTC ME. 

· After the secure channel establishment, all the data exchanged between the USIM and the MTC ME are protected.

· A secure environment is required in the terminal part of the UE for the secure channel establishment. 

· This solution create extra cost per MTC ME and per UICC and the UICC should support secure channel or TLS
· Secure channel pairing is the mechanism already selected and specified for Rel-10 Relay Node security to guaranty one-to-one binding between a USIM and a RN. 
· Fulfills the SA1 requirement on restrict the use of a USIM to specific UEs and fulfils the requirement that operator shall be able to enforce the restriction.

· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 
· The information stored in the file EFpairing provides a mechanism to detect change of association between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons. 

· In case of operator change, i.e. when a new UICC from a new operator is inserted to a UE on the field, this solution does not provide a mechanism how to install the new shared secret or certificate in the UE needed for the secure channel.

· In case the UICC needs to be moved from an UE to a new UE which is on the field, the IMEI and shared secret or certificate need to be updated on the UICC when the UICC is still hosted by the old UE. If the old UE is no longer allowed to be associated to the UICC, then the old IMEI value should be removed from the UICCC when the UICC is hosted by the new UE.

· In case of certificate based secure channel, the certificate in the UE cannot in the general case be operator certificate since the operator is not always known at manufacturing time of MTC ME. In this case the UICC needs to be updated with the root certificate of the ME vendor when the UE is taken into use.
· In some scenarios, it may not be possible to manipulate the data that controls the pairing on the UICC from when the UICC is sent by the operator until the UICC is in a UE that can successfully attached to the network. This puts some limitations on management of allowable pairings, e.g. in cases when the device that will be paired with a UICC change between the UICC being supplied to the UE owner and the UICC being actually used to enable network connectivity. Personalization of subscription related data can take place in the UICC, when the MTC ME gets associated with it, just before deployment. Consequently, data stored in the UICC for USAT-based pairing, e.g. IMEI list, could be provisioned in the UICC at personalization step. Then the limitation described above is mitigated.
· For the symmetric key case, if it is necessary to change all the keys that are held on one device, e.g. due to the device being considered compromised, then it is necessary to change the key on all UICCs that can be paired with that device. In addition, all the devices that require the key of the UICCs that have been updated would also need to be updated. 

5.4.5.1.2
USAT application pairing

· The USAT application pairing prevents the connection of not-authorized UE to the network. When the UICC detects its presence in a not-authorized UE (not-authorized ME or a non-MTC ME), the UE stops working. The network operator or MTC application user has no information why the UE has stopped working.

· The data exchange to perform the USAT application pairing is performed only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized UE, the network resources are not consumed since the UE does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the UE and the network), no authentication vector consumption. 

· The security of the pairing depends on how secure the MTC ME is. The security requirements that it should not be possible to modify the IMEI already exist today (see [12] and [13]). There is no mechanism available to verify the integrity of the IMEI whether it is modified or not by the entity which enforce the pairing.
· There are existing methods today with which the IMEI may be modified in the storage and also during transmissions.
· Exchange of IMEI value between the ME and the UICC is not integrity protected and encrypted. 

· Fulfills the SA1 requirement on restrict the use of a USIM to specific UEs and fulfils the requirement that operator shall be able to enforce the restriction.

· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 

· The information stored in the file EFpairing provides a mechanism to detect change of association between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.

· The MTC ME should support the USAT functionality
· In case the UICC needs to be moved from an UE to a new UE which is on the field, the IMEI needs to be updated on the UICC when the UICC is still hosted by the old UE. If the old UE is no longer allowed to be associated to the UICC, then the old IMEI value should be removed from the UICC when the UICC is hosted by the new UE.
· In some scenarios, it may not be possible to manipulate the data that controls the pairing on the UICC from when the UICC is sent by the operator until the UICC is in a UE that can successfully attached to the network. This puts some limitations on management of allowable pairings, e.g. in cases when the device that will be paired with a UICC change between the UICC being supplied to the UE owner and the UICC being actually used to enable network connectivity. Personalization of subscription related data can take place in the UICC, when the MTC ME gets associated with it, just before deployment. Consequently, data stored in the UICC for USAT-based pairing, e.g. IMEI list, could be provisioned in the UICC at personalization step. Then the limitation described above is mitigated.   

5.4.5.1.3
PIN verification pairing

· The PIN verification pairing prevents the connection of not-authorized UE to the network. When the UICC detects its presence in a not-authorized UE (not-authorized ME or a non-MTC ME), the UE stops working. The network operator or MTC application user has no information why the UE has stopped working.
· The exchanges to perform the PIN verification pairing are only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized UE, the network resources are not consumed  since the UE does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the UE and the network), no authentication vector consumption. 

· PIN verification pairing could rely on existing PIN verification command already available on UE. But the PIN value should be stored in the MTC ME.

· The provisioning of PIN value in the MTC ME for pairing purpose is a new feature since the existing PIN verification is a user authentication without storage of PIN value in the ME. A secure environment is required in MTC ME for the storage of PIN value.
· The storage of PIN value in the MTC ME for pairing purpose requires a method to provision or personalize the PIN value in the MTC ME, which can be realized via off-line provisioning or remotely, e.g. sending PIN to UICC though OTA and to device via OMA DM.. 
· The entropy of the PIN secret is low, thus is subject to brute force attacks
· The security of the pairing depends on how secure the MTC ME is.

· PIN value is sent in clear on the interface between the MTC ME and the UICC, which makes it possible for an attacker to wire-tap on the interface and find out the PIN. This risk can partially be mitigated by the operator, e.g. the operator can change the PIN frequently. 
· Fulfills the SA1 requirement on restrict the use of a USIM to specific UEs and fulfils the requirement that operator shall be able to enforce the restriction.

· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 

· The information stored in the file EFpairing provides a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.

· In case of UE-based pairings, the network operator is not able to detect unauthorized combinations of IMSI/IMEI or attempts to use such combinations.

· In some scenarios, it may not be possible to manipulate the data that controls the pairing on the UICC from when the UICC is sent by the operator until the UICC is in a UE that can successfully attached to the network. This puts some limitations on management of allowable pairings, e.g. in cases when the device that will be paired with a UICC change between the UICC being supplied to the UE owner and the UICC being actually used to enable network connectivity. Personalization of subscription related data can take place in the UICC, when the MTC ME gets associated with it, just before deployment. Consequently, data stored in the UICC for USAT-based pairing, e.g. IMEI list, could be provisioned in the UICC at personalization step. Then the limitation described above is mitigated.
· PIN can be changed soon on the spot whenever the UICC is inserted to other UE, which can be used to manage the solution if an UE that holds the PIN for several UICCs is considered compromised, i.e. the operator believes all the PINs are known to an attacker. PIN can be changed on the spot, if there is an interface available in the UE for PIN change, otherwise it is not possible. Also one or more UEs to be visited to change the PIN.
Conclusion

· Pairing methods using Secure Channel , USAT mechanisms are based on existing 3GPP and ETSI standards, 
· All UE-based pairing methods prevent MTC UE with not-authorized binding association from connection to the network and, as consequence, from consumption of signalling and network resources. 
· Among the User Equipment-based pairings, the Secure Channel pairing offers the highest level of security and reliability to restrict the use of a USIM to specific UEs
· The PIN verification pairing mechanism can be used to restrict the USIM to specific UEs. It has comparatively simple implementation, and reliability to restrict the use of a USIM to specific UEs although there are some risks (e.g. only the USIM authenticates the UEs, PIN is low-entropy secret and sent in the clear), but they can partially be avoided by the operator.
END of CHANGE
