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1
Introduction

During the study on PWS security in SA3, GERAN and especially GERAN CS has been a recurring problem that has added complexity to the proposed solutions. Detailed descriptions of the problems can be found in TR 33.869 and the reply LSs GP-121170 and C1-123453.

To make sure that the added complexity and cost for operators are justified by actual demands from SA1, we propose to send the following LS asking SA1 if the security solution for PWS in Rel-12 need to support key distribution to terminals in GERAN CS.
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1. Overall Description:

During the study on PWS security in SA3, GERAN and especially GERAN CS has been a recurring problem that has added complexity to the proposed solutions. The first problem is that the security mechanisms in GERAN do not provide integrity protection of NAS and AS messages as is done in UTRAN and E-UTRAN. The second problem is that even if integrity protection is added to GERAN for the purpose of PWS security, the NAS and AS messages in GERAN CS can hold only a limited number of bytes.

In the LS GP-121170 and C1-123453, GERAN2 and CT1 detail the current situation and the problems of distributing PWS keys in GERAN NAS and AS messages. It is clear that one of the signature algorithms that SA3 has chosen (DSA) will not work at all due to the limitations in GERAN CS interfaces.

While the key size used by the second signature algorithm chosen by SA3 (ECDSA) is smaller, the size limits in GERAN CS interfaces hinders it to work for all proposed solutions. While it might theoretically work for some (potentially altered or reduced) solutions, even this causes several problems:
· “GERAN2 also expect the size of these messages to increase in future releases as the protocol evolves” and “CT1 expects that these values will increase in future releases as the protocol evolves and CT1 needs to have sufficient bytes available for this further protocol evolution”. Distributing PWS keys would use most of the available bytes in the GERAN CS NAS and AS message and therefore make it difficult or even impossible to make other potentially important extensions in the future.
· “GERAN2 would also like to highlight that in certain circumstances the traffic load associated with registration updates (including the corresponding accept messages) can be very high”. Distributing PWS keys would clearly make these problems worse.
· “As such, GERAN would consider that significant increases to the size of above messages should be avoided if possible”. Distributing even a single ECDSA key (without any extra information) in Ciphering Mode Command (AS message for CS domain) would cause a more then tenfold increase of the message size.
Based on these problems GERAN2 states that: “GERAN2 would appreciate more background information in order to analyse the possible constrain in radio interface when distributing the keys via the messages listed above”.
SA3s understanding is that while there might be GSM only devices in Rel-12, the number of Rel-12 GERAN CS only devices that need to receive PWS warning messages should be negligible or non-existent. Based on this SA3 asks SA1 if the use case with PWS key distribution in GERAN CS needs to be supported in Rel-12. One potential problem would be users that intentionally disables all accesses except GERAN CS and therefore intentionally weakens their possibility to do signature verification.

SA3s would like to point out that without key distribution in GERAN CS there will be UEs that receive signed warning messages without the ability to verify the signature. However, UEs with GERAN CS access could still receive PWS warning messages without signature verification, or if it received the key in another access, still do signature verification.

In addition SA3 notes that terminals that are in CS active mode in, e.g., UTRAN (making a phone call) and are handed over to GERAN CS will not perform a LAU procedure until the call is terminated. That means that they cannot get a potentially new key in the LAU Accept message and may not be able to verify the signature of a warning message if received.

2. Actions:

To SA1 group.

ACTION: SA3 asks SA1 to answer the following questions:

Given the negligible amount of GERAN CS only Rel-12 terminals (except those with intentionally disabled accesses) needing to receive PWS warning messages and the problems listed above increasing the complexity and cost for operators, do the security solution for PWS in Rel-12 need to support key distribution to terminals in GERAN CS?
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