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During the ongoing discussions on the eMBMS deployments a potential issue of memory wearout was discovered, when a specific network and card configuration are done. Since this wear-out issue is implementation specific a guiding note which raises awareness of the potential issue to allow implementers to take suitable precautions.
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******************START CHANGES************

7.1.1.8
MBMS security context (MTK Generation Mode)

USIM operations in MBMS security context are supported if service n°69 is "available".

The USIM receives the MIKEY message containing an MBMS MTK and a Salt key (if Salt key is available). First, the USIM retrieves the MSK with the Key Domain ID and the MSK ID given by the Extension payload of the MIKEY message (as described in TS 33.246 [43]).

If the needed MSK does not exist, this is considered as a MSK failure and the USIM abandons the function. The status word '6A88' (Referenced data not found) is returned.

If the key validity data of the MSK indicates an invalidated MSK (i.e. SEQl is greater than SEQu) then the USIM returns the status word '6985' (Conditions of use not satisfied) and abandons the function. SEQl and SEQu are defined in TS 33.246 [43].
Otherwise, the USIM performs the MBMS Generation and Validation Function (MGV-F) as described in TS 33.246 [43] using MSK.

If the USIM detects that the given MTK ID is invalid, this is considered as a SEQp freshness failure and the USIM abandons the function. The status word '9865' (Key freshness failure) is returned.
NOTE: 
It is advised to the implementers of MBMS to exercise caution when doing the card internal memory management for the MTK_ID field. The MTK_ID field is marked as high activity field, but it should be noted, that more than the classical memory management might be needed, if the network uses a very short lived MTK (e.g. 5 seconds) to avoid potential early expiry of the card. The chosen approach need also to take into account the fact that users may roam and use the service in other networks than their home network. Those networks may have a different configuration. 
If the integrity validation of the MIKEY message is unsuccessful, the USIM abandons the function and returns the status word '9862' (Authentication error, incorrect MAC).

After successful MGV_F procedure the USIM stores the Time Stamp field (retrieved from the MIKEY message) as the Time Stamp Counter (TS) associated with the involved MSK under EFMSK  
The USIM also stores MTK ID (retrieved from the MIKEY message) as the SEQl associated with MSK.

Then, the USIM returns MTK and Salt key (if Salt key is available).

Input:

‑
MIKEY message

Output:

-
MTK and Salt (if available).

******************END OF CHANGES************
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