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**************************** start of 1st change ****************************

5.1
Methodology n.1

Each 3GPP nodes listed in section 4.4 can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. This methodology assumes the 3GPP listed in section 4.4 as the target. 

A 3GPP node is basically a device composed of hardware (e.g. chip, processors, RAM, network cards) and software (e.g. operating system, drivers, applications, services, protocols); in addition the 3GPP node can be managed and configured locally and/or remotely. All these features can expose the 3GPP node to several potential security attacks. If the node is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP node features/ capabilities.

The features/capabilities relevant for the scope of this study are listed hereafter:  

· Remote Node Management

· Local Node Management

· Password Management

· Software 

· System Secure Execution Environment
· Network Services 
· 3GPP Capability Configuration 
· Node Access 

For each feature/capability the most relevant security requirements have been identified based on common security best practice and existing 3GPP specifications (e.g. TS.33.320, TS.33.401, TS 33.310). 

Note: More security requirements can be added if deemed appropriate.

In the following, each security requirement is described in Clause 5.1.2 using the methodology template proposed in Clause 5.1.1.

5.1.1
Methodology Template 

Reference: Short identifier based on this format: <feature/capability abbreviation>-<requirement abbreviation>
Description: Short description of the requirement
Test case: List of the test required to verify if the requirement is fulfilled.
Target node(s): 3GPP node(s) for which the requirement is relevant. “All” means that the requirement is relevant both for all nodes listed in clauses 4.4.1 and 4.4.2. “Exposed” means that the requirement is relevant for all nodes potentially installed in an exposed location.(i.e. the nodes listed in clause 4.4.1). 
5.1.2
Application of the Methodology 

5.1.2.1 Remote Node Management

Remote management of a node consists of functions, methods and protocols enabling the management of a node from an external device (e.g. a computer located in a different network). The remote management shall be protected and robust against cyber attacks. If this feature is exploited, it could be difficult for the MNO to recover or stabilize the network. In order to prevent that the Remote Node Management feature is exploited, some relevant security requirements have been identified and described in the following sub-clauses.
5.1.2.1.1
Requirement 1: Traffic Protection

Reference: Remote Node Management Traffic Protection – RNM-TP
Description: All management traffic shall be protected by integrity and encryption; unprotected sessions shall not be accepted.  The remote access methods can support natively traffic encryption such as HTTPS, SSHv2 or can be based on lower tunnelling protocol (VPN IPSEC, VPN TLS).

The used cryptographic algorithm shall not be affected by known vulnerabilities and crypto-analytics attacks.

Test case:
· Obtain from the node Manufactures details about the used algorithms and  compare the list to reference bases of known vulnerabilities

· Verify that Remote Management plaintext sessions are not accepted by the node

Target node(s): All

5.1.2.1.2
Requirement 2: Management Protocols

Reference: Remote Node Management Protocols – RNM-MP
Description: The remote management can support one or more remote access protocol. All the supported protocols shall be robust against known vulnerabilities. 

The most secure and robust implementation shall be supported e.g. SSHv2 shall be preferable to SSHv1, SNMPv3 shall be implemented if the management via SNMP trap is supported.

Moreover protocols such as Telnet, SNMPv1 and SNMPv2 shall not be supported as well as ftp. If the node supports one or more of the above listed protocols, then by default they should be disabled and only enabled by node administrator.
Test case:
· Obtain from the Manufactures details about the supported protocols and compare the list to reference bases of known vulnerabilities and security threats.

· Verify if the protocols which should be not supported are really unavailable on the target node. For the protocols which are supposed to be supported, verify that in the default configuration they are disabled (and that can be enabled exclusively by the node administrator)
Target node(s): All
5.1.2.1.3
Requirement 3: IP Restriction

Reference: Remote Node Management Access IP Restriction – RNM-IPRE
Description: The node administrator shall be able to deploy access control lists (ACLs) on the node to limit the IP addresses or networks from which the node can be remotely managed.
Test case:
· Obtain from the node Manufactures details about this feature
· Verify that is not possible to access to the node from a not allowed IP addresses or networks
Target node(s): All
5.1.2.1.4
Requirement 4: User Restriction

Reference: Remote Node Management Access User Restriction – RNM-USRE
Description: The node administrator shall be able to define on each target node which users are allowed to perform remote administration and their permissions/privileges. 

Test case:
· Obtain from the node Manufactures details about this feature
· Verify that the User Restriction policy is correctly supported and enforced on the target node..
Target node(s): All
5.1.2.1.5
Requirement 5: User Authentication

Reference: Remote Node Management Access User Authentication – RNM-USAUTH
Description: Remote access to the target node shall be granted only to authenticated (remote management) users.

Test case:
· Obtain from the node Manufactures details about this feature
· Verify that unauthenticated access attempts to the target node are rejected.
Target node(s): All
5.1.2.2 
Local Node Management

Local management of a target node consists of functions and methods allowing its management directly through a local connection (e.g. directly from its console). Considering the security of a node, the local management shall be secure (i.e. authenticated and protected). If this feature is exploited, it could be difficult for the MNO to recover or stabilize the network. In order to prevent that the Local Node Management feature is exploited, some relevant security requirements have been identified and described in the following sub-clauses. 

5.1.2.2.1
Requirement 1: User Authentication

Reference: Local Node Management Access User Authentication – LNM-USAUTH
Description: Local access to the target node shall be granted only to authenticated (local management) users. 

Test case:
· Obtain from the node Manufactures  details about this feature
· Verify that unauthenticated access attempts to the target node are rejected 

Target node(s): All
5.1.2.2. 2
Requirement 2:  Strong User Authentication

Reference: Local Node Management Strong Authentication – LNM-SUSAUTH
Description: The user allowed to access the  node via console (i.e directly through a local connection) shall be authenticated using a strong multifactor authentication mechanism based on PIN + One Time Password (OTP),  smartcards and/or biometrics elements. 

Test case:
· Obtain from the node Manufactures details about this feature
· Verify if the Strong User Authentication policy is implemented and enforced on the target node (e.g. if management users attempting to authenticate themselves to the target node with traditional “username and password” scheme are rejected).  

Target node(s): Exposed 

5.1.2.1.3
Requirement 3: User Restriction

Reference: Local Node Management Access User Restriction – LNM-USRE
Description: The node administrator shall be able to define on each target node which users are allowed to perform local administration and their permissions/privileges.

Test case:
· Obtain from the node Manufactures details about this feature
· Verify that the User Restriction policy is correctly supported and enforced on the target node.
Target node(s): All
5.1.2.3 
Password Management

Passwords can control access to resource of the node or to the node itself. This is accomplished through the definition of a secret allowing to authenticate and authorize the requests to the target node. When a request is received, by the target node the request is challenged for password and identity verification. Depending on the result of the verification process, the access can be granted, denied or limited. For security best practice, for all users an external authentication server (AAA) should be preferred. Locally configured password shall be still configured in the case of a server or network failure, but the device can also have other passwords/secrets within its configuration (e.g. NTP key, SNMP community string and so on), so the problem of password management is fundamental even if an external AAA server is used. In order to prevent that the Password Management feature is exploited, some relevant security requirements have been identified and described in the following sub-clauses.
5.1.2.3.1
Requirement 1:  External Authentication Server

Reference: Password Management External Authentication Server – PM-EXTAUTHSRV
Description: As security best practice, passwords should be managed by external authentication server based on Radius or Diameter protocols.
Test case:
· Obtain from the the node Manufactures details about this feature
· Verify that the feature is effectively supported. 
Target node(s): All
5.1.2.3.2
Requirement 2: Local Password Storage

Reference: Password Management Local Storage – PM-LS
Description: Password/secret stored locally in the node shall be protected using strong algorithms. 
Test case:
· Obtain from the node Manufactures details about this feature
· Verify that the algorithms used to store the secrets within the target node are robust and not vulnerable to known attacks (e.g. password recovering using brute force attacks shall not be possible). 
· If passwords are locally stored in the target node using hash functions, verify that SHA-256 or SHA-1 is used (and that MD5 is not used). 
· If passwords are locally stored using encryption algorithm, check that this encryption algorithm is not vulnerable to known crypto-attacks. 

Target node(s): All
5.1.2.3.3
Requirement 3: Password Lockout

Reference: Password Lockout – PM-PLO
Description: Node shall detect repeated invalid attempts to sign into an account with incorrect passwords during a short period of time to lock out the user's account and prevent further attempts, at least for a certain period of time. If N invalid attempts to login to the same account are made during an interval of Tdetect minutes, then the account is disabled for Tlockout minutes (after that period lockout is cleared). 

While this mechanism is effective against concerted attacks against a single account, it does nothing to prevent an intruder from simultaneously trying to guess the passwords of many users. A more sophisticated mechanism might extend this as follows: If M invalid login attempts are made from network address A, to any account, during an interval of Tdetect minutes, then the address A is disabled for Tlockout minutes. 
The parameters N, M Tdetect and Tlockout shall be set to default values which can be set and changed exclusively by the node administrator. 
This mechanism shall be applied only to users, exempting at least one administrator login. This limits the scope of denial of service attacks.

Test case:
· Obtain from the node Manufactures details about both features

· Verify that the set values for N, M, Tdetect and Tlockout are properly handled after failed login attempts (e.g. accounts are blocked after N failed attempts). 
Target node(s): All
5.1.2.3.4
Requirement 4: No Service Password Recovery 

Reference: No service password recovery– PM-NSPR

Description: Many network devices have a function that resets the current system password (password recovery). This function shall be disabled. If this is not possible, it shall be ensured that an attacker cannot gain access to the configuration of the network device. For this, the entire configuration of the network device shall be irretrievably deleted in the event that the system password is reset. 
Test case:
· Obtain and verify documentation on the password recovery procedures for the target node. 

· Verify that this functionality is disabled or if it is enabled check that the entire configuration of the network device was irretrievably deleted. 

Target node(s): All
5.1.2.3.5
Requirement 5: No Blank Password 

Reference: No blank password– PM-NBP

Description: It shall be impossible configure blank local passwords. Note that when an external authentication server is used, a policy preventing the configuration of blank passwords on the external authentication server should be implemented. 

Test case:
· Obtain and verify documentation on this feature for the target node

· Verify that local blank passwords can not be configured on the target node

Target node(s): All
5.1.2.3.6
Requirement 6:  Enforce Password History 

Reference: Password history – PM-EPH
Description: The node shall support the possibility to determine the number of unique new passwords that have to be associated with a user account before an old password can be reused. This policy enables administrators to enhance security by ensuring that old passwords are not reused continually. This mechanism should be applied to all user accounts configured on the node.
Test case:
· Obtain and verify documentation on the password recovery procedures

· Verify that when this feature is enabled, it is not possible to reuse old passwords. 

Target node(s): All
5.1.2.3.7
Requirement 7:  Enforce Strong Passwords
Reference: Enforce Strong Passwords– PM-ESP
Description: The node shall support the possibility to define password policy so that all user accounts are protected with strong passwords. This policy should be enabled by default with a default rule.
Test case:
· Obtain and verify documentation on the password recovery procedures

· Verify if it is possible to configure password not matching the defined policy.

Target node(s): All
5.1.2.3.8
Requirement 8: Enforce Password Expiration

Reference: Enforce Password Expiration – PM-EPE
Description: Although a strong password can help protect against intruders, it is possible to eventually guess or steal the password of a resource. For this reason, passwords should be changed periodically to minimize damages when a password is compromised without the user's knowledge. The node shall support the possibility to define a password expiration policy for all user accounts. This policy should be enabled by default with a default value. 
Test case:
· Obtain and verify documentation on the password recovery procedures

· Verify if passwords expires after the configured period of validity.

Target node(s): All
5.1.2.4
Software 

Software bugs can introduce vulnerabilities which can be exploited by an attacker to breach the node (for example to gain root privileges). Software bugs stem generally from an insecure/poor application design, an insecure code developing, improper flaws and can fall into a fairly small number of broad categories which include memory safety (e.g. buffer overflow and dangling pointer bugs), race condition, secure input and output handling, faulty use of an API, improper use case handling, improper exception handling, pre-processing input strings after they are checked for being acceptable, etc. In order to prevent that the unsecure, vulnerable software is exploited, some relevant security requirements have been identified and described in the following sub-clauses.
5.1.2.4.1
Requirement 1: Patching
Reference: Patching – S-PA
Description: Information on publicly known vulnerabilities in various softwares/operating system is freely accessible on Internet (http://cve.mitre.org/cve/, http://www.securityfocus.com/vulnerabilities). The operating system/main applications used within the target node shall embed all patches for known vulnerabilities at the date of delivery. 

Test case:
· Obtain from the Manufacturer and verify documentation on all the patches that were applied to the Operating System/main applications of the target node to close known security issues

· Compare this list to reference bases of known vulnerabilities (http://cve.mitre.org/cve/, http://www.securityfocus.com/vulnerabilities)

· Use automatic tools like Nessus to make a Vulnerability Assessment of the node

Target node(s): All
5.1.2.4.2
Requirement 2: Secure Software Development 

Reference: Patching – S-SSWD
Description: Software assurance/secure code analysis tools to identify and fix buffer overflows, memory leaks shall be used by manufactures to reduce bugs stem from code development errors. 
Test case:
· Obtain from the node manufactures evidences about the results of this assurance

· Test the node using unexpected input (e.g. fuzzy inputs)
Target node(s): All
5.1.2.4.3
Requirement 3: Secure Protocol Stack Development 

Reference: Secure Protocol Stack Implementation – S-SPSD
Description: Protocol stack development shall be made robust against manipulation and unexpected inputs. This can be achieved, e.g. by verifying the validity of the values transferred in fields, parameters, etc. Typical implementation errors include:
· No validation on the lengths of transferred data

· Incorrect assumptions about data formats

· No validation that received data complies with the specification

· Insufficient handling of protocol errors in received data

· Insufficient restriction on recursion when parsing complex data formats

Test case:
· Obtain and verify documentation about secure software development cycle  and testing (fuzzing/load) that was put in place for the development or integration of the different protocol stacks particularly for  the telecom specific protocols

· Conduct load and fuzz testing for the different stacks

Target node(s): All
5.1.2.4.4
Requirement 4: Secure System Patching  
Reference: Secure system patching – S-SSP
Description: The node should support the possibility to prevent illegal software patching.

Test case: 

· Obtain and verify documentation on the security environment of the node

Target node(s): Exposed

5.1.2.4.5
Requirement 5: Secure System Software Revocation 
Reference: Secure system software revocation – S-SSSR
Description: Once the software image is legally updated, rolling-back to a previous potentially exploitable software image should be granted only to administrator.
Test case: 

· Obtain and verify documentation on the security environment of the node

· Verify the software rollback procedure

Target node(s): Exposed 

5.1.2.5 
System  Secure Execution Environment

The target node shall implement a secure execution environment, intended as a system environment where sensitive operations (e.g. encryption/decryption of user data) and data are securely implemented and executed. This security environment is achieved if  the system is securely hardened. In the following clauses some relevant security requirements to enable a secure execution environment have been identified and described.
5.1.2.5.1
Requirement 1: Removal of Unnecessary Service 

Reference: Unnecessary Service Removal – SSEE-RUS
Description: Target node shall support just those running services/protocols (httpd, mysqld etc…) that are necessary for the node functionalities. 

Test case: 

· Obtain from the node Manufactures the list of  supported services
· Access to the node and verify the list of the enabled service (e.g. by means of an appropriate command)

· Use automatic port scan tools like Nessus to check active services.

Target node(s): All
5.1.2.5.2
Requirement 2: Unused Interfaces Disabling

Reference: Unused physical interfaces disabling – SSEE-UID
Description: In most cases, all available interfaces of a network device, including those that are not used, are enabled by default at system start. Interfaces which are not in use shall be permanently disabled so that they remain inactive even in the event of a reboot. 

Test case: 

· List all the physically accessible interfaces of the node (outside and inside of the chassis)

· Obtain and verify documentation on the activation/de-activation of all these interfaces

· Test that these interfaces are effectively electrically disabled and that no service or data is accessible through them

Target node(s): All
5.1.2.5.3
Requirement 3: Restricting System Boot Source 

Reference: Restricting system boot source– SSEE-RSBS
Description: Many network devices allow an operating system to be booted from another source (e.g., USB flash drive, memory card). A target node shall be configured in such a way that only the intended operating system can boot and that it can boot only from the internal memory. Alternatively, interfaces (USB, card slots, etc.) potentially allowing an external operating system to be booted shall be disabled.

Test case: 

· List all the physically accessible interfaces of the node (outside and inside of the chassis)

· Obtain and verify documentation on the activation/de-activation of all these interfaces

· Test that these interfaces are effectively electrically disabled and that no service or data is accessible through them

Target node(s): All
5.1.2.5.4
Requirement 4: Unsecure Protocol Disabling

Reference: Unsecure protocol disabling – SSEE-UPD
Description: Unsecure or vulnerable protocols such as Telnet, SNMPv1 and SNMPv2 shall not be supported as well as ftp. If the target node supports one or more of the above-listed protocols, then by default they shall be disabled and they can only be enabled by the node administrator.
Test case: 

· Use automatic tool such as Nessus to verify if these protocols are disabled.

Target node(s): All
5.1.2.5.5
Requirement 5: Key Material Access Rules

Reference: Key material access rules– SSEE-KMAR
Description: It shall not be possible from unauthorized access to get keying material shared between the target node and currently active User Equipments connected with it, or to get access to the keying material with which the IPSec connection (when used) to the core network elements or other node are protected. 

Test case: 

-
Obtain and verify documentation on the security environment of the target node

-
Keys stored inside the target node shall never leave a secure environment within the node itself. Verify how the keys are protected .

· Verify that only authorised access are granted to the secure environment, i.e. to data stored and used within, and to functions executed within.
Target node(s): eNodeB, MME/SGSN

5.1.2.5.6
Requirement 6: Secure System Boot 
Reference: Secure system boot – SSEE-SSB
Description: The target node should support the possibility to verify software image integrity at boot time, detecting, for example, software image tampering and/or unauthorized software image updates. 

Test case: 

· Obtain and verify documentation of this feature on the target node 

· The integrity of a software component is typically verified by comparing the result of a measurement (typically a cryptographic hash) of the component to the expected reference value, usually provided by the manufacture. If these values match, the component is successfully verified and it can be started
· Verify that the cryptographic algotithm used to calculate the hash is not vulnerable to known attacks.
Target node(s): All
5.1.2.5.9
Requirement 9: Secure Time Synchronization

Reference: Secure time synchronization – SSEE-STS
Description: Clock synchronization with a time server is a critical middleware service enabling several services on a 3GPP node, for example accurate and secure localization, digital certificate  verification and thus for the establishment of secure links. These benefits could make clock synchronization protocols a prime target of malicious adversaries who want to disrupt the legal operation of the node.

Test case: 

· Obtain and verify documentation on the security environment of the node

· Verify how the mechanism has been implemented and if it vulnerable to know attacks

· …..

Target node(s): Exposed
5.1.2.6 
Network Services

Preventing suspicious network traffic from reaching a certain node is a fundamental way to minimize the risk of several cyber attacks (e.g. DoS attacks). In order to prevent that Network Services feature is exploited, some relevant security requirements have been identified and described in the following sub-clauses.
5.1.2.6.1
Requirement 1: Traffic Filtering

Reference: Traffic Filtering – NS-TF
Description: One of the fundamental functions of network devices is the control of data traffic on the basis of the IP destination and sender addresses as well as the used ports and protocol status. A network device shall therefore support filters (e.g., access control lists, local firewall, etc.) to regulate incoming and outgoing traffic on the basis of address information, services (ports) and protocol statuses and types. These can be used to route packets through the network device as well as to accept or reject packets sent to one of the network device’s addresses on the basis of defined criteria.
Test case: 

· Obtain and verify documentation on local inbound/outbout filters for the node

· Verify that after applying filtering rules on specific ports/protocols/interfaces (for example on IPsec and SSH traffic allowed as inbound traffic) that these rules are effectively enforced
Target node(s): All
5.1.2.6.2
Requirement 2: IP Anti-Spoofing

Reference:  IP Anti-Spoofing – NS-IPAS
Description: This type of attack allows a host, application or a malicious node to mimic the actions of a genuine node. Typically the attacker pretends to be an innocent host by reusing its IP addresses in network packets. In order to protect against this type of attack the target node should implement anti-spoofing mechanisms, e.g. to reject packet with invalid source addresses, coming from unexpected interface, etc...
Test case: 

· Obtain and verify documentation on this feature

· Verify that spoofed packets are rejected
Target node(s): All
5.1.2.6.3
Requirement 3: Tunneling in GTP

Reference:  GTP Tunneling – NS-GTPTN
Description: This attack could pose a moderate security threat.  It may be possible for attackers to wrap attack traffic in GTP Version 0 or 1 Packet, which has another embedded GTP Packet as part of its payload. As GTP is used to encapsulate packets originating from a mobile station, it is possible for a mobile station to create a GTP packet and forward it along to the SGSN.
Upon receiving the GTP packet, the SGSN will encode it again, and forward it to the GGSN, through the relative PDP context. This embedded GTP packet may be potentially decoded via the GGSN and forwarded into the GGSN infrastructure, or decoded a second time, allowing an attacker to spoof GTP packets coming from a range of different answers. Another potential attack would be attackers sending recursive GTP packets, which is a GTP packet that contains X number of other GTP packets embedded within.
Test case: 

· Examine incoming packet for possible exploitation code in the embedded GTP data fields.

Target node(s): MME/SGSN, GGSSN 

5.1.2.7 
3GPP Capability Configuration 
Preventing unsecure configurations deployment of 3GPP features can be a fundamental way forward to minimize the risk of several cyber attacks.  In order to prevent that the Configuration Security feature is exploited, some relevant security requirements have been identified and described in the following sub-clauses.
5.1.2.7.1
Requirement 1: Security Algorithm Modification 

Reference: Security Algorithm Modification  – CC-SAM
Description: It shall not be possible from unauthorized access, to modify security algorithms supported by the target node, e.g  to perform a downgrade attack by configuring the use of a weaker algorithm. .

Test case: 

· 
Verify that the security algorithm configuration can  not be modified from unauthorized users.

Target node(s): eNodeB, MME/SGSN

5.1.2.7.2
Requirement 2: Only EIA0

Reference: Only EIA0– CC-OEIA0
Description: It shall not be possible to configure just EIA0 on the target node. EIA1 and/or EIA2 shall be enabled in compliance to the specification requirements that demand the use of integrity as mandatory and the use of EIA0 only for non-authenticated emergency services 

Test case: 

· Verify that a configuration where only EIA0 is enabled it is not accepted on the target node as valid. Verify that it is also needed to enable at least one of the other type of algorithms that are different from the “Null Integrity”.

Target node(s): eNodeB, MME/SGSN

5.1.2.7.3
Requirement 3: Integrity Algorithms Disabling 

Reference: Integrity Algorithms Disabling – CC-IAD
Description: Each target node shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When a security context is established for an authenticated user, the target node shall choose from its configured list the algorithms which have the highest priority and that are also supported on the terminal side.( UE EPS security capabilities). In the case where the target node is configured   to require the use of only EIA0 (NULL Integrity) as integrity algorithm the target node shall not allow the user to connect to the network even if the user is successful authenticated and EIA0 is the only integrity algorithm that match in the target node and terminal configuration. By allowing the user to connect to the network the mandatory integrity requirement for signalling protection is not respected.. The use of EIA0 shall be allowed only for unauthenticated emergency calls.  

Test case:

· Obtain and verify documentation about integrity algorithms supported on the target node.
·  Check that EIA1 and EIA2 are supported as a standard feature. 
· Verify the configuration of  the algorithms list on the target node
· Testing the nodes behaviour in the case where “erroneously “only EIA0 (NULL Integrity) is enabled on the target node.  
Target node(s): eNodeB, MME/SGSN

5.1.2.8 Node Access 

Device access control consists of rules restricting the access to the node (i.e. user authentication and authorization). In order to prevent that the Node Access feature is exploited, some relevant security requirements have been identified and described in the following sub-clauses.
5.1.2.8.1
Requirement 1: User Profiling/User Authorization
Reference: User Profiling - NA-UP
Description: Several users with different privileges shall be defined

Test case :
· Verify if different user profiles can be identified for example administration profile, visualization profile

· Verify if the different profiles are correctly applied

Target node(s): All
5.1.2.8.2
Requirement 2: No Default Users
Reference: No default users - NA-NDU
Description: Default users with default passwords shall not be allowed

Test case:
· Verify if default users are disallowed.
Target node(s): All
5.1.2.8.3
Requirement 3: No Disable User Authentication
Reference: No disable user authentication - NA-NDUA
Description: User authentication cannot be disabled on the target node.
Test case :
· Verify user authentication cannot be disabled.
Target node(s): All
5.1.2.8.4
Requirement 4: User Activity Audit
Reference: User activity accountability for system audit NA-UACC
Description: User activity on the system shall be accounted to tracking how security breaches occur.
Test case :
· Verify user authentication cannot be disabled.
Target node(s): All
**************************** end of 1st change ****************************
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