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Abstract of the contribution:

This contribution will provide another security solution for 2G PWS. 
1 Introduction
GSM/GPRS security mechanism does not provide integrity protection on the radio interface. This contribution provides a method to give an integrity validation for 2G PWS public key.
2 Analysis
A check padding with 16 bits or 32 bitsbehind the plain text of the message which carries public key can provide integrity validation. 
The working method is as the following.

- Ciphering text=Kc [plain text || (check padding)]. 
- Kc is the ciphering key for 2G. Plain text is the NAS message, i.e. Authentication and Ciphering Request, Cipher Mode Command, LAU/ RAU ACCEPT which carries public key. Check padding can be  a fixed bit string, e.g. a bit string of 16 bits or 32 bits of (000…000) or (101…101). Or to make it more secure, a dynamic check padding can be used, i.e. use the public key and a hash algorithm to calculate a check padding In this way, check padding can be mapped to the only public key. 
The beauty of this method is that after the procedure of ciphering and then deciphering, the terminal can get the same check padding as the network used. This is integrity validation of public key. The security of this method depends on the algorithm used. A5/GEA is used for 2G ciphering. This method can provide as same level of integrity security as 2G ciphering to some extent. It’s difficult for the attacker to know Kc to calculate the correct ciphering text. 
The advantage of this simple method is that the change to the network and 2G terminal will be minimum compared to other methods which has to calculate a new integrity key for 2G. Although the security of it is not as strong as the normal integrity key can provide, the tradeoff can be seen as good compared to other methods. The only requirement is that the terminal and the network has to use a check padding to calculate the ciphering text. 
3 Proposal

It is kindly proposed to include the analysis in TR33.869.
**********************************************Begin of Change*******************************************************

7.4.2
Re-use current GSM/GPRS security mechanism with initiating ciphering

In GSM/GPRS, PWS public key can be ciphered with GSM/GPRS AKA key. The solution that we suggest is distributing public keys based on NAS message. Figure 7.4.2.3.1 shows an example that distributes public key in GSM/GPRS. The RAU/LAU ACCEPT message can also be used.
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Figure 7.4.2.3.1: Distribution of public key information in GSM/GPRS

In the initial LAU/RAU procedure, UE sends the LAU/RAU request. When MSC/SGSN receives the LAU/RAU request, MSC/SGSN sends LAU/RAU Accept message to UE. In the LAU/RAU Accept, the latest public key and PKSI are included. MSC/SGSN encrypts the LAU/RAU Accept message with Kc. And the PWS public key and PKSI are protected. When UE receives LAU/RAU Accept message, it decrypts the LAU/RAU Accept message to achieve the latest public key and PKSI, saves the latest public key and PKSI.

If UE has attached to the network before, UE can send the public key identifier to the network entity in LAU/RAU. MSC/SGSN checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI. When UE receives LAU/ RAU ACCEPT, it saves the latest public key and PKSI.

Only cipher LAU/ RAU ACCEPT with UP still remaining unencrypted:

In common views, it cannot only mandate ciphering LAU/RAU one procedure and leave others and UP without ciphering since once ciphering is turned on, it is better not to be turned off for security reasons. If operator does not want to turn on ciphering according to local policy, a possible alternative can be that SGSN/MSC mandates ciphering when performing RAU/LAU procedure for distributing public key. If SGSN/MSC decided to carry PWS public in RAU/LAU accept message, we use the current GSM security to cipher LAU/RAU accept message carrying with PWS public key. Normally, after that, UE will release RRC connection and be in idle mode. In the next session, UE connects to the network and MSC/SGSN sends cipher mode command with turning off ciphering in Cipher Mode Command setting to the UE when local policy is remaining UP unencrypted. Please note that above solution needs some changes in SGSN/MSC. In addition, there may be a possibility that cipher algorithms are disabled in BSS, i.e. BSS does not support any cipher algorithms, if cipher is not allowed by local policies. If it is the case, BSS should also be modified.

Not initiating ciphering in the whole GSM/GPRS system:

In case that operator will not initiate ciphering anyhow in GSM/GPRS, it is suggested to send PWS public key and identifier directly without ciphering in LAU/ RAU ACCEPT message. To some extent, it can also ensure that UE will get public key to verify the signature than without doing any security to PWS in GSM/GPRS.
Initiating ciphering with check padding as integrity validation:
A check padding with 16 bits or 32 bitsbehind the plain text of the message which carries public key can provide integrity validation. 

The working method is as the following.

- Ciphering text=Kc [plain text || (check padding)]. 

- Kc is the ciphering key for 2G. Plain text is the NAS message, i.e. Authentication and Ciphering Request, Cipher Mode Command, LAU/ RAU ACCEPT which carries public key. Check padding can be  a fixed bit string, e.g. a bit string of 16 bits or 32 bits of (000…000) or (101…101). Or to make it more secure, a dynamic check padding can be used, i.e. use the public key and a hash algorithm to calculate a check padding In this way, check padding can be mapped to the only public key. 

The beauty of this method is that after the procedure of ciphering and then deciphering, the terminal can get the same check padding as the network used. This is integrity validation of public key. The security of this method depends on the algorithm used. A5/GEA is used for 2G ciphering. This method can provide as same level of integrity security as 2G ciphering to some extent. It’s difficult for the attacker to know Kc to calculate the correct ciphering text. 

The advantage of this simple method is that the change to the network and 2G terminal will be minimum compared to other methods which has to calculate a new integrity key for 2G. Although the security of it is not as strong as the normal integrity key can provide, the tradeoff can be seen as good compared to other methods. The only requirement is that the terminal and the network has to use a check padding to calculate the ciphering text. 
**********************************************End of Change*******************************************************
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3. If UE sends a PKSI included in the LAU/RAU Request, MSC/SGSN checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.





5. UE saves the latest public key and the corresponding PSKI. 











