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1. Introduction
The 3GPP SSO service is required to support flexibility regarding user configuration of third party SSO identities in the process of gaining access to a service. It is also required to interwork with such SSO technologies as OpenID, Liberty Alliance or SAML. (See TS 22.101 section 26.1, where UE and 3GPP SSO service requirements are enumerated.) Architectures which satisfy these requirements will invariably provide support for more than a single identity provider which interworks with the operator’s domain. Thus such configurations might include IdP services provided by Google, Yahoo, Facebook, etc., in addition to those provided by MNOs such as DT, AT&T, Verizon or Vodafone.
Relative to these requirements, architectures of sufficient capability are considered for this discussion. Thus, in addition to GBA Lite, which does not support the use of third party IdP services, additional SSO solutions are proposed for inclusion in the TR 33.sso study. Examples of such solutions, which are taken from TR 33.804 and TR 33.924, are provided below.
2. Rationale
Users of mobile (web-based) services normally have various online identities provided by a variety of existing Identiy Providers (IdP), some of which are of considerable scale with a large user base. For example consider the following representative use case:

A user has an MNO subscription and wishes to access a service such as YouTube, using an established third party (Google or facebook) Identiy Provider (IdP). The user presents his/her Google/facebook identity with the service and following redirection, bootstrapping, and a successful authentication, the associated IdP asserts to the service.
Use case 10 of TR 22.895 (see section 4.11 “Using the 3GPP SSO Service by another (non-MNO or other MNO) SSO Provider”) provides a more detailed description of this type of use case. It also presents a scenario showing how such an interworking of MNO SSO and third party SSO services can come about from a subscriber perspective.
Basic architectures that meet the requirements for this use case are given below in section 3.
2.1 Additional Rationale for Meeting the Third Party IdP Requirement

It may be in the interest of stakeholders to connect these online identities to the 3GPP SSO service provided by mobile operators. Certain advantages are listed: 
1. Operators can make increased use of their subscriber base for services which are already adopted by a large user base.

2. Services may leverage the strong authentication and AAA infrastructure of operators and operator-provisioned credentials in the UE without significant infrastructure changes.

3. Third party identity providers may add value to their offering using operator-provided SSO with operator credentials.

In another use case, operators may choose to use a third-party identity provider to implement SSO with operator provisioned credentials with low infrastructure cost. In such a use case GBA provides support for strong device level authentication.
3. Discussion of SSO Issues
3.1 Description of Basic Architecture for Third-party IdPs
Figure 1 provides a high-level overview of a possible architecture for inclusion of third-party IdPs in SSO systems using operator credentials. The scenario described in the use case above fits well with this configuration.  SHAPE  \* MERGEFORMAT 



Figure 1: Basic SSO Network Architecture Showing Third Party IdP

Within this architectural framework full GBA provides the required connection point (Zn) allowing for communication between the BSF (SSO infrastructure within the network) and the NAF/IdP residing within the public internet. Examples of exisiting 3GPP architectures which provide the necessary infrastructure for supporting third party IdP are given below:
From TR 33.804

GBA as defined in TR 33.804. Under conditions where UICC-based credentials are not accessible, GBA_Digest is employed if SIP Digest credentials are supported by the operator. This architecture provides for non-UICC based credentials for authentication and is also integrated with OpenID or Liberty Alliance

In TR 33.804 a non-UICC based version of GBA is presented. Figure 2 provides the top-level architecture.
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Figure 2: GBA_Digest Architectute (from TR 33.804)

GBA_Digest extends the version of GBA whose specification is given in TS 33.220. Instead of using the credentials stored in the UICC (with respect to USIM or ISIM applications), SIP Digest credentials a la Common IMS are employed under the condition that the smart card is inaccessible. In other words, for this solution SIP Digest authentication is integrated with GBA. (SIP Digest authentication is based on HTTP Digest as defined in RFC 2617.) This architecture supports third party application services; however, identity provision is tightly integrated with the MNO.
GBA_Digest can be expanded to interwork with other SSO systems such as OpenID, Liberty Alliance or SAML. Figure 3, also from TR 33.804, illustrates such an architecture.
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Figure 3: Interworking with Liberty Alliance (from TR 33.804) Note: works similarly with OpenID

The introduction of Liberty Alliance (or OpenID) enhances functionality for identity assertion. For this expanded architecture the assertion can be issued from a third party IdP as well as the network itself. For the architectures in both Figure 2 and Figure 3 the Ks_NAF derived in the UE and BSF provides the authentication mechanism. 
From TR 33.924

MNO security provided by UICC-based credentials is realized in the GBA-based mechanisms for an SSO framework defined in TR 33.924. The authentication process derived from the embedded bootstrapping relies on the strong authentication (AKA) technology provided the 3GPP security architecture. As with TR 33.804 the GBA protocol is similarly integrated with such SSO technologies as OpenID or Liberty Alliance. Hence the architectural solutions described here also extend the version of GBA specified in TS 33.220 and allow for third party IdP solutions.
4
Recommendation
SA3 should take into consideration the service requirements defined in TS 22.101 for SSO. Discussions and contributions on how best to support 3rd Party IdP and enable interworking of identity management systems such as OpenID and Liberty Alliance enabled by the GBA infrastructures defined in TR 33.804 and TR 33.924 for SSO must be carried out within SA3.
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