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1. Overall Description:

CT1 would like to thank SA3 for their LS on PWS key distribution (S3-120805/C1-122596).

CT1 has discussed the NAS based solution to distribute PWS public keys and would like to provide the following answers to the questions raised by SA3:
· Is there any NAS restrictions in the related groups’ specifications, especially for the size of NAS SMC, RANAP SMC/RRC SMC, AUTHENTICATION AND CIPHERING REQUEST, Ciphering Mode Command, Cipher Mode Command and TAU/LAU/RAU ACCEPT messages ?
[Answer] Except for the NAS protocols via Gb interface, CT1's specifications do not specify restrictions on the size of NAS messages (including the NAS SMC message, AUTHENTICATION AND CIPHERING REQUEST message and LAU/ATTACH/RAU/TAU ACCEPT messages). However, it is CT1's understanding that the maximum size of NAS messages delivered to the lower layers has to comply with length restrictions defined by the lower layers, e.g. by the maximum PDCP SDU size in S1 mode. According to CT1's knowledge there are specific limits for each of the interfaces: A(Abis), Iu-cs, Iu-ps and S1, but since the related specifications are owned by GERAN2, RAN2 and RAN3, CT1 would like to leave it to these working groups to provide the exact length restrictions currently applicable.

As for the Gb interface, LLC (TS 44.064) defines a maximum value N201 of 1520 octets for the length of the information field in an LLC frame. This is the maximum length for NAS messages via the Gb interface (including the AUTHENTICATION AND CIPHERING REQUEST message and the ATTACH/RAU ACCEPT messages).
For the LAU Accept message sent via the A interface, CT1 is also aware that there is a size limitation to 251 octets. CT1 would like to ask GERAN2 to confirm this and provide the exact maximum size
· Is there any constraint and other consideration to distribute 1 or 2 public keys in one of the above messages ? 

[Answer] SA3 should consider the current sizes of the NAS messages. The current message definitions could result in messages up to the following sizes:

- in E-UTRAN:

NAS SMC: 21 bytes, ATTACH ACCEPT: 4629 bytes, and TAU ACCEPT: 246 bytes.

- in GERAN/UTRAN:

AUTHENTICATION AND CIPHERING REQUEST: 49 bytes, LAU ACCEPT: 119 bytes, ATTACH ACCEPT: 160 bytes, and RAU ACCEPT: 191 bytes. 
CT1 expects that these values will increase in future releases as the protocol evolves and CT1 needs to have sufficient bytes available for this further protocol evolution.

According to the above NAS message size, the maximum LLC length value and the PWS public key sizes in SA3's LS, it is feasible from NAS protocol point of view to include 1 or 2 public keys in the NAS SMC and TAU ACCEPT messages in E-UTRAN and any of the above NAS messages in GERAN Gb mode. Note, however, that there may be a restriction from the lower layers.

Dependent on the radio interface, during transmission of a long NAS message other UEs may be prevented from receiving signalling or user data, but CT1 think that GERAN2 and RAN2 should comment whether this is an issue.
· What is the maximum number of public keys be feasible to be carried in one of the above messages?

[Answer] CT1 cannot determine a maximum number of public keys that could be carried in one of the above NAS messages, as this depends on the maximum length restriction in the lower layers and the PWS public key size of used security algorithm. Clearly a smaller key size would enable more public keys to be carried.
2. Actions:

To SA3 group:
ACTION: 
CT1 kindly ask SA3 to take the above answers into account.
To RAN2, RAN3 and GERAN2 group:

ACTION: 
CT1 kindly ask RAN2, RAN3 and GERAN2 to provide the maximum length restriction for NAS PDUs caused by their protocols.
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