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1
Introduction
Because of actions by SA1, SA2, and CT1, some parts are outdated and needs to be updated:

· The security requirements in 22.268 have been updated.

· The working assumption is not needed as SA1 has answered that CBE does the actual signing.

· Information has been moved from 23.401 to 23.041
· The old ETWS security fields are ignored by UE.

Some editorial in clause 2 is also fixed:

· TS 22.268 is listed twice

· References to [aa], [bb], and [cc].
2
PCR
***
BEGIN CHANGES
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.268: "Public Warning System (PWS) requirements".

[3]
Void.
[4]
3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)"

[5]
3GPP TS 48.049: "Base Station Controller - Cell Broadcast Centre (BSC-CBC) interface specification; Cell Broadcast Service Protocol (CBSP)".

[6]
3GPP TS 25.419: "UTRAN Iu-BC interface: Service Area Broadcast Protocol (SABP)".

[7]
3GPP TS 23.251: "Network sharing; Architecture and functional description".


[8] 
3GPP TR 33.859:  "Study on the Introduction of Key Hierarchy in Universal Terrestrial Radio Access Network (UTRAN)"

[9] 
3GPP TS 33.102 "3G security; Security architecture"

[10] 
3GPP TS 35.206 "Specification of the MILENAGE Algorithm Set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm Specification"

***
NEXT CHANGE
***

4
Security requirements of PWS

Editor’s Note: This section aims to add the updated security requirements of PWS, including roaming case.

Security requirements for PWS identified by SA1 in section 4.8 of TS 22.268 [2] are as follows:






PWS shall only broadcast Warning Notifications that come from an authenticated authorized source.

Where regional or national regulations allow, the integrity of the Warning Notification shall be protected. 

Where regional or national regulations allow, the PWS shall protect against false Warning Notification messages.

Note 1:
These requirements are subject to regulatory policies.

NOTE 2:
The authentication and authorisation of the source are outside the scope of 3GPP Specifications.

Additional requirements identified by SA3 are as follows:

-
For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.

-
The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.

-
A serving network should periodically send test warning messages on the broadcast channel.

-
If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

-
Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

-
It shall be possible to configure whether or not primary notifications are displayed.



***
NEXT CHANGE
***

5
System and security architecture of PWS

Editor’s Note: This section aims to give an overall description of security aspects of PWS.


[image: image1]
Figure 5.1: PWS system architecture overview

Figure 5.1 gives an overview of the complete security architecture.

-
Air interface between UE and access network needs security protection as PWS Warning notification messages are broadcast to UE via SYSTEM INFORMATION.

-
CBC is part of the core network and connects to the network node. For GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME. The protocols between the CBC and these network nodes are defined in 3GPP TS 48.049 [5], TS 25.419 [6] and TS 23.041 [4].

-
CBE is on a national level and outside of the scope of the 3GPP network. It is assumed that the CBE is responsible for all aspects of formatting CBS, including the splitting of a CBS message into a number of pages and the actual signing.

-
SGSN or MME can be used to deliver PWS keys to UEs.

-
A UE in limited service state is not required to receive, process, and display warning messages.

NOTE: The assumption above has been verified by SA WG1 for the REL-11 timeframe and may have to be reconsidered in later releases.

Editor's Note: It needs to add security architecture of PWS.

Editor's Note: The security solution should minimize the impact to the current mechanism

Editor’s Note: SGSN may receive PWS keys from CBC, or PWS keys are configured in SGSN directly. It is for FFS how SGSN gets the PWS keys, and whether the interface between SGSN and CBC should be added.

***
NEXT CHANGE
***

6.1.1
General

It needs to protect against attacks that are in the interface between PLMN and the Warning Notification provider. However, it is outside scope of 3GPP. The attacks which are within the wired network can effectively be dealt with NDS methods. So the most crucial threat is the one over air interface.

For PWS Warning Notification messages, the security threats are similar with ETWS. There may be spoofing attacks, e.g. an attacker may forge and issue PWS Warning Notifications maliciously. The messages sent over the air may introduce spoofing attacks. Another threat may be tamper attacks, e.g. an attacker may record and tamper a PWS Warning Notification message over the air interface.

RAN2 has decided to broadcast PWS Warning Notifications to user via SYSTEM INFORMATION over air interface. However, broadcasts of SYSTEM INFORMATION are not protected. If an attacker can imitate the base station behaviour maliciously and broadcast false PWS Warning Notifications or tamper PWS Warning Notifications coming from CBE, it will cause serious panic among the population.

In order to guarantee the authenticity and integrity of the Warning Notifications, the security requirements which specified in 3GPP TS 22.268 [2] are introduced. In order to meet these security requirements, it has been decided that PWS Warning Notifications shall be protected with signature that are included in the Warning-Security-Information IE in the WRITE-REPLACE Request message. Moreover, some PWS security features should be considered and defined in details as to solve the remained security issues listed.

***
NEXT CHANGE
***

6.2.1
General

A UE that has the capability to receive PWS message shall support PWS interface as specified in TS 23.041 [4]. CBE sends Warning Notifications to the user via core network points and the access network points. When receiving PWS Warning Notifications, the user verifies the signature with the corresponding key and the algorithm. So it is essential that the user shall be notified which key should be for signature verification and algorithm should be used. Otherwise, it will cause verification failure.

As mentioned above, it shall ensure the synchronization of signature key and the signature algorithm between UE and the network. In the current specification, it only states PWS Warning Notifications shall be protected and it has been decided that PWS Warning Notifications are broadcasted to UE via SIB10, SIB11 and SIB12 for ETWS and CMAS. How to verify PWS message has not been specified when PWS Warning Notification messages are integrity protected. Additionally, in the Warning-Security-Information field, the length of signature is only 43 bytes. If PWS uses some popular signature algorithm, e.g. RSA (the length of the message signature is at least 1024 bits) it cannot meet the maximum length. So it should be considered as the length of signature in particular. In summary, it is essential to ensure that which digital signature algorithms should be used for PWS Warning Notifications protection. So several security features should be considered for PWS security as follows.


Figure 6.2.1.1: PWS security features

***
NEXT CHANGE
***

6.2.4
Verification of PWS warning notification message

The UE shall support the verification of the signature and a USIM data file with two settings needs to be added to disable the PWS functionality (this only applies from Rel-11 and onwards as required by TS 22.268 [2]).

-
HPLMN PWS disable field disables PWS support in HPLMN and PLMNs equivalent to it.

-
Unsecured PWS disable field mandates the UE to ignore all PWS warning messages that are received without security protection.

And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.

If the "unsecured PWS disable" field in the USIM for PWS is set, the UE shall ignore all PWS warning messages that are received without security protection.

If the "unsecured PWS disable" field in the USIM is set, the UE shall verify the "digital signature" and "timestamp" when it receives a warning message with security protection. UE shall silently discard the warning message if the verification of "digital signature" and "timestamp" fails.

Editor’s Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.

***
NEXT CHANGE
***

7.6
Solution 5: using NAS layer security 

7.6.1
High level solution discussion 

This solution is for both UTRAN and GERAN and is motivated by the desire to protect the delivery of PWS keys from the core network to reduce the risk of compromised RAN nodes. The proposed solution is designed to work with a current USIM and only require changes in the ME and core network node of the serving network. This ensures that if serving network wants to use secured PWS messages, then any roaming users with handsets that support the functionality will be able to receive the warning messages. The solution currently focuses only on subscriptions with USIM. This is because with a SIM, it will always be possible to replay a particular challenge to the UE and hence if the Kc for one challenge can be obtained then it will be possible to send a false PWS key to a UE. Adding some of the functionality described in this solution to the SIM case will avoid some of the ways that an attacker could get a false key onto a UE. Such enhancements may be worth deploying but some more analysis needs to be done on the issue. 



Editor’s note: Extending this solution to the SIM is FFS.

The proposed solution uses part of solution 2 in the UTRAN KH  (see TR 33.859 [8]) to generate a root key that remains in the core network (note: the rest of that solution, e.g. providing a fresh key at idle to active is not needed here). From the key and the COUNT values used to ensure a fresh key, the UE and core network node can generate a key when needed to protect the delivery of the PWS key. 

In addition the solution needs to provide a mechanism to ensure that the root key (or keys that could derive the root key) never leave the core network. This is provided by the following three bits of functionality. Firstly, the UE with a USIM will never accept a PWS key protected by a security context generated by a run of GSM AKA. In general, this could happen with a pre-Rel 99 VLR/SGSN or an ME that does not support the ME to USIM interface (see TS 33.102 [2]). Both these cases can be ruled out for PWS security and hence there is no need to fall back to GSM AKA for the protection of PWS keys. This prevents an attacker forcing a UE to fall back to GSM AKA in order to be able to deliver a false PWS key. 

Secondly, in response to a challenge requesting it to establish the enhanced security context, the UE does not respond with RES but rather with an enhanced response derived from CK and IK. When the core network receives such a response, it will not release CK and IK to the RAN nodes. Similarly, the UE will only accept PWS keys when protected using a security context where it returned the enhanced response. This means that an attacker that breaks into a RAN node would not be able to get CK and IK unless RES can be provided to the core network. An attacker deploying a false GSM base station could get 32 bit of information about RES due to the way that the GSM response is calculated from the UMTS response (X) RES (see TS 33.102 [9]). Hence the level of security provided by this is 32 bits less the length of (X)RES. Milenage (see TS 35.206 [10]) uses a 64 bit (X)RES and hence a USIM using standard Milenage would get 32 bit of security from this. 

Thirdly, an AMF bit is assigned and when that bit is set a UE will not use the security context derived from such an AV to protect the delivery of PWS keys. A core network node that wishes to send PWS keys to a UE shall inform the HSS that it intends to use the AV to generate a security context that will protect the delivery of PWS keys. This means that a HSS can control which core network can receives AVs that can be used to provide protection of PWS keys. If the HSS sends an AV with the AMF bit set to all other nodes, this means that it is not possible for an attacker to get CK and IK unless it breaks into a core network node. This functionality would be optional to implement in the HSS. It should be noted that by having the AMF bit set to mean that the AV can be used for PWS security would require a change in the home network before a roaming UE could receive PWS keys and would be against the design principle of the solution.

In summary the above solution provides a NAS level solution to protecting the delivery where the home operator has control over the level of security that is provided to each UE. 

Editor’s note: A comparison of this solution with the other solutions, especially the GBA approach, is needed.

7.6.2 
Solution details

7.6.2.1
General

The solution is made of three components: firstly changes to the mobility message, secondly enhancement to the authentication procedure and finally changes to the context transfer messages between core network nodes. Each of these changes will be detailed in turn. 

7.6.2.2
Changes in the mobility messages from the UE

In the Request mobility message (e.g. Attach, RAUs and LAUs), the UE needs to send the relevant information to the network that it is capability of receiving PWS keys and for the network to decide if the UE has the correct PWS key. The UE shall also include the COUNT value (as described in solution 2 of TR 33.859 [8]) if it has an enhanced security context.

In the Response message, if the UE needs a new key, the network needs to include the PWS key identity, PWS key and a MAC calculated over the transmitted key and its identity using the KPWS-int as the key and over the transmitted key. KPWS-int is calculated as follows:

KPWS-int = KDF(KASMEU, COUNT)

7.6.2.3
Changes to the authentication procedure

The authentication procedures is enhanced to provide a key, KASMEU  that does not leave the core network as in solution 2 in the UTRAN KH specification (see clause 5.2 of TR 33.859 [8]). In order to achieve this, the core network node signals that it want to run an enhanced authentication to the UE in the message carrying the authentication challenge. This results in both the UE and core network node calculating KASMEU and setting the COUNT value associated with it to zero. On receiving an authentication challenge for an enhanced AKA, the UE checks that the relevant AMF bit is not set. It also calculates an enhanced authentication response (EAR) as follows:

EAR = KDF (KASMEU, other parameters)

Editor’s note: The other parameters in the above calculation need to be defined.

The core network node will check that the received EAR is correct.

When requesting AVs in order to be able to send PWS keys, the core network node will inform the HSS that it wants AV for protecting PWS keys. An HSS that support this feature will send AVs with the relevant AMF bit set to all core network nodes that do not require an AV for protecting PWS keys and AVs without the relevant bit set to core network nodes that require AVs to protect PWS keys. 

7.6.2.4
Changes to context transfers between core network nodes

When transferring the UE’s context from one core network node to another, the old core network node shall include KASMEU and COUNT.

***
END OF CHANGES
***
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