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	Reason for change:
(
	The KMS based solution for e2e media security in TS 33.328 provides little guidance on how to select the responder identity in tickets. The responder identity can either be a SIP URI corresponding to a single user or a wild carded SIP URI corresponding to multiple users and specifies who is allowed to resolve the ticket at the KMS and thereby gain access to the contained keys.
Choosing a SIP URI corresponding to a single user leads to problems in case of call diversion. If the call is diverted to, say, a user’s voicemail, the AS implementing the voicemail service would n’t be able to resolve the key. The AS could send a failure indication back to the initiating UE who would then try to establish the call with a new ticket that the AS is allowed to resolve. The drawback of this approach is the extra roundtrip that is required and the extra specification that is required for the failure indication.
A better solution to the call diversion problem is to use a wildcarded identity (?@?). The AS would be allowed to resolve the ticket and can send the back the TRANSFER_RESP message to the initiating UE. The UE will be able verify the identity of the AS by inspecting the message and can decide whether or not to continue with the call. 

Note that the KMS always returns endpoint unique keys when the ticket indicates forking. Since forking is mandatory in the KMS based solution,  the use of wild carded identities is still secure.
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(
	UE is recommended to use the wildcarded identity ?@? as responder identity in the Ticket Policy when a ticket is requested from the KMS.
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	THe KMS based solution for e2e media security will not work in case of call diversion and a new solution would need to be specified.
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***
BEGIN CHANGES
***
6.2.3.5
Authentication of public identities in REQUEST_INIT and RESOLVE_INIT

When the KMS receives a REQUEST_INIT or RESOLVE_INIT request, the KMS must verify that the user issuing the request is authorized to do so. This verification is based on authentication of the requesting user’s KMS UID. 

When GBA is used, the user issuing the request is identified according to GBA procedures by the GBA B-TID carried in the request message to the KMS. The KMS uses the B-TID to request the the NAF-Key used to protect the request and USS information containing a list of all IMPUs, which are associated with the user.  The KMS then uses the list of IMPUs to derive all KMS UIDs associated with the requesting user. The KMS verifies that the KMS UID carried in the request is one of the derived identities. For RESOLVE_INIT, the KMS verifies that among the derived KMS UIDs, there is at least one (may not be the one carried in the request) matching the allowed recipient(s) identity in the ticket.
If a caller requests a ticket based on the identity of the expected responder, the call will most likely fail if the IMS network decides to divert the call to another destination (e.g. to user’s voicemail). To handle call diversion it is recommended to set the allowed recipient in tickets to the wildcarded identity ?@?. This doesn’t affect the security of the solution since keys returned by the KMS are always forked based on the resolver’s identity.

When an alternative system for KMS user authentication and key establishment is used it shall provide authentication of the requesting user’s KMS UID.

***
NEXT CHANGE
***
D.3.1 
Ticket Request

A KMS based IMS media plane security default implementation:

-
Shall support timestamp of type NTP-UTC-32 and COUNTER. 

-
Shall populate payloads in REQUEST_INIT_PSK as defined here: 

-
IDRi: shall contain the Initiator’s KMS user identity. 

-
IDRkms: optional, URI for target KMS.

-
TP: must specify (IDRr), i.e. the intended recipients of the requested ticket. IDRapp shall be set to SRTP. In order to be able to handle call diversion (CDIV) scenarios, it is recommended to use the wildcarded identity ?@?.
-
IDRpsk: B-TID.

-
Shall populate payloads in REQUEST_RESP_PSK as defined here:

-
IDRkms: optional, URI for responding KMS.

***
END OF CHANGES
***

