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7.9
1
Introduction
SA2 has studied some group based key issue in R12, which includes group based messaging, group based charging, group based policy control. As a result, the security protection for group features should be considered. 
2   Discussion
2.1 Group based charging
There are three key issues defined and studied in SA2: group based messaging, group based charging, and group based policy control. For group based charging, SA2 describes that，“Group based charging is to increase charging efficiency for group based MTC applications. In many cases, the data volume of CDRs generated by MTC applications is greater than the volume of actual user data transmitted. In these cases it may be beneficial to create bulk CDRs to count chargeable events per group instead of CDR creation per individual device. ”
So it is to reduce the cost from network to generate CDRs for MTC devices. As a result, when network need to create bulk CDRs, network should consider all MTC devices in one group together instead of individually. 
2.2 Other group features
What is more, there are some other group based features which is benefit in optimized handling of groups of MTC devices, e.g. group based messaging. At last SA2 meeting, some group based messaging group solutions are proposed and approved. In these solutions, several nodes should be considered as a group by some under specific rules.
2.3 How to provide security protection for group based features
There are two options to fulfill this requirement. One option is that network performs two steps authentication: first to identify the individual device and second to associate this device as a member of MTC group. The other option is that network performs group authentication for all related MTC device in a group. 
In SA3 TR 33.868, it also describes that “the system security improvement over 3GPP network security should consider lower power consumption for MTC Devices”. If there are two alternatives to fulfill same requirement, it would be better to use the lightweight solution. If we adopt the option 2, then it can save network resource to reduce two steps into one step. As a result, it would be better to study group authentication solution for group based feature protection.  
3   Proposal
5.9
Key Issue 9 - Group Based Optimization

5.9.1
Issue Details

SA2 has defined the group optimization in the 5.1 of TR 23.888 [10]. MTC Devices can be grouped together for the control, management or charging facilities etc. to meet the need of operators. The network resource could be saved by using group based optimization when the number of MTC Devices is large. The MTC Devices within the same group can be in the same area and/or have the same MTC features attributed and/or belong to the same MTC user, which provides the flexibility to allocate a group. Moreover, each of the MTC Devices is visible from the network perspective.

Group based optimization may include many optimizations, e.g. group based charging, group based singling saving and so on. As group based addressing can significantly reduce the overhead of network resource, it may be required to protect group messages. The requirements and solutions for group based protection need to be studied further. 
As SA2 propose some solutions on group based charging, group based messaging and other group based features to optimise handling of groups of MTC devices. Based on these solutions, they all need to authenticate MTC device and bound them together. 

There are two options to fulfill this requirement. One option is that network performs two steps authentication: the first is to identify the individual device and the second is to associate this device as a member of MTC group. The other option is that network authenticates all related MTC device in a group together at the same time, by which the authentication solution can be called as group authenticate. If such group authentication is used, it can save network resource to combine the two steps into one step.
For the MTC Devices in one group, each may need to communicate with the network individually so an independent session key for each device may be needed. 

Editor's Note: Individual session key establishment per MTC Device in the group need to be considered and studied further.

5.9.2
Threats

An attacker can impersonate a MTC Device belonging to a particular MTC group to get information. Therefore a mechanism should be provided to prevent such attacks.
5.9.3
Security Requirements

A MTC Group is a group of MTC Devices that can be in the same area and/or have the same MTC Features attributed and/or belong to the same MTC user. MTC Group should be identified uniquely across 3GPP networks.
Editor notes: It should be studied further, to what extent group based protection and management can be used to save network resource and improve efficiency.

There should be a mechanism by which an MTC Device can be verified as a legitimate member of an MTC Group.

The UE in a MTC Group should be possible to be authenticated by the network in the same time,so it is required to study a mechanism by which all the MTC devices in the group can be authenticated in the same time, which can be called as group authentication.
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