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1
Introduction

This pCR provides evaluation for the network-based solution for IMSI-IMEI binding for MTC devices that relies on the use of a shared secret (KME) between ME and HSS. In addition, the pCR removes the Editor’s Note asking to take secure storage of 
2
PCR

************* START OF CHANGE 1 ***************
5.4.4.2.3.2
Procedure

The steps of the verification process are depicted in Fig. X below, and are explained in what follows. It is assumed that HSS has been provisioned (or has access to a database) with the IMSI/IMEI pairs that are authorised for use. For all authorized IMEI values (and thereby authorized devices), HSS has associated the same KME key, which has been pre-provisioned into each authorized device (ME with corresponding IMEI). 


[image: image1]

Fig. 5.4.4.2.3.2-1: Binding of IMEI with IMSI by encrypting RAND value that is used by AKA, using a shared secret between HSS and UE. 
0. Optional step: ME reports the IMEI value to the 3GPP network (not shown in Fig. 5.4.4.2.3.2-1) using the Automatic Device Detection (ADD) feature.

1. When generating the Authentication Vector(s) associated with a specific IMSI, HSS uses the IMEI-IMSI association as an indicator of which KME to use for encrypting the RAND parameter that is included in each AV. The same KME is used for encrypting the different RAND values of the various different AVs that HSS sends to MME/SGSN for the specific IMSI. 

2. MME/SGSN sends the (encrypted) RAND and AUTN parameters to the UE, as per the AKA protocol. 

3. ME obtains the (encrypted) RAND and AUTN values. Subsequently, ME uses the pre-provisioned KME to decrypt the encrypted value of RAND. Upon decryption, ME provisions the (decrypted) RAND and AUTN to UE/UICC. 

4. UE/UICC uses the obtained RAND value to calculate RES, as per the AKA protocol. UE further sends the computed RES to MME/SGSN, via ME.  

5. MME/SGSN compares RES to XRES (included in the AV sent by HSS), in order to authenticate the UE. If authentication is successful, then the IMSI-IMEI binding has been verified. If authentication is unsuccessful, then either UICC is not valid, or UICC has been installed into an unauthorised device. In either case, service will not be granted. 

The KME key needs to be securely stored in ME and in HSS. 

As described above, the UE can report its IMEI value to the 3GPP network, in order to assist HSS in determining the appropriate KME. Alternatively, HSS may use IMSI to determine the authorized IMEI value(s) and thereby the corresponding KME. 

The above steps cover the authentication procedure for all types of 3GPP networks, since AKA always involves the RAND parameter. 

Provisioning of KME into the UE and into HSS is use-case dependent. For example, KME can be provisioned into the device by the manufacturer and then provisioned into HSS using offline methods. As another example, KME can be provisioned into the device and into HSS by the 3GPP operator or an affiliated third party. Provisioning of KME into device and into HSS is outside the scope of this document. 

Editor’s Note: Further details need to be added on KME provisioning in the ME and authorization of provisioning. In particular, details on KME provisioning need to include how is KME provisioned in the ME in case:

· Operator is not known at manufacturing time 

· Device is sold or operator changed 


************* END OF CHANGE 1 ***************
************* START OF CHANGE 2 ***************
5.4.5.2.x 
Pairing based on symmetric shared secret
· The network operator is able to directly detect if unauthorised combination of IMSI/IMEI is taken into use, and may then take any appropriate action in the network.
· If there is a need to change authorised combinations of IMSI/IMEI (e.g. due to billing plan change), only the authorised combinations in the HSS/HLR  need to be updated, 
· The IMEI value is not used for validating whether the UE can make use of a specific UICC. In particular, this approach binds IMSI with IMEI using a shared secret (KME) between ME and HSS that is not based on IMEI value.
· The operator can use their current UICCs
· ME and HSS need to be provisioned with shared secret (KME)
· Changes to the current procedures in ME and HSS to encrypt/decrypt RAND value using shared secret (KME) 
·  A secure environment is required in ME for the storage of shared secret (KME). 
· This binding mechanism shall be implemented in the network even though it is not be used for all UEs.
· The network attempts to authenticate all MTC UEs, including the ones with not-authorized binding, which consume HSS capacity. 
Conclusion:

· Fulfills the SA1 requirement on restrict the use of a USIM to specific UEs and fulfils the requirement that operator shall be able to enforce the restriction.
· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 
· The solution does not rely on IMEI value for validation whether the UE can make use of a specific UICC
· The solution only needs to change authorized combinations of IMSI/IMEI in the HSS/HLR 
· The solution introduces some changes to the current procedures in HSS and ME to encrypt/decrypt RAND value using shared secret (KME).
· New mechanism is needed in HSS for binding method.
· MTC UEs with not-authorized binding combination equally consume signalling and network resources. 
· This method prevents usage of IMEI in the tampered UE where the IMEI can be modified.
************* END OF CHANGE 2 ***************
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HSS uses the KME associated with the particular IMEI to encrypt RAND. The encrypted RAND (encRAND) replaces the original RAND in the AV associated with the specific IMSI.





UE/UICC obtains the (decrypted) value of RAND and uses it for generating RES, as well as other security context parameters, as per the regular AKA process.
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ME uses KME to decrypt encRAND. The decrypted value is provided to UE along with AUTN
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SGSN/MME uses RES to authenticate the UE, as per the regular AKA process. Failure suggests that either UICC or ME is not authorized.
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