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Abstract 
This contribution proposes not to preclude the opportunity to apply Security Assurance Specifications to H(e)NB if this will turn out as appropriate during this study. This contribution also proposes to add the AAA server as core network element in the scope of the Security Assurance Specifications.
Note: At the time of writing the yellow-shaded text has not yet been agreed by SA3 and in this contribution is left for pure editorial purposes. 
Proposal
4.4
3GPP Network Elements subject to Security Assurance Specifications
Editor’s Note:  This chapter will provide the definition of a 3GPP Network element in the context of the study (whether it should be an individual 3GPP functional entity, a group of 3GPP functional entities or some other realisation). This chapter will also give a list the 3GPP Network elements in the scope of the study.
4.4.1
Access Network

For this study the following access network element is in the scope:

1. eNodeB
**************************** start of 1st change ****************************
Editor’s Note: It is for further study if the H(e)NB shall be added to the list of the nodes subject to the Security Assurance Specifications for the following reasons:

1. H(e)NB is a 3GPP element that interworks with a 3GPP mobile core network even if it is implemented by non 3GPP manufactures.

2. HNB incorporates the capabilities of a standard Node B as well as the radio resource management functions of a standard Radio Network Controller RNC, while HeNB incorporates the capabilities of a standard eNodeB with the difference that these equipments are in customers premises and not located in protected locations. Vulnerable H(e)NB can raise several powerful attacks both to genuine customers and to the mobile core network.

3. H(e)NB can be a low-cost device where some security features are not fully implemented/supported. Even if current 3GPP security specification for H(e)NB (TS 33.320) already includes some platform security requirements (e.g. secure boot), possible wrong/incomplete implementations, bugs, vulnerabilities can be exploited by attackers to gain access to the mobile core network and implement critical attacks. Basically, the H(e)NB can be exploited  by an attacker as a gate to maliciously access the mobile core network.

**************************** end of 1st change *****************************

4.4.2 Core Network

For this study the following core network elements are in the scope:

1. Mobility Management Entity (MME)

2. Serving GPRS Support Node (SGSN)

3. Serving Gateway (S-GW)

4. PDN Gateway (PDN GW)

5. Security Gateway (SEG – in NDS context)

6. Home Subscriber Server (HSS)
7. PCRF
**************************** start of 2nd change ****************************

8. AAA server

Editor’s Note: AAA Server should be in the scope of this study because they can be reachable from equipments not belonging to the internal Mobile Network
.

**************************** end of 2nd change ****************************

9. Operation and Maintenace Servers/Applications (OAM Servers/Applications)

----------------------------------------------------------------End of Change-----------------------------------------------------------

�andrebbe altrettanto bene "Equipments external to to Mobile Core Network"? 





