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1. Overall Description:

SA3 thanks GSMA TSG for their LS on WiFi terminals and would like to provide more detailed feedback, in addition to the comments provided in S3-120809, as follows. 
1. Introduction

1.2 Scope

Some of the requirements in this document are actually independent from WiFi. Therefore, it is suggested to clarify in the scope of the document, that this document is only applicable for terminals with Wi-Fi support, 
1.4 Reference Documents

Link to 3GPP 24.234, should be to the official 3GPP website (http://www.3gpp.org/ftp/Specs/html-info/24234.htm) 

2. Security

2.1 Authentication Protocols

As already mentioned in S3-120809, the term legacy authentication is not well defined. There is not only the risk of conflict with standardized methods also currently the requirement is just not testable as is.

In section 2.1.3 TLS and TTLS are suggested, but no version number or profile or list of allowed ciphersuites are given, that reduces interoperability. It is suggested for TLS to refer to TS 33.310, where recently the TLS ciphersuites and variants have been centrally harmonized for support in 3GPP. In the same section, the requirement has the problem that it prohibits implementing both at the same time.

2.2. Air Link Security

On TSG22_SEC_07 GSMA may want to reconsider. Terminals will also be used to connect to home networks, which may require support of WEP. It is suggested to rephrase this requirement to a strong suggestion "Terminals should NOT use WEP, if other security protocols are supported by the access point". It should be noted, that an operator can refuse service to a terminal that only offers support of WEP, therefore a change of this requirement will not impact the operator WLAN security.

3. Connection Management

3.1 Connection Management Client

The API may also take into account user preferences (e.g. usage of home networks, company networks), which stands in conflict with the text before the requirements that the use of operator predefined list.
3.2 Supported Networks

TSG22_USE_14 Terminals SHOULD support 5GHz.

There are wide deployments of 2.4 GHz in some geographical areas. On the other hand, 5GHz is in some countries explicitly forbidden or not supported in about 60 countries, detailed information can be found at http://wireless.kernel.org/en/developers/Regulatory/Database . Therefore it is suggested to keep 2.4GHz and 5GHz on equal footing i.e. for low end terminals in some regions support of 2.4 GHz only may be cost efficient solution, so that no frequency has to be supported that can't be used due to regulatory requirements and has sometimes then to be forcefully disabled.
3.3 WLAN Access Network Connection

GSMA may want to consider in TSG22_CM_16 the use case, that the terminal is owned by a company and managed by an admin of the company. The company policy would then dictate if a user is allowed to connect only to the company WiFi or other specific WiFi networks. This also relates to TSG22_CM_17 which does not list user defined rules or potentially company policies.
In TSG22_CM_21, it was not clear if the requirement also is meant for the case that user does not know the SSID, which would differ from todays' situation.

3.4 Managing Multiple Radio Connections

This section is somehow not fully aligned with section 3.3, it is not clear, when 3.3 applies and when 3.4 requirements apply. It is suggested to merge those two sections. For example TSG22_CM_26 seems to be very similar to TSG22_CM_12. 
3.5 Network Discovery

Many operators today deploy very efficiently solutions based on e.g. WISP r1.0. It should be avoided to increase the costs of the terminal for those operators by mandating a new functionality, which is not used. Therefore it is suggested to have optional support for HS2.0 i.e. change "should" in TSG22_CM_33 to "may".
3.6 Network Handovers

TSG22-CM38 Terminals may support handover between 3GPP and Wi-Fi networks. 

This requirement is only reasonable for operator run WiFi networks, handovers e.g. to company network or private network were probably not the target here. Therefore it is suggested to clarify, what kind of Wi-Fi networks are meant, what protocols that assist do they need to support? Even, with a "may", priotization guidance on the protocols (e.g. DSMIP) and WiFi networks would be useful and enable easier testing of the requirement.
3.7 Provisioning

To avoid interoperability issues it is suggested in TSG22_CM_42 to mandate support of OMA DM 1.2, since the HS2.0 mandates that version.

3.8 VPN

TSG22_CM_47 Terminals SHOULD be able to initiate VPN connections for networks that require it.

It should be noted, that VPN support is a requirement that enterprises have for their Intranet access. Usually, those companies also buy the phones for their employees; therefore those companies can easily select suitable phones for their employees. Reuse of existing specifications may offer a "cost efficient way to introduce this" e.g. TS 33.234 may offer some suitable protocols. 

On the other hand, most operators run WiFi Networks do not require VPN support. It should be avoided that non-business phones must support a feature that is used mainly for business purposes, because this results in higher production costs for a not used feature. Therefore, it is suggested to change the "should" to "may" and add an explaining text, that this feature is very useful for enterprise phones.
3.9 Wi-Fi Protected Setup (WPS)

In the moment the following requirements are made:

TSG22_CM_48 Terminals should support WPS with either PIN or both PIN & Push-Button methods for Wi-Fi.

TSG22_CM_49 Terminals should provide a registrar capability as Client device for WPS.

TSG22_CM_50 Terminals should provide a hardware or software button to trigger the WPS wireless protected Set-up feature as well as a prompt to enter the PIN.

In principle a secure setup is very desirable, but recently some very successful attacks were made against WPS which prompted several hardware vendors to introduce the ability to switch off and disable the feature (http://www.kb.cert.org/vuls/id/723755,) The removal of such a feature from the specifications and terminals that are out is very, very difficult as the removal of A5/2 has for example shown. Therefore, it is NOT recommended to support WPS in its current version, for physical secure locations a "may" might be appropriate. The situation should be studied further and potentially alternative approaches or an improved version might be considered secure enough for inclusion at later time.
3.10 Notification Architecture Compatibility
It is suggested to specify in more detail, what are appropriate service notifications.

3.11 WiFi Link Quality

On TSG22_CM_55 Terminals switching between 3GPP and WiFi Networks, or vice-versa SHOULD NOT impact the user experience: 
It might be legally necessary to inform the user about changes in networks, since this may imply change of the costs for the user. Therefore, GSMA may want to consider rephrasing the requirement to "SHOULD minimize impacts to user experience".
4. Usability
4.1 User Interface

The term unsecured networks is not well defined and clarification would be beneficial, are that WEP supporting networks?

TSG22_USE_60 and TSG22_USE_61 would benefit from a justification in the free text.  To avoid future confusion, the version number 1.0 could be added to OMA OpenCMAPI.

The practical combination of TSG22_USE_62 and TSG22_USE_60 is not fully clear. Would the terminal switch off WiFi and then the application is informed that WiFi is not available or would the application trigger the re-establishment of the connection than?

GSMA may want to consider merging section 4.1.2 and 4.4.1 due to the large overlap.

4.2 Device Firmware Updates

In TSG22_USE_64 several methods for updates are suggested. In 3.7 already OMA DM is mandated, therefore OMA DM 1.2 might be listed as preferred method for terminal updates. In addition, the impression should be confirmed, that TSG22_USE_64 is about terminal updates. Currently it refers just to "updates".
4.4 Power Management

GSMA may want to consider merging TSG22_USE_62 and TSG22_USE_72.

As a general remark, power saving should not "confuse" applications and it would be beneficial if the device could to bundle regular application request e.g. status update requests from several apps, to save power and prevent overload of network with requests. GSMA may want to consider adding a requirement on the interface between terminal connection management and applications (apps) to enable bundling.

4.5 Parental Control

It should be noted that the requirements TSG22_USE_76, TSG22_USE_77, TSG22_USE_78 are actually independent of WiFi support.
Another concern is that (see also 6.12) if a parent switches on the parental control, the kid switches it off again. Even if protected with measures like passwords, password recovery mechanism might be exploited here.

In general, WiFi enabled phones might be special business class phones, which are unlikely to be used by children. For those phones a justification for the costs of parental control filter (and the higher final device price) is very difficult.

TSG22_USE_78 "Terminals should restrict download of third party browsers without parental control feature". The terminal does not have the possibility to validate and detect if a downloaded browser has the feature enabled or not. In addition, for an over-age user it might result in a very bad user experience, if he can not download a new browser, because it does not have a parental control feature. Therefore, a removal of the requirement could be considered.
For those reasons above, it is suggested to have the parental control section optional (except TSG22_USE_78) and suggest the parental control feature as an optional add-on to native browsers. Alternatively, the requirements 76 and 77 could focus on non-business phones and recommend there the parental control. We kindly ask to consider those approaches.
2. Actions:

To GSMA TSG group.

ACTION1: 
3GPP SA WG3 kindly asks GSMA TSG to take the comments and feedback above into account.

SA3 would be happy to receive the final outcome of this effort.
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